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Abstract: Recruitment is a function of human resource management by which an organization can attract the 

potential candidates and select the most appropriate employees for the organization.Now-a-days the people are 

extensively adaptive to the technology and that’s why e-recruitment has become a popular practice followed by 

the organization for hiring employees. The online recruitment document sharing application that will help in 

sharing the important documents between the College authority (Administrator) and the Company HR with 

great ease. The college students will be given the hard copy of their document (resume) that they need to 

study for the recruitment.  

The analysis between database and file system could have been done better, by uploading, downloading and 

searching files from a different computer that does not host the web application. Analysis would have also been 

better if files of bigger size (like 1GB or 2 GB) were uploaded and downloaded. 
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I. INTRODUCTION 
The world came to know about the Block-chain concept nine years back when Satoshi Nakamoto 

conceptualized it in 2008; but it got developed a year later, using Bit-coin, a crypto-currency and digital 

payment system. The concept was later discovering to distributed ledger that leverages the block-chain to verify 

and store transactions without crypto-currency. The term block-chain is broadly used these days to represent a 

new disruptive technology poised to be the next big thing across industries from healthcare to finance to retail. 

According to Gartner, their client analysis on block-chain and related topics has quadrupled since August 2015.  

Block-chain is a divided database of records or public ledger of digital events or transactions that got 

executed and has been shared among involving parties across a large network of un-trusted participants. It 

stores data in blocks that can verify information and are very difficult to hack.  

A block-chain is a public ledger residing of ordered and time-stamped records of transactions arranged 

in data blocks which will use cryptographic validation to link themselves together. Block-chain is a path of 

recording data and transactions digitally. Each record is a block connected chronologically together into a chain. 

A block of one or more new transactions is composed into the transaction data part of a block. According to the 

approach of cryptography, digital signature generates a set of data information representing the identity and data 

integrity of the signer, usually appended to the data file. 

Block chain is touted for its potential to improve the trust and transparency of data- based transactions 

between individuals and organizations. The technology offers promise when strategically applied in the right 

contexts. But what are the conditions under which block chain makes sense and how might the technology be 

useful when applied in government? Traditionally, organizations operating their own, individual IT systems 
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seeking to collaborate must reckon with challenges including reconciliation of information, identifying a single 

source of truth, and facilitating accountability.  

Block chain technology addresses these challenges by providing a technical foundation that supports the 

execution of shared business processes in a way that no single entity controls the entire system. Government has 

an inherent need to build, sustain, and protect public trust in information and systems. In some situations, block 

chain may help enhance this trust. Traditional relational database management solutions (e.g. Oracle and SQL), 

deployed globally across millions of applications, have one major operational constraint – the management of 

data is performed by a few entities who must be trusted. Distributed Ledger Technologies (DLT, commonly 

referred to as block chain), an alternative architectural approach to managing data, and removes the need for a 

trusted authority to store and share a perpetually growing set of data. A foundational characteristic of a block 

chain is trust.  

Block chain have digital signatures and use keys to authorize and check transactions and positively 

identify the initiator. Once recorded to the chain, a block chain record cannot be deleted or manipulated. New 

blocks may only be appended to the chain, ensuring data integrity and creating a verifiable audit trail where the 

shared ledger provides visibility to all participants, simultaneously. Additionally, data elements can be 

individually permissioned, so participants see only appropriate transactions. Applications managed by a single 

entity would typically not benefit from using block chain technology.  

As the name connotes, block chain is a chain of blocks. Each block represents a record or set of data, 

that is linked to others with cryptography. Each block contains some accessible information to provide public 

knowledge about the action, time, or some other feature of the record, creating a public transcript of how the 

information develops, known as a “ledger.” As transactions enter a block chain system, a consensus model is 

employed to determine which next set of valid transactions, or block, should be appended to the ledger. Because 

consensus is established over a distributed network for nodes, there is no central authority that governs the 

validation and inclusion of new transaction data. As most block chain software is open source, the rules that 

adjudicate the blocks and included transaction data are available for review. For public block chain systems, the 

data itself is available for direct observation by anyone who cares to access it. This makes open block chain 

datasets perceived of as more reliable to a greater number of users. 

 

II. METHODOLGY 
A. System Design: - 

System Architecture 

Analysis of Input and expected Output Related to Project 

Input: Original file 

Output: 1. Encrypted file 

1. Unreadable Format 

2. Generate Private key 

3. Distributed data   

UML Diagrams 

UML stands for Unified Modelling Language. It is a standard visual modelling language in the field of software 

engineering. It provides the standard way to visualize the design of a system 

 

Use-Case Diagram 

A use case diagram is a graphic depiction of the interactions among the elements of a system. A use case is a 

methodology used in system analysis to identify, clarify, and organize system requirements. The relationships 

between and among the actors and the use cases. 

 A use case illustrates a unit of functionality provided by the system. The main purpose of the use- case diagram 

is to help development teams visualize the functional requirements of a system, including the relationship of 

"actors" to essential processes, as well as the relationships among different use cases. Use-case diagrams 

generally  

 

 

 



Secure File Storage in Cloud Computing Using Hybrid Cryptography Algorithm  

Department of Electronics & Telecommunication Engineering, M. E. S. College of Engineering, Pune  90 | Page 

 
Figure 1: system Architecture 

 

 
Figure 2: Use-Case Diagram 

 

show groups of use cases, either all use cases for the complete system, or a breakout of a particular group of use 

cases with related functionality to Show a use case on a use-case diagram, you draw an oval in the middle of the 

diagram and put the name of the use case in the centre of, or below, the oval. To draw an actor (indicating a 

system user) on a use-case diagram, you draw a stick person to the left or right of your diagram. Following 

diagram shows the relationships of the user or actors with the use cases  which are shown in an oval shape. 

 

B. Activity Diagram 

 
Figure 3: Activity Diagram 
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An activity diagram is a behavioural diagram i.e. it depicts the behaviour of a system. An activity 

diagram portrays the control flow from a start point to a finish point showing the various decision paths that 

exist while the activity is being executed. 

 

III. ER DIAGRAM 
An entity-relationship diagram (ERD) is a data modelling technique that graphically illustrates an 

information system's entities and the relationships between those entities. An ERD is a conceptual and 

representational model of data used to represent the entity framework infrastructure. 

 

 
Figure 4: Entity Relation Diagram 

 

A. State Diagram 

A state diagram is a type of diagram used in computer science and related fields to describe the behaviour of 

systems. State diagrams require that the system described is composed of a finite number of states. 

 
Figure 5. State Diagram 
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IV. CONCLUSION 
In work is designed using block chain concept and key-based cryptographic technique which estimate 

the security of block-chains specifically using hashing. Proposed system work to security on transportation 

data.Block-chain technology is not just an application technology for new-generation transactions. It creates trust, 

responsibility and transparency while simplifying business processes. This approach allows users to authenticate 

the data access through the public and private key of user sources, while improving network access performance 

by locally authenticating keys based on block-chain copies and its hash values. This work is designed using block 

chain concept and key-based cryptographic technology to provide the security to transportation data of vehicle 

and product.  
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