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Abstract : Today almost all digital services like internet communication, medical and military imaging 

systems, the multimedia system requires reliable security in storage as well as in the transmission of digital 

images. There becomes a necessity for security in digital images because of the faster growth in the fields of 

multimedia technology, internet and cellphones. Hence, it becomes a need for image encryption techniques in 

order to hide images from such attacks. In this system, we use JS (Jumbling Salting) algorithm in order to hide 

the image. JS algorithm is being executed in .NET framework. It provides a brand new access to assure high-

level security of information as required in the fields of aerospace, military, confidential, financial and 

economic, national security and so on. To know the security aspect regarding images, we are devising JS 

algorithm. The image encryption technique forms a highly secured form of the encrypted image which makes it 

difficult to decrypt reducing the probability of guessing the key, since JS algorithm deals with randomization. 
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I. Introduction 
“Security is a process of implementing measures and systems designed to securely protect and 

safeguard information” thereby preserving the value, confidentiality, integrity, availability, intended use and its 

ability to perform their allowed critical functions. We are developing JS technique to overcome the problem of 

securing an encrypted image providing additional security to stored image. 

Jumbling and Salting are the two processes of Jumbling-Salting algorithm. In the jumbling process, the 

image undergoes “addition”, “selection” and “reverse” sub-processes. Addition process decides number of 

character to be appended to the image pixel. Selection select random character from the character set based on 

the length provided in Addition block.  In general, there are many numbers of character set in the server. 

Selection of characters from different character set is  made random. The reverse process reverses the output of 

the selection process based on some pre-defined condition. By using any mathematical technique such as even, 

odd, divisibility etc. the condition can be implemented. In the salting part, random salt is added to the jumbled 

encrypted image. Timestamp value determines selection of salt and the value is determined when the user 

creates the account.  

Randomized algorithms are particularly effective when the attacker who deliberately tries to perform a 

dictionary or brute-force attack. It is said that randomness is ubiquitous in cryptography. The processes involved 

in JS algorithm are randomized; hence we can achieve "Randomness in Security" 

 

This paper is an effort to compare numerous classical to modern cryptography algorithms based on various 

performance parameters like time complexity and key sensitivity. Moreover, the performance of all these 

algorithms under statistical, differential and qualitative attacks is also analyzed. 

 

II. Proposed System 
2.1 JS Block Diagram 
The block diagram of the process arrangement in Jumbling Salting algorithm is as shown below in Fig. 2.1 

which highlights the transition of the plain image to a jumbled and salted form. 
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Fig. 2.1 Process arrangement in JS algorithm 

 

2.1.1 Jumbling block :  
 Addition, selection, and reverse are the three sub-processes in the Jumbling  process. Jumbling block is 

given the process array. A mathematical modulus function jumbles the characters that are prepended from some 

character set. Modulus is the mathematical function which returns reminder of a division operation. Jumbling 

block itself is a combination of three sub-blocks:  

     2.1.1.1 Addition sub-block:  
This block generates principle random value “l”.  The size of a Process array is updated.  

(x + l) is the new update of P[ ] = x which is the original size of the process array.  

The position of Process array P[] is illustrated as below in Fig. 2.2: 

 

 
                                                                Process Array [x + l ]  

Fig 3.1. Process array in JS algorithm 

 

2.1.1.2 Selection sub-block: 
Selection sub-block selects characters from a predefined character set A. The size of character array is large and 

the character set for a particular password entry is different. Random values generated “l” times are the basis of 

selection of characters. The size of Process array is practically large enough to select the different characters. 

 

 The character set of general Process array is shown in Fig. 2.3 below: 

 
Fig 2.3. Character set of JS algorithm 

 

2.1.1.3 Reverse sub-block: 
Some predefined condition is the basis of Reverse sub-block to obtain the entire process array. Whether 

“l” is even or odd is the predefined condition to be checked. We reverse the process array if “l” has even values 

otherwise we keep it as it is.  

For reversing the process array, we can use any mathematical condition, depends on the application. 

For example we can reverse process array if the value of “l” is prime, or “l” is an Armstrong number and so on  

Reverse condition of JS algorithm is to create more confusion when the password file is accessed. 

Depending upon the application, the reverse condition can be altered. For example, if “l” is a prime number the 

entire reverse process is changed.  
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2.2 Salting block  
Along with jumbled version of password, random string may be added as an objective of the salting 

block. The user’s sign-up timestamp value is the criteria for salt selection. The password becomes more 

complicated when the salt is added. The attacker finds it difficult to obtain it. The timestamp value is chosen for 

adding salt in the jumbled version of password, as it is unique value. For every user, the timestamp value is 

different. We have chosen servers value as timestamp value.  

 

The general form of salt array is shown in Fig. 2.4 below: 

Y Y Y Y D D M M H H m m s s 

 

Where:  

Y = Year, M= Month  

D = Date  

H = Hours in 24 hours format  

m = minutes  

s= seconds  

 

III. Conclusion 
JS algorithm reduces the probability of decrypting the image. Due to the various randomization 

technique, it builds a encrypted image which is almost difficult to decrypt. To decipher this encrypted image is a 

difficult task. 

JS algorithm however takes a lot of space and time for both the encryption and decryption which is due 

to the various randomization technique but on the other hand this makes the algorithm fully secured. 

Jumbling Salting algorithm’s Encryption as well as the Decryption time is large. The additional 

overhead of jumbling and salting process increases due to the value of processing time. The encryption and 

decryption time rises due to the process of randomization. 
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