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Abstract: Blockchain is offering new opportunities to develop new types of digital services. While research on 

the topic is still emerging, it has mostly focused on the technical and legal issues instead of taking advantage of 

this novel concept and creating advanced digital services. We are going to leverage the open source. 

Blockchain technology to propose a design for a new electronic voting system that could be used in local or 

national elections. The Blockchain-based system will be secure, reliable, and anonymous, and will help increase 

the number of voters as well as the trust of people in their governments. 
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I. Introduction 
A Secure Blockchain Based Electronic Voting System is required as this system uses existing 

technology such as a client server architecture integrated with a blockchain system to ensure aspects such as 

transparency, security and auditability are achieved without sacrificing privacy for voters.Estonia was the first in 

the world to adopt an electronic voting system for its national elections.Soon after, electronic voting was 

adopted by Switzerland for its state-wide elections, and by Norway for its council election. Blockchain has a 

wide area of applications for increasing the security of digital transactions. The security offered by blockchain 

could be used on an E-voting system to further increase the trust of voters. The system that will be designed will 

be easy and accessible by all. 

 

II. System Analysis 
a. PresentSystem 

First E-Voting System 

David Shaumintroduced the first-ever electronic voting system. Public key cryptography was used to cast votes 

and keep voters anonymous. The Blind Signature Theorem was used to make sure there were no links between 

voters and ballots [1]. 

 

Estonian I-Voting System 

Estonia was the first in the world to adopt an electronic voting system for its national elections. 

Citizens were able to cast their vote using only the Internet and an electronic national identification card. The ID 

card used in the elections was designed to run on an integrated circuit, a chip Java chip platform, and protected 

with 2048bit PIN [2].The card is able to create signatures using SHA1/SHA2 [3]. The card is used for 

authentication, encryption, and signatures. The voter has to download the voting application, authenticate using 

the electronic ID, and if the voter is eligible to vote a list of candidates will be displayed and a vote could be 

cast.The vote will be encrypted using the election’s public key and signed with the voter private key. As soon as 

the vote is cast it will be sent to a vote storage server controlled by the Estonian government [4].Voters could 

vote multiple times, and only the last vote will be considered valid.This is done to prevent vote buying. 

 

Norwegian I-Voting System 

Norway used an electronic remote voting system for the country council elections in 2011.Scytl 

developed this system. This system was very similar to the Estonian electronic voting system. In 2014, the 

country has discontinued its I-Voting project due to security concerns [5]. One of the main critics Norwegian I-

Voting system faced was the fear of votes going public in case of a cyber-attack. 
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b. ProposedSystem 

The proposed system consists of two steps registration where both candidate and user need to register 

and the process of registering itself. In this proposed system the user logs into the system with valid username 

and password. Once the user is logged in user can view the candidates and give vote respectively. The system 

then verifies the given vote using blockchain method and user then get a confirmation of their given vote. 

 

 

A. Block Diagram: 

 

 
Figure II-A: System Block Diagram 

 

III. Methodology 
 Voter logs into the Electronic Voting Portal. (Voter needs to be registered and authorized to vote) 

 Then the voter can view a list of candidates for the elections. 

 The voter casts their vote and confirms. 

 The vote is encrypted using SHA-256 and stored in the blockchain. 

 Once the voting period ends, all votes are counted using a simple counting algorithm. 

 The winner for the election is declared on the portal. 

 

IV. Design 
The voter starts by logging into the website with user credentials. Any registered and authorized voter 

will have their unique user name and password which they will use to access the portal. Once the voter is 

verified by the system, they will have complete voter access to the portal. The voter can then view the list of 

candidates for the ongoing elections and then cast their vote. System will prompt and ask for voter’s 

confirmation after which the vote will be encrypted and saved in a block in the blockchain. As the blockchain 

uses a decentralized network the possibility of the votes being lost due to hardware or software failure would be 

zero. Hashing algorithm SHA-256 will be used for encrypting the blocks hence there would be no chance of 

security breach. Once the voting period has ended the votes will be counted and the winner will be declared on 

the Voting Portal. 

 

V. Conclusion 
The project will mainly focus on designing and developing an electronic voting system based on the 

Blockchain technology. The system will be decentralized and does not rely on trust. Any registered voter will 

have the ability to vote using any device connected to the Internet. The Blockchain will be publicly verifiable 

and distributed in a way that no one will be able to corrupt it.  
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