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Abstract : This paper disucsses about improving authentication and authorization techniques which can be 

easily implemented and are user friendly Every individual has their own personal life. In a world with internet, 

the process of communication and personal life management has drastically changed from what it was few 

decades back. But for any internet user, the advantage of instant communication comes at a cost. The network 

infrastructure has loopholes which gives way to hackers to access any registered users entire data. The hacker 

can further exploit an individual for personal benefits. These loopholes can we covered by introducing a 

multiple authentication and authorization techniques in the process. We have designed a unique 3 Level 

Authentication and Authorization  system while keeping in mind the key fundamentals of security which are 

Confidentiality, Integrity &  Availability. We want each and every user to feel secure and safe from hackers. 

Keywords :  Authentication, Authorization, Availability, Confidentiality, Integrity, Security. 

 

I. Introduction 
1.1 Overview 

Traditionally, textual based passwords have always helped users to maintain & prove identity [1]. 

These passwords are generally alphanumeric passwords i.e. it is a combination of alphabets, digits and special 

symbols. But it has various flaws. To, remember easily, users tend to keep the passwords short and simple like 

personal names, pet names, phone no.'s, birth dates, family member names etc. & so it is exposed to several 

attacks such as easy to guess, dictionary attack, brute force, shoulder surfing, hidden camera, social engineering 

and  malicious software's like key logger, spyware etc. 

To overcome these limitations users can use the strong (complex) password. But it is difficult to 

remember. So to memorize easily users write the password on paper and so it is easily available to anyone. Also, 

the users nowadays tend to use the same password to access multiple accounts, thus reducing the security even 

more [2]. 

To solve the problems with textual passwords a new graphical password technique is introduced [3]. 

 

1.2 Graphical Password 

Here different types of images or shapes are used as password. Also psychological research claims that 

images can be effortlessly be remembered by human than text [4 -7]. Studies have proven that images are easier 

to remember when compared to alphanumeric passwords. Because of the use of images, this technique is now 

resistant to several attacks such as dictionary attack, key logger, social engineering etc. 

Generally, there are two types of graphical password technique, Recognition based and Recall based. In 

Recognition based, the user presents a random set of images and he/she is supposed to recognize the right 

images in correct order. In Recall based, the user has to reproduce something that he/she had selected or created 

during registration. So, when graphical password with the help of images is used it can easily be remembered. 

Also it will be difficult for the attacker to guess it through social engineering. It is the best alternative for textual 

password. But, it has limitations too. Shoulder surfing attack is a major threat for any user using graphical 

password. Shoulder surfing attack is a major threat for any user using graphical password. Shoulder surfing 

means watching over victims shoulder to get the credentials. 

To overcome these issues, we have proposed a technique which is a combination of Recognition and 

Recall based approach. We have also focused on making the system such that it can provide resistance to 

shoulder surfing up to some extent and other possible attacks. 

 

2. Related Work 

Blonder originally introduced the graphical password technique in 1996. Since then a lot Research 

work has taken place on it. This section will further discuss about the existing technique for Recognition and 

Recall based approach. 

2.1 Recognition Based techniques 
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Here, while registering the user is presented with a random set of images. The user then has to select a 

fixed number of images from the set as a password. During authentication, user has to recognize and select the 

images in the correct order which he/she had selected during registration. 

Some examples: 

 

2.1.1 Jensen et al. technique [8]  

This technique was first introduced for PDAs and mobile phones. Here, the user has to choose a theme 

first (E.g. Buildings, Beaches, Cars etc.). Now the images based on the theme selected are displayed to the user 

in 5 x 6 grid in the form of thumbnails. The user has to select the images in a fixed sequence to set up the 

password. During Authentication, the user is required to recall the previously selected images and touch them 

with help of a stylus in the correct order. Here the size of password created is small as the number of images to 

select is limited to 30. A token number is assigned to each image and the order of selected images will form a 

numerical password for the user. It was observed that the numerical password is sometimes shorted than the 

textual password. To solve this issue the user can also select two images at a time on one click to increase the 

password size. But again this will confuse and increase the difficulty and complexity of the password for the 

user. 

 

2.1.2 ImagePass technique [9]  

In this technique, the user is presented with a grid of 30 images for registration. The user then has to 

select a predefined number of images and remember the order in which he had selected it. For Authentication, 

the user is now displayed a combination of real and decoy images in a grid format of 4x3. The user has to select 

the correct images in the right sequence to login.  

     This technique is also highly vulnerable to shoulder surfing as the password images are fixed and the grid is 

not that big. Which makes it really easy for the attacker to see and remember the images selected by the victim. 

 

2.1.3 ColorLogin technique [10] 

In this technique the login time is decreased with the help of background color. Several colors are used 

in the process which can be easily recognized by the authentic user but easily confuses the attackers. The 

password space here is small compared to text based password. This technique is clearly resistant to shoulder 

surfing attacks. 

 

2.2 Recall Based Techniques 

In Recall based, the user has to reproduce something that he/she had selected or created during registration, so 

as to successfully login. 

It is further divided in two categories 

 

2.2.1 Pure Recall Based Technique 

In this technique the user is not provided with any hint to recollect the password. 

For example: 

 

2.2.1.1 Passdoodle technique [11] 

In this technique, to login the user has to redraw the password in the exact order using a stylus onto a 

touch sensitive screen. The password could be a text, design or some sort of figure.  

It was observed that the users can easily remember their password but sometimes the order in which 

they draw the doodle is not correct. Some users were fascinated by doodles drawn by another user and ended up 

using the same doodle as their password. This technique is various attacks such as guessing, spyware, shoulder 

surfing attacks. 

 

2.2.1.2 Draw-a-Secret(DAS) technique [12] 

In this approach, the user has to draw a picture on a 2-D grid of size G x G to register themselves. Each 

point on the grid is specified by discrete x, y coordinates. These coordinate values are stored in the order of the 

image drawn. During login phase, the user has to simply redraw the same picture by touching the same 

coordinates on the grid, in the same order as during registration. Here the users can keep the password as long as 

they want. Also, here the password space is much larger compared to textual passwords. 

It was later observed that users would often forget the order of their stroke and sometimes it is rather 

easier to remember a text based password compared to DAS technique. At times the user would often choose 

weak passwords thus making it vulnerable for replay attack and dictionary attack. 

 

2.2.1.3 Signature technique [13]  
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Here, the user has to authenticate oneself by drawing their signature with the help of mouse. The major 

advantage of this technique is that, here the passwords can easily be remembered and also signatures are hard to 

duplicate. But, it can become really difficult for the user to redraw the signature in the same perimeter as at the 

time of registration since not every user can be expected to be familiar with using mouse as a writing device. An 

alternative to solve this problem would be to use a stylus as a writing device. But adding another piece of 

hardware would further increase the cost of the system. 

 

2.2.2 Cued Recall Based Technique  

In this technique the user is provided with hint to recollect the password. 

For example: 

 

2.2.2.1 Blonder technique [14] 

Blonder originally had first introduced the graphical password technique in 1996. Here, during 

registration the user is shown a fixed image with predetermined tap regions. The user has to click on the tap 

regions in a particular order. During login, the user has to click on the fairly accurate areas of those tap regions 

in the predefined sequence. Since the image actually helps the users in recalling their passwords, this technique 

is more suitable than text based password. But this technique lacks options as the user has to compulsorily click 

on fixed tap regions. Also it clearly vulnerable to shoulder surfing attack. 

 

2.2.2.2 PassPoints Technique [15] 

This technique was proposed to solve the issues faced in Blonder technique. Here, the user is a shown a 

random picture on which he/she can click on any place on the image to select click points. Unlike blonder 

technique, here the user does not have to select fixed click points in the predefined order. Each click point has a 

tolerance limit. During login, the user has to click inside the tolerances of selected click points in the correct 

order. Here, it was observed that users take longer time to remember their passwords than text based passwords. 

Many users would take multiple attempts to select click points within their tolerance limit to successfully login.  

 

2.2.2.3 Passlogix V-Go Technique [16] 

This technique was proposed by Passlogix Inc.. It is a private security firm located in "New York City, 

USA". This technique is commonly known as "Repeating a sequence of actions". Here the password is created 

by navigating through a random image such as bedroom, classroom, kitchen etc.. E.g. In the bedroom 

surrounding, the user can rest by lying on the bed, change clothes from the wardrobe, dress themselves up for 

any particular occasion.  But the drawback here is that the size of password is really small. There are limited 

actions that can one can do in case they want to sleep. Hence these passwords can be easily predicted.  

     The above discussed techniques either lack user compatibility or are vulnerable to major shoulder surfing, 

spyware, key logger attacks. Our proposed technique is blend of recall based and recognition based technique. 

The system keeps a balance between security metrics and usability. 

 

II. Existing System 
The existing system [17] is a graphical password based approach. It is designed as a blend of Recognition and 

Recall based approach. The user authentication is done in two steps. It functions as follows: 

3.1 Registration Phase: 

1. The user has to make his/her profile by entering personal information and username. 

2. A set of 25 images in a grid of 5 x 5 is displayed to the user. The images displayed here are common for 

everyone. Now, the user has to choose some number of images to set as a password. The user can select any 

image more than once. The selected images are now the password for step-I authentication.  

3. Now the user is displayed only the selected images from the local memory/ stored image database. Out of 

which he/she has to select one. 

4. The user is displayed the selected image along with a question set. He/she has to opt for any 3 questions out 

of the question set. 

5. Individual click points are called as ROA (Region-Of-Answer). The user has to select 3 different ROAs on 

the image for the three different questions. Each ROA is saved in the memory with its x,y coordinates on 

the image. 
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Figure.1 Step-I Registration                                          Figure.2 Step-II Registration 

 

3.2 Login Phase 

1. The user will have to provide correct username and select the right images in the correct sequence for step-I 

authentication. The order of images within the grid will change at every login attempt. 

2. Next, irrespective of whether or not it is correct, the preselected image and the preselected 3 questions are 

displayed to the user for step-II authentication. 

3. The order of questions displayed is completely random. The user has to click on the correct ROAs as per 

the order of questions.  

4. After entering correct details for both the steps, he/she is authorized to access the respective system. 

 

 
Figure.3 Step-I Login                                                         Figure.4 Step-II Login 

 

4. Proposed System 

Our proposed system is a 3 step authentication and authorization system which will overcome several 

vulnerabilities which we saw above. It is designed as a combination of Recognition and Recall based 

techniques.  

4.1 System Architecture 
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Figure.5 System Architecture 

 

4.2 Registration Phase 

1. The user will have to first provide their personal details and setup a username and standard alphanumeric 

password. This will secure the system against Brute-Force attack and Tempest attack. The set of 16 images 

will vary at every user registration and login. 

2. Now a grid of 4 x 4 matrix with 16 images will appear. The user will now have to select any two image. 

Once the user selects any two images, the diagonal image of one selected image blink and it'll pop up. The 

user then has to set two click points on the displayed image. This technique will provide strong resistance 

against Shoulder Surfing and Spy Ware attack. 

3. Once the above two steps are completed, an OTP will be sent on the users mobile number to authenticate 

it. The user has to simply enter the received OTP to successfully register oneself. . 

 

 
Figure.6 User Registration 

 

4.3 Login Phase 

1. Users will have to enter their user name and text password, which they had created during registration. 

2. A grid of 4 x 4 matrix with random images will appear. The user will then have to correctly identify the 

image one he/she had set their click points on during registration phase. 

3.    If the above steps go correctly then the user will receive the OTP on the registered number. User can    enter 

the OTP and complete the verification process. 
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Figure.7 User Login 

 

 

4.4 Flow Chart 

 

 
Figure.8 Flow Chart 

 

 

III. Conclusion 

3rd level 

authentication 
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Our designed system is a blend of Recognition based and Recall based approach.  The system is easy 

for users to operate and more secure compared to the previous graphical based techniques. As the password 

space here is very large it provides strong resistance against brute force attack. The passwords created are easy 

to remember. Randomization during image selection for step-II authentication slves the vulnerability against 

shoulder surfing attacks. The system is resistant to all other possible attacks too. This system can be used in all 

kinds of business or personal enterprises to enhance their security. In future, we can add another feature to 

system that, if any user forgets their password then they can reset the password via a link which will be sent to 

the registered alternative email id of the user. In future our system can be made more easily accessible and more 

secure. 
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