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Abstract : Security is that the degree of protection to persons or person against danger, damage, loss, and
crime. The need for security often means that standard human-computer-interaction approaches cannot directly
apply. Nowadays, as day today activities are more open to the internet, the importance of security for
applications is tremendously increased. Using static passwords alone makes it easy for the hackers to hack the
users account. An important usability goal for authentication system is to support users in selecting better
password. User often creates memorable passwords that are easy for attackers to guess, but strong system
assigned passwords are difficult for users to remember. So researchers of modern days have gone for
alternative methods. Here a graphical password is discussed.
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I.  Introduction

Nowadays people do not go to a bank to make a transaction, do not go to an Electric board to pay bill,
and do not go to railway station to make a train reservation and what not. All these times consuming and these
tasks are making easy at your foot step because of Internet. For doing all these tasks now days people are using
smart phone app and for this everyone hits respective portals/sites. There are many such areas where we
need where we need security against Cybercrime such all activity involve human interaction with computers [1].
So the authentication is the most important and fundamental activity in all computer security systems.

Security researchers have made their efforts to protect systems against the different attacks and also
individual user digital data. Because of increasing threats and crimes over the internet or networked systems,
there is great need for preventions of such activities. We use alphanumerical usernames and passwords for
authentication purpose but studies show that user can only remember a limited number of passwords. Generally
user will note down password somewhere or will repeatedly use the same passwords for different accounts.
Sometimes users will use a password that is simple and easy to remember to avoid the complexity.

Some other techniques like Biometrics Face recognition, Retina scanning are used to increase the
security but it requires lot of investments. The alternative techniques to increase security to next level, some
authentication methods have developed that use pictures as passwords or a second level of authentication. In this
article we will work on another alternative using image as passwords. The below image is used for spam
prevention as a second level of authentication.

Users need to remember the password but is difficult to remember complex, random passwords.
Human being has long term memory limitation, so user can forget a password that is not used regularly. Having
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multiple passwords may leads the user either jumble the elements of the different passwords or confuse the
password for which system it corresponds to. Users normally face the password memory problems which
decreases the password complexity and number of passwords. This habit reduces password security. Normally
secure password should be 8 characters length, random, with upper-case characters, lowercase characters,
special characters and digits. Users ignore such password recommendations, and use instead short, simple
passwords that are relatively easy to remember and easy to discover using dictionary attacks. It is often observed
that users choose short password and it contain only alphabetic consisting of personal names of family or
friends, pets, etc. Users generally write down their passwords as note or sometime share the passwords with
others, or use the same password for multiple systems.

Il.  Proposed Methodology
Graphical password is an authentication system which allows the users to select from images, in a specific order,
presented in a graphical user interface (GUI). Graphical passwords can be easily remembered, as users
remember images better than words. Graphical passwords techniques are categorized into two main techniques:
recall-based and recognition-based graphical techniques [2].

2.1. Recognition Based System

In recognition-based techniques, Authentication is done by challenging the user to identify image or
images that the user had selected during the registration stage. Another name for recognition-based systems is
search metric systems. It is generally require that users memorize a number of images during password creation,
and then to log in, must identify their images among them. Humans have unique ability to identify images
previously seen, even those which has been viewed very briefly. Recognition based systems have been proposed
using usability and security considerations, and offers usability. In some graphical password schemes,
Knowledge of some details of the shared secret must be retained by the system, i.e., user specific profile data
e.g. in recognition schemes, the system must know which images belong to a user’s portfolio in order to display
them.

Sobrado and Birget Scheme is recognition based system that displays a number of pass-objects (pre-
selected by user) among many other objects, user click inside the convex hull bounded by pass-objects. In Pass
face scheme human faces are used as password. And in Dhamija and Perrig Scheme Pick several pictures out of
many choices, identify them later in authentication.

2.2. Recall Based System

In recall-based techniques, a user is asked to reproduce something that he or she created or selected
earlier during the registration stage. Recall-based graphical password systems are occasionally referred as draw
metric systems since a secret drawing is recalled and reproduced by the user. In these systems, users typically
draw their password either on a blank canvas or on a grid. You can secure your password using various
techniques in graphical authentication.

To authenticate, we use a grid based approach by using image as a reference. Draw-A-Secret (DAS)
Scheme User draws a simple picture on a 2D grid. The coordinates of the grids occupied by the picture are
stored in the order of drawing. Redrawing has to touch the same grids in the same sequence in authentication.
Then certain grids are selected by the user to set his/her password as shown in the figure below a major
drawback of graphical password authentication is shoulder surfing.

Another one is Pass Point Scheme which allows users to click on any place on an image to create a
password. A tolerance around each chosen pixel is calculated. In order to be authenticated, user must click
within the tolerances in the correct sequence. Signature scheme is another graphical user authentication
conducted by having the user drawing their signature using a mouse.

111, Implementation
Graphical Password can be implemented in authenticating several systems and websites. The implementation
has few focuses:
= Password: Contain image as reference & encryption algorithm.
= Login: Contains username, images, Graphical password and related methods.
=SSR shield: Contains shield for Shoulder surfing.
=  Grids: Contains unique grid values and grid clicking related methods.

IV.  Conclusion
The system security is very high as it uses graphical three level password authentications. Graphical
password schemes provide a way of making more human-friendly passwords. Dictionary attacks and brute force

International Conference on Innovative and Advanced Technologies in Engineering (March-2018) 59 |Page



Recognition And Recall Based Graphical Password Authentication

search are infeasible. Require much more storage space than text based passwords. Password registration and
log-in process take too long. Shoulder Surfing: As the name implies, shoulder surfing is watching over people’s
shoulders as they process information. Because of their graphic nature, nearly all graphical password schemes
are quite vulnerable to shoulder surfing.
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