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Abstract: This paper discusses on how the security of question paper delivery can be enhanced by image
steganography. There are a lot of cases of university question paper leakage. Due to this, university has
undergone various problems in order to tackle this event. The current system that the university uses for
question paper transfer is based on face detection which is not very reliable and can be exploited. Moreover,
this transfer process is not very secured and is a complex process, so we have developed our system to enhance
the security of the transfer process.
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I.  Introduction

In recent years, Mumbai University has faced a problem regarding the security of question paper
delivery to the colleges. To ensure the secure transfer of question paper to all the colleges, the University has
implemented two methods in the past.

The University earlier used a simple method which comprised of a Licensed PDF Viewer. This PDF
viewer software allowed the college authorities to view the question paper. No other PDF viewer was able to
open the question paper file. The currently used method by the University is facial recognition. Four officials of
a college are authorized to retrieve the question paper file from the dashboard of the University website. The IP
address of the computer from where the question paper will be retrieved is authenticated with University. The
facial recognition will only work if the authentication of IP is successful.

With the help of our system we are going to simplify the overall process and also making it more
secured. The question paper file will be embedded into the image file such that there will be no visual changes
in the output file. Now the sender and receiver only will know about the hidden question paper file into the
steganograph image (output file). In this way, attackercannot detect the presence of the question paper and thus
will not able to obtain it. Hence, the question paper will be transferred securely.

Il.  Literature Survey
This section shows various analysis and research made in the field of the Image Processing Technology. It also
shows different methodologies being used by the existing system and the conclusion of this literature.

2.1 Steganography with LSB Encoding and DES Algorithm: In this paper, the author has implemented
steganography using LSB embedding and DES algorithm. The secret data is embedded in an image file using
LSB embedding technique. LSB embedding ensures that the original image does not get distorted from the
original image. DES algorithm provides an additional layer of encryption to the password. In this way, the data
stored will be more secured.

2.2 An Approach Towards Image, Audio and Video Steganography: In this paper the author proposes a
methodology of image, audio and video steganography by converting the media type into a different form. In
this paper they have devised the use of steganography in such a way that the video intended to be encoded is
segmented into frames. Each frame of the video is considered to be a single RGB image. The frames are then
converted into respective number of sound files. Later the steganographic files (sound files) are decrypted and
combined in the original sequence to retrieve back the video using the reverse procedure. Again ordinary sound
files containing speech and music were also tried to encode into a RGB image, which was later retrieved by
running the decoding procedure.

We will be using both of the above mentioned techniques in our software. LSB embedding provides the 1% layer
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of security, and the embedded data is encrypted by DES algorithm which again a layer of encryption to the
embedded data. Audio and Video steganography will also be used to make the process of transfer more
challenging to crack. Therefore, we will be using both the techniques mentioned above.

2.3Licensed PDF Viewer: The university earlier used a Licensed PDF Viewer for viewing the question paper
file. This PDF viewer software allowed the college authorities to view the question paper. No other PDF viewer
was able to open the question paper file This PDF viewer software allowed the college authorities to view the
question paper. No other PDF viewer was able to open the question paper file. The PDF Viewer used a license
which allowed the installation of the software only on one computer of the college. The same license could not
be used on any other computer. The major drawback of this method was if the authorized computer on which
the software is installed crashes, then there is no other way that college can get retrieve the question paper
securely.

2.4Facial Recognition: The currently used technique for securing the question paper transfer by the University
is facial recognition. Four officials of a college are authorized to retrieve the question paper file from the
dashboard of the University website. The IP address of the computer from where the question paper will be
retrieved is authenticated with University. The facial recognition will only work if the authentication of IP is
successful. But facial recognition is vulnerable and can be exploited. Varying lighting conditions, change in the
facial appearance of the college officials may lead to failure of face recognition process and thus question paper
retrieval will fail.

I11.  Methodologies Used

3.1LSB embedding: Least significant bit (LSB) insertion is a simple approach to embedding information in
image file. The simplest steganography techniques embed the bits of the message directly into least significant
bit plane of the cover-image in a deterministic sequence. Modulating the least significant bit does not result in
human perceptible difference because the amplitude of the change is small. In this technique, the embedding
capacity can be increased by using two or more least significant bits. At the same time, not only the risk of
making the embedded message statistically detectable increase but also the image fidelity degrades. Hence a
variable size LSB embedding schema is presented, in which the number of LSBs used for message
embedding/extracting depends on the local characteristics of the pixel. The advantage of LSB- based method is
easy to implement and high message pay-load.

3.2Encryption: The process of encrypting the password enhances the security of data. Moreover, it provides an
additional challenge to the attacker. Thus, we have used DES algorithm to encrypt the password, so that the
password can be made more secured. Data Encryption Standard algorithm is such a cryptographic key which is
applied to a block of plain text to convert it into a cipher text and vice-versa. DES algorithm has a block size of
64 bits and key size of 58 bits. DES has small time of operation i.e. 16 rounds of operations. These
characteristics make DES algorithm to be usable in a software. Without the password, one cannot extract the
question paper hidden behind the image file.
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V.  Conclusion
The existing system uses the facial recognition technique which can be easily exploited and thus is not

reliable. This system will be able to transfer the question paper (secret document) in a secured way so that the
document cannot be intercepted by the attacker. It will be done by embedding the question paper and encrypting
the password into the carrier image. The stego-image will appear similar to the original image so that theattacker
cannot detect the presence of the secret document and thus confidentiality is ensured. Now, only the sender and
receiver will be knowing that the stego-image contains the question paper. DES algorithm will be used to
encrypt the password. This makes the process of the extraction of question paper from the stego-image more
secured.
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