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Abstract: Phishing is an online criminal act that occurs when a malicious webpage impersonates as legitimate 

webpage so as to acquire sensitive information from the user. Phishing attack continues to pose a serious risk 

for web users and annoying threat within the field of electronic commerce. This paper focuses on discerning the 

significant features that discriminate between legitimate and phishing URLs. These features are then subjected 

to associative rule mining. The rules obtained are interpreted to emphasize the features that are more prevalent 

in phishing URLs. Analyzing the knowledge accessible on phishing URL and considering confidence as an 

indicator, the features like transport layer security, unavailability of the top level domain in the URL and 

keyword within the path portion of the URL were found to be sensible indicators for phishing URL. In addition 

to this number of slashes in the URL, dot in the host portion of the URL and length of the URL are also the key 

factors for phishing URL. The objective of the proposed system is to provide efficient approach for the detection 

of phishing site. 
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I. Introduction 
 With the recent growth of the Internet environment and diversification of available web services, web 

attacks have increased in quantity and advanced in quality. Phishing is a type of social engineering attack that 

targets a user„s sensitive information through a phony website that appears similar to a legitimate site.This 

project aims at detecting phishing sites made by the phishers who steal personal user data to conduct illicit 

activities. We will extract features from the submitted URL by the user. These features will then be given to 

decision tree algorithm to classify the site as phishing or legitimate. Also, ranking of the sites will be considered 

while classifying the site as phishing or legitimate. 

 

II. Basic Concept 
Phishing   sites are the major attacks  by which  most  of  internet   users are being fooled by the 

phisher. The replicas of  the legitimate  sites are created and users are directed to that website by luring some 

offers to it. There are certain standards which are given by W3C (World Wide Web Consortium), based on these 

standards we are choosing some features which can easily describe the difference between legit site and phish 

site. 

We are proposing a model to determine the phishing sites to Safeguard the web users from phisher. The 

features of URL are taken into consideration for detecting valid or invalid phish. Also the comparison between 

two approaches i.e. Naïve Bayes Algorithm and C4.5 Algorithm is shown with the time and space complexity 

analysis. 

 

III. Problem Statement 

In modern times as the techniques for Phishing Detection have advanced, various methods present some 

advantages as well as issues. Data mining techniques have been used in Phishing Detection since ancient time 

and its usage can never go obsolete. Hence, there are many systems implemented in this field  As a result, we 

need a system with, 

1. Appropriate methodology 

2. Less processing time 

3. Good value of evaluation metrics 

 The proposed system focuses on yielding accurate results regarding the decision about Phishing site or 

legitimate site, improving the value of various evaluation metrics, less processing of time and fast retrieval of 

data. Heuristic based approach along with decision tree algorithm is used in the system to enhance the accuracy 

of the system. For Classification C4.5 algorithm is used. This algorithm is the incremented version of ID3 
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algorithm[4]. For heuristics various URL features such as Primary Domain, length of URL, suspicious 

characters, DNS record etc. are considered. 

 

IV. Proposed System 
 The proposed system aims to increase the accuracy of phishing detection systems that aim to 

differentiate between phishing sites and legitimate sites with the help of URL features using Heuristic Approach 

[10]. The proposed technique extracts features in URLs of user-requested pages and applies those features to 

determine whether a requested site is phishing site. This technique can detect phishing sites that cannot be 

detected by blacklist-based techniques; therefore it can help reduce the damage caused by phishing attacks.  

The System Flow diagram of the proposed system is depicted as follow in figure:  

 

 
 

4.1 Method Overview 
In this System, admin will upload a dataset which will contain a list of URLs (List of Legitimate and 

list of phishing sites). The admin will train the system using C4.5 and Naive Bayes Algorithm. Using C4.5 

algorithm, the admin will generate rule set which will be saved onto the user system. After training the system, 

admin tests the system by giving input as URL to the system [5].The system will predict whether the site is 

phishing or legitimate site. The Result will be stored in the database retrieved. The extracted features are given 

as input to previously generated classifier. This classifier will predict whether the URL is phishing or legitimate 

site [10]. 

Using Naive Bayes Algorithm, the admin trains the system; user can test the system by giving input as 

URL to the system. It predicts whether the URL is phishing or legitimate site based on Naive Bayes Algorithm. 

Result will be stored in the database. The admin can compare the accuracy of the system by comparing both the 

algorithm results in graphical format. 

 

V. Conclusion 
 The Previous System Used Listing Method And Naive Bayes Classifier To Classify Phishing Sites. In 

The Proposed System A URL Based Phishing Identification Technique Is Used That Employs URL Based 

Features. To Make Feedback For Each URL More Meaningful, A Heuristic System That Gives Potent URL 

Classification Feedback Is Implemented. The Method Combines URL Based Features Used In Previous Studies 

With New Features By Analyzing Phishing Site Urls. Additionally, Classifiers Are Generated Through Several 

Machine Learning Algorithms And It Is Determined That The Best Classifier Is C4.5. Various Heuristics Are 

Used To Obtain A Classifier That Would Be Able To Achieve High Accuracy, While Maintaining A Minimal 

False Positive Rate. Training The Machine Learning Algorithm Enables The Classifier To Learn New Trends In 

The Characteristics Of Urls Over Time In A Quick Manner. The Proposed Technique Can Provide Security For 
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Personal Information And Reduce Damage Caused By Phishing Attacks Because It Can Detect New And 

Temporary Phishing Sites That Evade Existing Phishing Detection Techniques, Such As The Black-List Based 

Technique And White-List Based Technique Along With Provision Of Optimum Time And Space Complexity.  
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