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Abstract—Pictures posting is that the reason why  today’s social networking sites area unit extremely 

popular. But, it causes the users privacy to be leaked out. options like posting, tagging   and   commenting will    

increase this    issue. during this paper, we have a tendency to try to deal  with this issue and finding   out the 

situation once a   user   shares a photograph  containing people apartfrom himself/herself (termed  as  co-

photo  ).  Here we  have  a  tendency   to area unit proposing a 

mechanism wherever the cluster image additionally called cop hoto are often announce or labelledsolely 

through there permission that helps users to take care of the privacy within  the Social Networking  sites.  To  

agitate this we  have  a tendency to needed Associate in Nursing economical biometric identification (FR)  

system which will acknowledge every individual within the icon. However, a lot of difficult privacy system 

could limit the amount of the photos  publically offered to coach the Fr system. To agitate this downside, our 

mechanism makes an attempt to utilize users’ non-public icons tostyle a personalised Fr system specifically 

trained to differentiate double photo co-owners while not unseaworthy their      privacy. we have a tendency to 

additionally develop coaching set that makes simple to 

spot the actual individual with the  assistance of  face  recognition  system. Even the privacy footage are often 

accessed as long as the user has the grant access permission. 

Keywords-: Online Social Network, Leakage, Co-photo, Privacy 

 

I. Introduction 
Online photo sharing applications are increasingly popular, offering users new and innovative ways to 

share photos with a variety of people. Many social network sites are also incorporating photo sharing features, 

allowing users to very easily upload and post photos for their friends and families. For example, Facebook is the 

largest photo sharing site on the Internet with 1 billion photos uploaded monthly [8]. Integrating photo sharing 

within social network sites has also provided the opportunity for user- tagging, annotating and linking images to 

the identities of the people in them. This feature further increases the opportunities to share photos among people 

with established offline relationships and has been largely successful. 

Photo privacy may become even more problematic in the future as researchers are discovering effective 

automated algorithms to identify people in images and tag them [16]. As facial recognition becomes more 

accurate, It will be easier than ever before to locate individual is in photo collections and link people between 

different collections. This makes tagging, and thus sharing, images even easier. Yet this further erodes users‟ 

abilities to control the disclosure of their images as they could be automatically identified in many more photos, 

uploaded by many people. 

In this paper, we are addressing this issue and taking first step in this direction; we are focusing on the 

specific problem of automatic face recognition personal photographs. To protect the personal photos on OSN 

users are asked to specify a privacy policy and a exposure policy. Privacy policy is used to define group of users 

that are able to access a photo when being the owner, while exposure policy is used to define group of users that 

are able to access when being a co-owner. These two policies will together specify how a co-photo could be 

access. 

For  example, individuals disclosure along on   a   co- photo area unit terribly seemingly to be friends on  

OSNs, and thus,  the atomic number 87 is trained to acknowledge social friends  

 (friend circle).  coaching techniques area unit tailoredfrom the atomic number 87 coaching 

algorithms. atomic number 87 engine with higher  recognition potency demands  for a  lot of coaching samples 

(photos of  every specific  person with completely   different facial   expressions).   Users‟ cares regarding 

privacy area unit unlikely to 
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place photos on-line. it's specifically those folks 

that actually need to possess a photograph privacy protection theme. perceptive this downside, we have a 

tendency to propose a privacy-preserving distributed cooperative coaching system as our atomic number 87 

engine. 

In our system, we have a  tendency  to raise every of our  users   to   setup non-public exposure set   

of   their own that  contain  multiple  photos. we  have  a  tendency to use these non-public photos to make 

personal metallic element engines supported the particular social context. Now whenever  the  user needs to 

transfer the  co-photo, the notification goes to any or all the people gift in co- photo with the assistance of 

metallic element engine. 

If all individuals accept this request the photo is uploaded on online social network. The person who 

denies the request his/her photo get blur and then photo is uploaded on online social network. 

In this paper, we seek to add to the growing literature by providing a greater understanding of privacy concerns 

and needs of users, in addition to creating a privacy mechanism meant to address those needs. To quote the 

usability mantra, “know thy users” and then design for them. We believe that by first understanding users‟ current 

concerns and behaviors, we can design tools they desire, adopt, and are motivated to use. Other designers will 

also able to use our results to do the same. 

 

II. Related Work 
In   [12],   Mavridis et  al.    study the statistics of exposure sharing  on  social   networks   and   

propose a 3 realms (countries) model: “a social  country,  during which identities area unit entities, and 

relationship a relation; of that faces area unit entities, and co-occurrence in pictures a relation; second, a  

visible country  and  third, a physical country, during which bodies belong, with physical  proximity  being  a  

relation.”They  show  that any 2 countries area unit extremely related to. Given info in   one   country, we    

are    able    to provides a sensible estimation of the connection of the opposite country. Here for the primary 

time,  propose  to use the discourse info within the social country and co- exposure relationship to 

Try and do automatic metal.They outline a try wise conditional random field (CRF) model to search 

out the best joint labeling   by maximising the   conditional   density. a   lot of closely associated   

with our  work area unit strategies that concentrate on the matter of person identification and use another 

supply of context: the annotations and previous occurrences „of individuals at intervals one individual‟s 

exposure assortment. additional ly associated with our work area unit strategies that have used hair and 

covering options as context to match  faces  in photos taken at one event. In distinction to the higher than 

efforts that worked with people exposure collections. 

B. Carminati, E. Ferrari, and A. Perego et al [2] have proposed adaptable access control plans in light 

of social settings are researched. In any case, in current OSNs, when posting a photograph, a client isn't required 

to request authorizations of different clients showing up in the photo. 

Besmer and H. Richter Lipford et al [2] study the privacy issues  on exposure sharing and tagging 

options on Facebook. A survey was conducted in 

[2] to check the effectiveness of the present measure of untagging and shows that this measure is much from 

satisfactory: users ar worrying regarding offensive their friends once  untagging Each   user is    in     a 

position to outline his/her privacy policy and exposure policy. only a photograph is processed with owner‟s 

privacy policy and co-owner‟s exposure policy might or not it's announce. However,  the co-owners  of  a  

co- photo can not be determined mechanically, instead, potential co-owners might solely be known by 

mistreatment the  tagging options on the present OSNs. as an example, folks exposure along on a co-photo 

alterably doubtless to be friends on OSNs, and thus, the metal engine may  well  be trained to acknowledge 

social friends (people in social circle) specifically.  coaching techniques may    well 

be tailored from    the off-the-rack metal coaching  algorithms, however the 

  way to get enough coaching samples is difficult. metal engine with higher   recognition 

quantitative   relation demands a   lot of coaching samples  (photos of  every specific person), however 

online exposure resources ar typically meager.  Users‟ cares regarding privacy ar unlikely to place photos 

on- line. to   interrupt this perplexity, we   have   a   tendency to propose aprivacy-preserving distributed 

cooperative coaching system as our metal engine. 

In, Choi et al.discuss  the distinction between the normal metallic element system and therefore the 

metallic element system that's designed specifically for  OSNs. They entails that a made-to-order 

metallic element system  for  every  user is predicted to   be far more correct in his/her own exposure 

collections. Specifically, they use the social context to pick the appropriate metallic element engines that 

contain the identity of the queried  face  image  with  high likelihood. In analysis interests  exist metallic

 element engines refined   by    social    connections, the    safety and privacy problems in OSNs 

conjointly emerge as vital and crucial analysis topics. In metallic element engines 
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refined  by   social   connections, the safety and privacy problems in OSNs conjointly emerge as vital and 

crucial analysis topics. Here in[17], the privacy run caused by the poor access management of shared 

knowledge inWeb2.0 is well studied. However, in current OSNs, once posting a photograph, a user isn't 

needed to provoke permissions 

of alternative users showing within the exposure. 

R. J. Michael Hart and A. Stent et al [10] have planned a work, adaptable access control plans in light of 

social settings are examined. Nonetheless, in current OSNs, when posting a photograph, a client isn't required to 

request consents of different clients showing up in the photograph. 

 

FACEBOOK FACES: 

We conducted our study using a small portion of the Facebook in online social network (OSNs).For 

this we relied on 53volunteers, most of whom are college-age which are the students who are continuously 

active on web application and active Facebook community members; these individuals agreed to contribute 

photos and metadata to our study through a web application. Using our web application, we retrieved all of the 

photos that had been posted by each volunteer, all photos that had been tagged with any of our volunteers‟ 

Facebook friends and also they comment on the photos, all tags& comments that were associated with any of 

these photos, and the network of friendships among our volunteers and their friends. Here that the tagging 

feature of the Facebook photo system is extremely popular. Though a 

sociological analysis is outside the scope of this work, tagging is at least partially driven by the fact that 

newly tagged photos are broadcast to the friends of the people who are tagged and to the friends of the 

photographer. Facebook photos that contain people have been tagged; we estimate that roughly 70% of photos 

with people are associated with at least one tag.Our registered users and their friends number 15,752 individuals 

in total, and we retrieved 1.28 million tagged photos in all. From this collection, we automatically detected and 

aligned 438,489 face samples that could be associated with the identity labels manually entered by Facebook 

users. Of the users in our database, about 74% are tagged in a photo at least once, and 97% of those tagged 

present a computer- detectable frontal face at leastonce.To relief this threat, they suggest Facebook‟s privacy 

model to be adapted to achieve multi-party privacy.Facebook photos are taken under completely uncontrolled a 

condition, which makes our Facebook face dataset extremely challenging for standard automatic face 

recognition algorithms. 

 

APPEARANCES BASED FACE RECOGNITION FOR FACEBOOK PHOTOS: 

- Is only able to deal with a limited number of gallery face images 

- The difference in appearance between individuals 

becomes very small relative to the difference in appearance of any particular individual. 

 

FR SYSTEM 

We assume that each volunteer, contains a image set of size atomic  number 28 of  himself/herself   

as his/her personal coaching samples (say, hold  on  on his/her own device like good phone). From the 

personal image set, a user detects and extracts  the faces   one  a  co-photo    with the   quality face detection 

methodology [23].For each face, a  vector  of size p is ext  Besmer  and  H.  Richter  Lipford  et  al racted 

because the feature  vector.  The,  for  user  i, his/her personal coaching set might be written as  as  xiof  size 

Nixp. In the remainder of this paper,  we  tend  to use one record and one image interchangeably to refer one 

row inxi. 

With the personal coaching set, every user can have a private Fr engine to spot his/her one-hop 

neighbors‟. the private Fr will be created as a multi- class system, wherever every category is reminiscent 

of one user (himself/herself   or   one   friend). the private Fr will be created as  a  multi-class 

characterization framework, wherever every category is scrutiny to at least one shopper (himself/herself or 

one companion).  within the remainder of this  paper, we tend to utilize one category reciprocally with th 

looks of 1 shopper. Within the domain of machine learning, usually a multi-class characterization framework 

is  developed  by  combining a  couple of binary classifiers at the side of the one among the concomitant 

methods [7]. 
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Fig 1. System structure of our application 

 

FR WITH SOCIAL CONTEXTS 

An FR engine for a large-scale social network may require discriminating millions of each user. It seems 

to be a daunting task that could never be accomplished. However, when we decompose it into several personal FR 

engines, the situation will change for better. Social contexts contain a large amount of useful information which 

could be utilized as a priori knowledge to help the facial recognition [19]. In [12], Mavridis, Kazmi and Toulis 

develop a three-realm model to study facial recognition problems on OSN photos. 

 

In FR  engine  two  types  of  method  are 1] Identity verification 

- Face recognition is used to confirm the identity claim of a given person 

- Relevant to applications such as 

I. Controlling access to building and computer terminals(e.g kinect) 

II. Identity verification of passport holders(immigration) 

 

2] Identity recognition 

- Face recognition is used to identity an unknown person, by matching his/her face image against gallery of 

known face images 

 

I. - Relevant to applications such as 

II. Video surveillance Face annotation in personal photo collection. 

The three realms include a social realm, in which identities are entities, and friendship a relation; a 

visual sensory realm, of which faces are entities and occurrence in images a relation; and a physical realms, in 

which bodies belong, with physical proximity being a relation. It is shown that the relationship in the social 

realm and physical realm are highly correlated with the relationship in the visual sensory realm. In this manner, 

we can use the social context to construct a priori distribution ni over the  identities on the co-photos for user i. 

With this priori distribution, while trying to recognize people on the co- photos, the FR engine could focus on a 

small portion of “close” friends (friends who are geographically close and interacting frequently with user i). 

 

III. Discusstion 
This study suggests a new paradigm for research on personal photographs: instead of working with 

small datasets that have been painstakingly collected and manually labeled by researchers, the computer vision 

community has the opportunity to gather large quantities of data from millions of volunteers as long as we 

provide them with a genuinely useful service and guarantee that their privacy will be protected as long as their 

data is stored. By partially automating the entry of photo annotations that millions of people currently enter by 

hand, we can direct users‟ energy to provide the more difficult ground-truth labels that our automated systems 

cannot predict. With such a system, users will benefit by investing far less effort to achieve the same effect they 

do now, and the computer vision community will have access to human users who can be coaxed to answer any 

reasonable question about ground truth in any vision problem. 

Our exploration of photo sharing on social network sites reveals that this domain does have unique 

privacy needs due  to the widespread sharing of images and the social implications of user tagging. In work by 
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Ahern et al. [2], users who were deciding whether or not to upload photos did consider the social implications, 

such as how their actions influence others‟ online identity, and the convenience of sharing. In uploading a photo, 

the owner has made a decision that the photo should be shared and can determine who it should be shared with. 

Ahern et al. Also point out that even when given the choice of a public vs. private album, users will sometimes 

choose public to ensure the person they intend to share it with is able to view the photo. Tagging on Facebook 

facilitates this social sharing by assisting owners with ensuring that those in the photo get access to it by 

explicitly permitting those who are tagged. Such permissive default privacy mechanisms make sense for a lot of 

reasons. Social network sites benefit from increased interaction and page visits over the uploading and viewing 

of content. Each user also benefits from the social value of sharing, learning, and interacting around photos. 

However, current privacy mechanisms on social network sites put the photo uploader, the owner, in control of 

determining the reach of the photo. Tagged users are not afforded the same controls. For example, on Facebook, 

the uploader of the photo has the ability to restrict the  entire album through privacy settings. Yet the tagged user 

can only restrict their entire set of tagged photos, or remove the tag on a particular photo. Restrict Others seeks 

to allow each party to utilize maximum social value while minimizing the overexposure of a photograph for each 

of the users in it. 

For tagged users, identity and impression management is the driving force behind their privacy 

concerns. They want to better control their image and its reach and currently have a very limited ability to do so. 

Yet this means that multiple people desire control over a photo, resulting in this ownership tension we have 

discussed throughout the paper. Shared control leads to conflict and the need to determine who  decides on the 

outcome and what that outcome should be. The differing notions of ownership described by our participants in 

both studies reflect where they believe control resides in this domain: with owners, with tagged users, or some 

combination. Whatever tools people use, the parties must resolve the conflict using any one of many strategies. 

Social negotiation is one possibility, competition another. Any access control or privacy mechanisms for such 

shared media will have social implications and require users to do conflict reduction in some way. 

The untagging mechanism on Facebook can result in competing over tagging and untagging. The photo 

owner is able to tag a photo, the tagged user untags it, and the owner retags it, creating the competition cycle. 

This cycle will continue until one party forfeits, and unfortunately for the tagged user still results in protections 

they are likely less than comfortable with. Despite the childish sounding nature of this competition, several of 

our focus group participants reported this very behavior. Users are also currently using other conflict strategies 

such as avoiding by altering their behavior in the physical world to stay out of photos. 

Our mechanism is that, tagged users sometimes felt they should not need to first get approval from an 

owner for protection to be provided. One possible change which seems promising based on our qualitative 

feedback is to allow tagged users to change the settings and notify the owner. The owner can then explicitly 

deny the setting and prevent future changes by that person if they disagree, but the default is allow. This might 

lessen the burden on photo owners while still allowing them to be in control and retain the traditional notion of 

ownership. Additionally, tagged users may in turn feel more in control over photos of them because their actions 

provide immediate privacy benefits. Additional study would be needed to determine the best balance and 

variations of collaborative control on different sites, as well as to determine if our findings extend to a wider 

demographic. Additionally, our results may be specific to the United States; notions of ownership are likely 

impacted by culture and country. Thus, different tools maybe more acceptable in different cultures. 

While Restrict Others was a tool which was highly understood, needed, and accepted by our 

participants, it is not the only tool that is needed. Users do want more tools to help them manage their privacy in 

photo collections on social network sites that we did not address. All users need more awareness and control of 

the disclosures of photos. For example, photo owners still need fine-grained access control for individual photos 

within an album. Tagged users still need tools to use in situations where little trust or benefit is offered to 

owners for collaboration. Explorations of these additional privacy tools need to be grounded in a solid 

understanding of the social implications of the ownership tensions and conflicts. 

 

IV. Conclusion 
Picture sharing is an extremely popular in the social Networking sites now a day. In our proposed work 

we have designed a mechanism of providing privacy for the pictures especially if it is co-photo like who can 

access it, like it, or comment it as well as tag it. The framework maintains confidentiality as well as it is of low 

cost. Here in our work  the co-owner of the picture should be requested for tagging or sharing then only others 

can access it or else the pictures cannot be shared as well as tagged. if the user rejects the request once the other 

person can never see that picture again or a blur kind of an image will be displayed. 

We designed a privacy-preserving FR system to identify individuals in a co-photo. The proposed system 

is featured with low computation cost and confidentiality of the training set. Theoretical analysis and experiments 

were conducted to show effectiveness and efficiency of the proposed scheme. We expect that our proposed 
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scheme be very useful in protecting users‟ privacy in photo/image sharing over online social networks. However, 

there always exist trade-off between  privacy  and utility. For example, in our current Android application, the co-

photo could only be post with permission of all the co-owners. Latency introduced in this process will greatly 

impact user experience of OSNs. Moreover, local FR training will drain battery quickly. Our future work could be 

how to move the proposed training schemes to personal clouds like Drop box and/or cloud. 

While this study focused on Facebook in particular, other social network sites such as MySpace also 

support user tagging in photos. The concerns and issues we discovered will likely be applicable to this and other 

general social network sites with photo sharing. As these sites continue to grow in popularity and users add 

more and more photos, meeting users‟ privacy needs is important to allow safe and comfortable participation on 

these online communities. We continue to investigate privacy concerns and new mechanisms to improve privacy 

manage mention online social networking communities. 

 

APPENDIX: 

Appendixes, if needed, appear before the acknowledgment. 
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