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Abstract: The science of securing a data by encryption is Cryptography whereas the method of hiding
secret data inside cover data is Steganography, so that the secret’s very existence is concealed. The term
Steganography describes the method of hiding cognitive content in another medium to avoid detection by the
intruders. This paper introduces an approach wherein cryptography and steganography are combined to
encrypt the data as well as to hide the encrypted data in cover medium so the fact that a data being sent is
concealed. Combining both cryptography and steganography results to a new technique-Metamorphic
Cryptography. The secret video is encrypted using AES algorithm and further encrypted video is embedded with
cover video using LSB Algorithm, which results to double layer security to video files being transmitted over the
network.

Keywords: Cryptography, Steganography, Secret Video, Encrypted Secret Video, Cover Video, Stego-
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. Introduction

Cryptography is, traditionally, the study of means of converting information from its normal,
comprehensible form into an incomprehensible format, rendering it unreadable without secret knowledge, the art
of encryption. The art of protecting information (plain text) by transforming it (encrypting it) into an unreadable
format is called cipher text. Only those who possess a secret key can decipher (or decrypt) the message into
plain text. Encrypted messages can sometimes be broken by cryptanalysis, also called code breaking, although
modern cryptography techniques are virtually unbreakable. Cryptography encrypts the actual message that is
being sent. This security mechanism uses mathematical schemes and algorithms to scramble data into
unreadable text. It can only be decoded or decrypted by the party that possesses the associated key [1]. The
general form of cryptographic technique is shown.
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Fig.1. Cryptography Flow

Steganography is the art and science of hiding communication; a steganographic system thus embeds
hiddencontent in unremarkable cover media so as not to arouse an eavesdropper’s suspicion. In the past, people
used hidden tattoos or invisible ink to convey steganographic content. Today, computer and network
technologies provide easy-to-use communication channels for steganography. Essentially,the information-hiding
process in a steganographic system starts by identifying a cover medium’s redundant bits (those that can be
modified without destroying that medium’s integrity). The embedding process creates a stego medium by
replacing these redundant bits with data from the hidden message. Modern steganography’s goal is to keep its
mere presence undetectable, but steganographic systems—because of their invasive nature-leave behind
detectable traces in the cover medium. Even if secret content is not revealed, the existence of it is: modifying the
cover medium changes its statistical properties, so eavesdroppers can detect the distortions in the resulting stego
medium’s statistical properties. The process of finding these distortions is called statistical steganalysis [2].
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Fig.2. Steganography Flow

1. Proposed Metamorphic Cryptography Approach And Implementation
As per our approach, at source, video is first encrypted using AES algorithm. Further Encrypted Video
is encoded with cover video using LSB algorithm. Finally this Stego-Encrypted Video is transmitted over the
network to the destination where the receiver decodes the stego-encrypted video which separates encrypted
secret video and covers video and later decrypts the encrypted secret video into Secret video. We are
implementing proposed metamorphic cryptography [3] approach in Matlab.
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Fig.3. Proposed Metamorphic Cryptography Approach

A. AES Encryption Algorithm

AES is based on the block cipher Rijndael [4, 5, 6] and became the designated successor of the Data
Encryption Standard (DES) [7] which has been implemented in a tremendous number of cryptographic modules
worldwide since 1977.Matlab [8] is a matrix-oriented programming language, perfectly suited for the matrix-
based data structure of AES algorithm which is not only for security but also for great speed. Both hardware and
software implementation are faster still. New encryption standard recommended by NIST to replace DES.
Encrypts data blocks of 128 bits in 10, 12 and 14 round depending on key size as shown in Figure-2. It can be
implemented on various platforms and carefully tested for many security applications.
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Stepl: In Matlab each video frame or image is represented by matrix containing Hexadecimal values. This
matrix information (State array) is to encrypted using AES algorithm.For example let the frame is represented
by matrix.

—
32 | 88| 31| e0
> 43 5a| 31) 37
f6 | 30| 98| 07
4 a8 | 8d| a2| 34
Secret Video Frame Matrix Representation

Step2: Let the Cipher Key used in AES algorithm for key Schedule is,
2b P8 b | 09
7e e f7 cf

15 |d2 |15 | 4f
16 p6 |88 | 3c

Step3: XOR State Matrix with Key schedule matrix we get,

19 a0 Pa e9
3d | f4 6 | 8
e3 e2 Bd |48
be |2b a |08

Step4- SubBytes: Replace values of each cell using S-Box Lookup table we get,

d4 | =) | b8 | le

27| bf | bd | 41 <4 Potate 1 Bytes
11|38 | 5d |32 « Pofate 2 Bytes

ae | fl | ed [ 30 « PRotate 3 bytes

Step5-ShiftRow: Rotate over 1, 2 and 3 bytes for row R2, R3 and R4 respectively we get,

d4 0 | b8 [le
bf b4 |41 p7
5d b2 |11 P8
30 |e fl g5

Step6-Applying MixColumns:Each column of above matrix is multiplied with below fixed matrix. That is,

311
1231
1123
3112
We get,
040 | 48 P8
66ch | f8 |06
81019 | d3 p6
e5Pa | 7a Kc
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Step7- AddRoundKey: Applying XOR operation with above matrix and Round Key 1. That is,
a0 | 88 P3 Pa
fa 54 @3 6C
fe 2c B9 [76
17 | Bl B9 |05

We get,

a4 | 68 |Bb 02
9c | 9f pb 6a
7f | 35 pa 50
f2 | 2b Y3 49

Step8:These all four transformation is performed for 9 rounds.
Final Round (10th) does not include MixColumns transform.

Step9-KeySchedule[9,10]:Words in the position that are a multiple of 4 (w4,w8,...w40) are calculated by
applying the RotWord and SubBytes transformation to the previous word Wi-1 of Cipher Key.Futher
adding(XOR) this result to the word 4 position earlier Wi-4, plus round constant Rcon .The remaining 32-bit Wi
are calculated by adding (XOR) the previous word Wi-1 with the word 4 position earlier Wi-4.

Step9: Operation for Round Keyl, used in Step7. Calculating Wi (First Column of Round Key 1),

2| 28 ab 0
Te| ae | f cf
15] d2] 15 4f
16 ] a6 | 48 iz
o Cipher Key ‘-?C-' Round Key 1l Round Key 2 g o Round Key 10 o

B[] [
g [09] _ [
5| [0a] =[]

o] [o] [7]

Beanid) Wi

ef
af Y
SubBytes

ac
—_| Transformation

Step10: Calculating Wi (Second Column of Round Key1)

WA - WL W
2B 25 als 0P al
e ae | f cf| fa
12 a3 13 a5 | fe
16 At i8 ig 17

28 ad B8
ae =y fa _ 51
oz fe = 2c
aG 17 b1

W
Stepl11: Apply step 10 for third and fourth Column of Round Key1.
Step 12: Apply Step 9 and step 10 for Round Key 2 till Round Key 10.

Step 13: After applying all above steps (1 to 12) we finally get Cipher text as,

3902 (dc 19
25dc 11 6a B
8409 [85 0b
1dfo o7 | 32
Cipher text
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This matrix is nothing but encrypted frame of the video. In such a way whole video is encrypted using AES
algorithm.

B. LSB-Based Embedding and Extraction Algorithm

LSB based technique is most simple and straightforward approach in which message bits are embed in
least significant bits of cover image. In LSB steganography, the least significant bits of the cover media’s digital
data are used to conceal the secret message [11]. LSB Steganography can be classified by two methods LSB
replacement and LSB matching. The terminology LSB replacement/ LSB matching was firstly discussed by T.
Sharp [12]. First is LSB replacement which is simplest of the LSB steganography techniques. LSB replacement
steganography replace the last bits of cover image with each bits of the message that needs to be hidden. Second
method is LSB matching [13] in which each pixel of the cover image is taken mainly in a pseudo-random order
which is generated by a secret key, if the LSB of the cover pixel matches the bit of secret data no changes are
done otherwise, one is added or subtracted from the cover pixel value, at random. If the length of secret message
contains fewer bits than the number of pixels in the cover image, changes are spread uniformly throughout the
image by pseudo-random permutation. Since there is change of each bits by + 1, so the degradation of cover
image caused by this embedding process would be perceptually transparent. In LSB of 24 bit color image, the
least significant bit of each pixel of a specific color channel or all color channels are replaced with a bit from the
secret data. For RGB we analysis this LSB replacement technique [11] that replace least two significant bits of
each channels Red, Green or Blue with message bits. Altering the LSBs will only cause minor changes in color,
and thus is usually not noticeable to the human eye. Algorithm [14] for LSB Based embedding and extracting
process is given as-

LSB-based Embedding Algorithm Input -: cover C

for i = 1 to Length(c), do

Sj, % Cj

for i =1 to Length(m), do

Compute index ji where to store the ith message bit of m Sji % LSB (Cji) = mi
End for

Output -: Stego Video S

LSB-based Extracting Algorithm Input -: Secret video S
for i = 1 to Length (m), do
Compute index ji where to store the ith message bit of m Mji < LSB (Cji)

End for

In the extraction process, the embedded Video can be readily extracted without referring to the original cover-
Video from the given Stego-Encrypted video S. The set of pixels storing the secret message bits are selected
from the Stego-Encrypted Video, using the same sequence as in the embedding process. The n LSBs of the
selected pixels are extracted and lined up to reconstruct the secret message bits.

C. Embedding Procedure
In the case of 24 bit color image each pixel is composed of RGB values and each of these colors requires 8-bit
for its representation. [R (8 bits), G (8 bits), B (8 bits)].

Cover Video Frame

Stepl: Take first pixel values of both Encrypted Video Frame

and Cover Video Frame. Let, first pixel value of Secret Video
Frame is-

R- 11001001

G- 10110110
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B- 01011100
Let, First pixel value of Cover Video Frame is-
R- 11011100
G- 11000110
B- 10000111

Step 2: Replacing LSB of Cover Video Frame with 1% MSB of first pixel of Encrypted Video Frame. R-
11011101

G- 11000111

B- 10000110

Hence this will be the first Pixel of Embedded Frame

Step3: Let Second Pixel value of Cover Video Frame is-

R- 10110110
G- 10101101
B- 10110100

Step 4: Replacing LSB of Second Pixel of Cover Video Frame with Z"d MSB of first pixel of Encrypted Video
Frame.

R- 10110111

G- 10101100

B- 10110101

Hence this will be the Second pixel of Embedded Frame.

Step5: Apply above procedure to embed all Bits of Secret video Frame. Out of 24-bit of Encrypted video frame
3 bit (1bit of R, 1bit of G and 1 bit of B) needs 24 Bit (8-bit of R, 8-bit for G and 8-bit of B) of Cover Video
frame for Embedding. Hence to embed all 24-bit of single pixel of Encrypted video frame (8 -bit of R, 8-bit for
G and 8-bit of B) 8 pixel values (192 bit) of Cover video frame is required.

Step6: Embedded Frame (Stego-Encrypted Frame) will be,

Stego-Encrypted Frame
D. Extraction Procedure

Stepl: Select First pixel of Stego-Encrypted Frame is-
R- 11011101

G- 11000111

B- 10000110

Step2: Remove LSB values of first pixel.

R-1
G-1
B-0

These values are nothing but 1% MSB values of Encrypted Video Frame.

Step3: Select the 2" pixel of Stego-Encrypted Frame.

R-10110111 R-1
G- 10101100 G-1
B- 10110101
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Step4: Remove LSB values of second pixel.

UJGI');U
R o

Step4: Apply above procedure and collect all 3 bit information B-0

(1bit of R, 1bit of G and 1 bit of B) from Stego- Encrypted Video Frame, which results the separation of
Encrypted video Frame and Cover Video Frame.
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E. AES Decryption Algorithm
The AES decryption basically traverses the encryption algorithm in the opposite direction. Following
are the steps involved for AES Decryption.

Stepl-KeySchedule: The algorithm for generating the 10 rounds of the round key is as follows,the 4th column
of the i-1 key is rotated such that each element is moved up one row.

2b 28 b | 09 cf
7e e f7 [cf m
15 2 |15 | 4f [* [f
16 p6 |88 ] 3c 09

It then puts this result through a forwards Sub Box algorithm which replaces each 8 bits of the matrix with a
corresponding 8-bit value from S-Box.

Ba cf
B4 | —»| 4f
eb cf
1 09

To generate the first column of the ith key, this result is XOR-ed with the first column of the i-1th key as well as
a constant (Row constant or Rcon) which is dependent on i.

—
8a b 01 a0
84 @® 7e & 00 — fa
eb 15 00 fe
01 16 00 17

The second column is generated by XOR-ing the 1% column of the ith key with the second column of the i-1th
key.

[—
28 a0 38
ae @ [ — 54
d2 fe PC
26 17 o
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This continues iteratively for the other two columns in order to generate the entire ith key.

2b P8 jb 09 0 B8 PR3 _a
7e e [f7 7 e fa pBb4 p3 [6c
15 d2 (5 W§f fe Rc B9 [/6
16 |6 88 [Bc 17 bl B9 [05

Additionally this entire process continues iteratively for generating all 10 keys. As a final note, all of
these keys are stored statically once they have been computed initially as the ith key generated is required for
the (10-i)th round of decryption.

Step2-Inverse Add Round Key:Performs XOR operation between the cipher text and intermediate expanded key
corresponding to that particular iteration. E.g., if the diagrams on the left represent the cipher and the key values,
the final value after it has generated by this step is shown on the right.

1A |Ad PS5 BE DO [C9 P5 PBE
A9 B9 HKC BA +14 [EE BF B3 -
13 |CD |18 p7 F9 p5 pC pC
86 |F1 B3 |A8 A8 |89 [C8 |A6

CA | 6D [7/4 |88
BD 57 |73 |59
EA E8 [/4 | 2B
2E 78 |F8 |OE

Step3-Inverse Shift Row — This step rotates each ith row by i elements right wise, as shown below

CA | 6D | 74| 88 CA|6D | 74 |88
BD | 57 | 78 59 [Rotate 1 Bytes 59 BD |57 [73
EA | E8 | 7% 2B |Rotate 2 Bytes 74 | 38 EA | ES8

2E 78 | F8| OE |Rotate 3 bytes 78 | F8 | OE | 2E

Step4-Inverse Sub Bytes : This step replaces each entry in the matrix from the corresponding entry in the inverse
S-Box as shown in below.

CA|6D | 74 | 88 10 | B3 [CA | 97
59 BD | 57 | 73 — 15 CD [PA | 8F
74 | 38 EA | E8 CA [ 0B BB | C8
78 | F8 | OE | 2E Cl | 63 [D7 C3

Step5- Inverse Mix Column: The Inverse MixColumns operation performed by the Rijndael cipher, along with
the shift-rows step, is the primary source of all the 10 rounds of diffusion in Rijndael. Each column is treated as
a polynomial over Galois Field (28) and is then multiplied modulo x4 + 1 with a fixed inverse polynomial is
c-1(x) = 11x3 + 13x2 + 9x + 14. The Multiplication is done as shown below.

To 14 11 13 9 ag
ri| 9 14 11 13| |a
) 13 9 14 11 (¢5)
I_"J*J 11 13 9 14| |a
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The AES decryption initially performs key-expansion on the 128-bit key block. Then the round key
signals the start of the actual decryption process once the data process is ready. It starts by executing an inverse
add round key between cipher texts with the modified key (generated in the last iteration of the encryption
process) from key expansion. After this step, the AES decryption repeats the inverse shift row, inverse sub,
inverse add round key, and inverse mix column steps nine times. At the last iteration, it does an inverse shift
row, inverse sub bytes and inverse add round key to generate the original data (Cipher Text).

I11. PSNR And MSE

Mean Square Error (MSE), MSE is computed by averaging the squared intensity of the original input
frame and the resultant output frame pixels as in [15]. Where e(m, n) is the error difference between the original
and the distorted images.

1 i Y —
MSE = m =0 Zn=o e(m,n)?

Peak Signal-to-Noise Ratio (PSNR), Signal-to -noise ratio (SNR) is a mathematical measure of image
quality based on the pixel difference between two images [16]. The SNR measure is an estimate of quality of
decrypted frame compared with original frame of the video. PSNR is defined as in [17] where s = 255 for an 8-
bit image. The PSNR is basically the SNR when all pixel values are equal to the maximum possible value.

.2
PSNR = 10log -—

IV. Outputs And Experimental Result
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Fig.5. Metamorphic Cryptography Output
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We have taken some Videos of length between 18 to 52 sec which flashes near about 25 fps.We
applied AES Encryption Algorithm for each frame of Secret video which result to Encrypted Secret Video and
later using LSB algorithm we Embed each frame of Encrypted Secret video witheach frame of Cover video
resulting Stego -Encrypted Secret Video and finally we decrypt it using AES Decryption Algorithm results to
Secret video. Finally we plot the graph between PSNR and Frame Number.

V. Conclusion

In this paper we have described the extensive Metamorphic Cryptography approach in order to
maintain privacy or security, sensitive data need to be protected before transmission or distribution. The
advancements in ubiquitous network environment, and rapid developments in cloud computing have promoted
the rapid delivery of digital multimedia data to the users. Multimedia data (images, videos, audios, etc.) are of
importance for use more and more widely, in applications such as video-on-demand, video conferencing,
broadcasting, etc. Now, it is closely related to many aspects of daily life, including education, commerce,
defense, entertainment and politics. Hence Cryptography and Stegnography, these two methods if combined, it
would provide double layer protection to the information being transmitted over the network.
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