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Abstract---In recent days Field-Programmable Gate Arrays (FPGAs) are becomes a popular target for 

implementing cryptographic block ciphers. The recently selected Advanced Encryption Standard (AES) is slowly 

replacing older ciphers as the building block of choice for secure systems and is well suited to an FPGA 

implementation.  We  have  also  described  some  possible  biometric  schemes(RETINA)  that  can  be  used for  

authentication along with cryptography  on  networked  embedded  computers.  Public-key  infrastructures  are  

secure,  but only  to  the  extent  that  private  keys  of  individuals  are  maintained  secret.  Usually this involves 

securing the private key(s) using a password, a PIN or a token. Biometrics alone do not provide a great  deal  of  

safety,  but  a  combination  of  biometrics  will provide  a  higher  degree  of  security  for  embedded  

computing  devices. Finally we improve the performance of the proposed system using pipelining technique and 

its efficiency will be proved through hardware synthesis. 

Keywords--Field- Programmable Gate Array(FPGA), Cryptography, Advanced Encryption Standard, Public 

Key. 

 

I. Introduction 
Networked  and  mobile  embedded  computing  devices  like  personal  digital  assistants,  and 

handheld  computers  are  the  new  face  of  intelligent  computing.  These have made information retrieval and 

delivery effortless.  The  security  of  information  stored  or  accessed  via  such  networked  devices  should  be  

an  important  consideration,  given  their  ubiquitous  nature  in  today’ s society.  This  pervasive  computing  

architecture  should  be  designed  so  that  entities  in  the  network do  not  get  access  to  unauthorized  

information.  Therefore  we  need  to  renew  our  concern  for  the security  of  networked  embedded  devices,  

and  develop  architectures  so  that  security  is  inherent. In this project we survey potential drawbacks of   

authenticating devices using biometrics. In this retinal based advance encryption standard algorithm is proposed. 

These algorithms were subject to further analysis prior to the selection of the best algorithm for the 

AES. Finally, on October 2, 2000, NIST announced that the Rijndael algorithm was the winner.  Rijndael can be 

specified with key and block sizes in any  multiple of 32 bits, with a minimum of 128 bits and a  maximum of 

256 bits. Therefore, the problem of breaking the key becomes more difficult [1]. In cryptography, the AES is 

also known as Rijndael [2]. AES has a fixed block size of 128  bits and a key size of 128, 192 or 256 bits. 

 

A.  Biometric Authentications 

In [3],[4] general  description  of  biometrics  and  the types  of  biometric  features  used  in  security  

systems. There  are  systems  in  use  or  in  development  today  that  make  use  of voice  patterns,  iris  scans,  

retinal  scans,  face  recognition,  hand  geometry,  and  even  dynamic feature  biometrics  such  as  gait  (how  a  

person  walks)  and  lip  movement  when  a  person  speaks  a particular  word[5].  Some  systems  make  use  

of  a  combination  of  two  or  more  biometrics. Most  systems  use  the  biometric  template  for  authentication  

as  opposed  to  identification.  To be authenticated  a  user  will  first  enter  a  system  username,  and  then  

submit  a  biometric  template  to allow the system to compare the new template to the stored template. The 

demanding  task  of  searching  a  large  database  to  match  a  template  to  identify  an unknown  user.  

Another  key  aspect  common  to  all  biometric  systems  is  access  error  caused  by misreading  of  the  

biometric  itself. If  a  biometric  is  stolen  in  transit  then  the  system  or  the  network  is  subject  to  replay 

attacks.   

 

II. Description Of Aes Algorithm 
             The AES algorithm is a symmetric block cipher that can encrypt and decrypt information. 

Encryption converts data to an unintelligible form called cipher-text. Decryption of the cipher-text converts the 

data back into its original form, which is called plain-text. 
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A.  AES encryption  

      The AES algorithm operates on a 128-bit block of data and executed Nr - 1 loop times. A loop is called 

a round and the number of iterations of a loop, Nr, can be 10, 12, or 14 depending on the key length. The key 

length is 128, 192 or 256 bits in length respectively. The first and last rounds differ from other rounds in that 

there is an additional Add Round Key transformation at the beginning of the first round and no Mix Columns 

transformation is performed in the last round. In this paper, we use the key length of 128 bits (AES-128) as a 

model for general explanation. 

 

B. Sub Bytes Transformation  

The Sub Bytes transformation is a non-linear byte substitution, operating on each of the state bytes 

independently.  In existing methods the Sub Bytes transformation is done using a once-pre calculated 

substitution table called S-box. But here in this project the  Sub Byte  transformation  is  computed  by  taking  

the  multiplicative  inverse  in GF(2
8
) followed by an affine transformation. For its reverse, the Inv Sub Byte 

transformation, the inverse affine transformation is applied first prior to computing the multiplicative inverse. 

 

C. Shift Rows Transformation 

     In Shift Rows transformation, the rows of the state are cyclically left shifted over different offsets. Row 

0 is not shifted; row 1 is shifted one byte to the left; row 2 is shifted two bytes to the left and row 3 is shifted 

three bytes to the left.   

 

D. Mix Columns Transformation   

     In Mix Columns transformation, the columns of the state are  considered as polynomials over GF (28) 

and multiplied by modulo x4 + 1 with a fixed polynomial c(x), given by: c(x)={03}x
3
 + {01}x

2
 + {01}x + {02}.    

 

E. Add Round Key Transformation   

In the Add Round Key transformation, a Round Key is  added to the State - resulted from the operation 

of the  Mix Columns transformation - by a simple bitwise XOR  operation.   

 

III. Retinal Key Extraction 
    Due to the security and testability requirements as mentioned above, a novel hybrid secured system 

approach is proposed as a countermeasure against scan-based differential cryptanalysis. 

 

 
 

Fig 1. Retinal based cryptography architecture 

     

Each person has a set of unique characteristics that can be used for authentication. Biometrics uses 

these unique characteristics for authentication. Today’s Biometric systems examine retina patterns .When here is 

no known way to replicate a retina. As far as anyone knows, the pattern of the blood vessels at the back of the 

eye is unique and stays the same for a lifetime. However, it requires about 15 seconds of careful concentration to 

take a good scan. Retina scan remains a standard in military and government installations. 

 

A. key extraction 

The retinal image is converted into pixels using MATLAB and the values are stored as a text file. The 

text file is accessed by the Model sim ALTERA and the corresponding keys are calculated. These values are 

then fed to the AES transformation module which returns the cipher key.  
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IV. Security And Implementation Analysis 
In this section, security analysis and implementation overhead are discussed to show the advantages of 

the proposed secure test technique over existing methods. 

 

A. Security Analysis 

      Due to the avalanche effect of cryptographic algorithms, there exist two kinds of scan-based 

differential cryptanalysis, called as constant based (CBA) and fixed hamming-distance-based attack (FHDA). 

Here let us use AES as an example cryptographic algorithm to explain these two kinds of attacks. CBA takes 

advantages of the fact that in encryption process, the contents of some special registers are independent on the 

inputted plaintext. For example, the round registers in AES, without special protection, for each normal inputs, 

in the first cycle they would be 0001, and then 0010 ,……. 1010. By using several different plaintext inputs and 

scanning out the contents at different times of the cryptographic operation, these registers could be easily 

identified. Then by setting the registers as 1010 (i.e., to indicate the round cycle is 10, the last round for 128-bit 

AES), which is because in AES the mix-column operation is bypassed in the last round, it became much easier 

to discover the secret keys. Such a kind of attack is called constant-based attack. FHDA is another kind of scan-

based attack by counting the number of bit changes on relevant plaintexts so as to discover the secret key, and 

refer to [2] for more details on FHDA. 

 

 
Fig 2. Simulated output. 

 

 
Fig 3 Area Summary 
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V. Conclusion 
Analyzing In this paper, a new bio key generation technique is introduced as an effective countermeasure 

against hardware based differential cryptanalysis. It could be fully compatible with the state-of-the-art design 

flow and all the advantages and simplicity of traditional hardware detection are preserved, therefore it is 

desirable in modern crypto designs as a secure bio enabled key extraction solution with ignorable design/test 

overhead. 
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