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Abstract: In This Paper Present The Hardware Architecture Size Of Virus Signature Databases Been Growing
Rapidly, Leading To A Corresponding Reduction In The Performance Of Anti-Virus (Av) Software. Hardware
Architecture For High Speed Regex Pattern Matching With Virus Database. In General, Virus Signature
Databases Comprise String-Based And Hash-Based (E.G., Md5) Signatures. The Proposed Method Is
Incorporated With A New Technique Namely Early Detection In Matching The Regex Patterns The Input Byte
Stream Is Transformed Into A Token Stream. The Processing Architecture Will Then Process The Token Stream
With Bit-Split String Matching Method To Determine If Any Virus Signatures Can Be Found. The Scheme Is 135
Times Faster Than Clamav’s In Clean/General Cases And Only Required 4mb Of Memory For Hash-Based
Filtering. This Scheme Could Easily Be Extended To Other Hash-Based Applications. The Detection Engine Is
Memory-Based And Therefore The Fpga Need Not Be Reconfigured To Support Dynamic Updates. The
Proposed Approach Can Provide Worst-Case Performance Guarantee Also For Variable Rate Pattern Match
And Efficient In Terms Of Power With Gated Latch Control Circuit.

Index Terms: Non -Deterministic Finite Automaton, Parallel Processing, Network Intrusion Detection,
Gatedlatch, Memory-Based.

I. Introduction

Every System Connected To The Internet Is Susceptible To Different Kinds Of Attack Such As Virus
And Worm Inflections, Junk Mail (Spam Messages) And Email Spoofing. Therefore There Exists An Increasing
Demand For Network Devices Capable Of Inspecting The Content Of Data Packets In Order To Enhance
Network Security And Provide Application-Specific Services. Firewalls Were Used Considerably To Prevent
Access To Systems From Intrusions But They Cannot Get Rid Of All Security Threats, Nor Can They ldentify
Attacks When They Occur. Hence, Next Generation Firewalls Should Provide Deep Packet Inspection [3]
Capabilities, In Order To Provide Prevention

From These Attacks. Network Intrusion Detection Systems (NIDS) Performs The Function Of Deep
Packet Inspection. Matching Engines Inspect

Packet’s Payload Searching For Patterns That Would Alert Security Threats. Matching Every Incoming
Byte Against Thousands Of Pattern Characters At Wire Rates Such As For 3G, 4G High Mobility
Communications Is A Complicated Task. Most Of The Intrusion Detection Systems That Accomplish Deep
Packet Inspection Perform Simple String Matching Algorithms To Match Packets Against A Large, But Finite
Set Of Strings. Therefore, Modern Matching Engines Uses Regular Expression-Based Pattern Matching, Since
Regular Expressions Present Higher Expressive Power And Flexibility. Performance Analysis Of SNORT [2]
Open Source IDS Rule-Set Reveals That 31% Of Total Processing Time Is Due To String Matching And It May
Goes Up To 80% In Case Of Web-Intensive Traffic. Therefore, String Matching Of Patterns Is The Most
Computationally Intensivepart Of Anti-Virus System. So In This Paper When Mainly Concentrate On Optimized
Matching Algorithms. FPGA-Based Detection Systems Provide Higher Flexibility And High Throughput
Comparable To Systemsbased On ASIC Platform. FPGA-Based Systems Can Exploit Parallelism To Achieve
Acceptable Processing Throughput. Several Implementations For FPGA-Based Intrusion Detection Using
Regular Expressions (Nfas/Dfas), Ternary CAM And Filtering Techniques (Bloom And Bloomier Filters) For
Deep Packet Inspection Have Been Proposed.

The Rest Of The Paper Is Laid Out As Follows. In Section 2, We Shall Summarize The Related Work.
In Section 3, We Shall Present The Novel Architectures Namely Early Detection Method And Gated Latch
Control Circuitry. In Section 4, We Explain The Token Detection Methods And The Aggregation Unit. In
Section 5, We Shall Present A New Methodology Namely Page-Enabled Parallel Processing (PEPP) To Raise
The Throughput Rate Of The Pattern Matching Engine. Performance Analysis Of The Revised Architecture Will
Be Presented In Section 6. Section 7 Is The Conclusion.
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Il. Related Work
Implementation Of NIDS Signatures As Deterministic Finite-State Automata (Dfas) May Leads To
State Explosion Problem. Although The Overall Memory Has Been Reduced By Yu And Chen [3] With The
Proposal Of Multiple Dfas, State-Space Explosion Arises For Complex Signature Sets.
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In This Paper We Present A Memory-Efficient Parallel String Matching Scheme Using The Pattern
Dividing Approach And Its Hardware Architecture For Identification Of Patterns. Initially The Byte Stream Is
Transformed Into Token Stream By Dividing The Long Target Patterns Into Sub-Patterns With A Fixed Length
And Then Processed With Bit-Based Comparisons. In This Approach, There Is An Increased Number Of Shared
Common States Due To Reduced Length And This Approach Is Very Efficient When Compared With The Cases
Of The String Matching With Byte-Based Comparisons.

Here, We Present The Results Of Our Implementation With Open-Source IDS Software Clamav [1].
Clamav Virus Database Consists Of Basic, Regular Expression (Or Regex) And MD5 Types. A Basic Signature
Is Represented As A Continuous Byte String And A Regex Signature Is An Extension Of The Basic Pattern With
Various Wildcards. The Amount Of Processing Speed Achieved With The Optimizations Of String Matching
Algorithm And The Improvement In Throughput Has Been Analyzed. The Methodology That We Developed
Here Is Efficient In Terms Of Throughput And Worst-Case Performance. The Proposed Method Speeds Up The
Processing Rate Of The String Searching By Three Times.

I11. Proposed Early Detection Method
To Build Many Tiny State Machines Is The Key To Achieving High Performance So That Each Of The
State Machines Searches For Only A Portion Of The Bits Of Each Rule. The New Methodology That We
Proposed Is Specifically Directed Toward Implementation In An Architecture Built Up As An Array Of Small
Memory Blocks. Therefore, A System That Maintains Tight Worst-Case Bounds On Performance Can Be Easily
Updated Without Interrupting The Matching Function. So The Proposed Method Is Considered To Be Efficient
Than Existing Best Known Approaches.

Vector Can Be Declared By Taking The AND Of Each Of The Partial Match Vectors, Which Account

Char 7 6 3 i 3 P il 0

C D il il D D D il il

E D 1 I3 0 0 i 0 i
N D i i 0 i i i 0
T P 1 13 13 0 1 0 0

TABLE I Binary Encoding Of Input Stream“Client”

For The True Match For A Particular Rule.

Each Bit Of The Eight-Bit ASCII Code Is Extracted To Construct Its Own Binary State Machine, A
State Machine Whose Alphabet Contains Only 0 And 1. For Example For The Input Stream “Client”, The
ASCII Codes Are “63, 6C, 69, 65, 6E 74” And The Binary Digits Are Extracted As Given In Table I.

Matching Of Consecutive State Machines Can Be Triggered Only If The System Receives The
Enable Signal From The Lowest Edge State Machine. Thus Considerable Amount Of Processing Time Can Be
Efficiently Reduced From The Fact The Probability Of Occurrences Of Intrusions In The Input Stream Will Be
Considerably Low. Such That Most Of The Matching Problems Can Be Skipped Off By The Architecture And
Therefore Increased Throughput Rate Can Be Achieved With Our Early Detection Approach.
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3.2 Gated Latch Control Circuit
Since The Matching Of Virus Signatures Presented As Sub-Patterns, For Example With The Pattern
“Client” Sub-Pattern 1 Is “Cli” And “Ent” As Sub-Pattern 2. The Result Of Partial Match Vector Of Sub-
Patternl Can Be Used As The Next State Determiner For The Second Partial Match Vector To Start The
Matching Process For The Sub-Pattern 2 As Shown In Fig. 1. Matching Process For The Patterns Triggered By
Early Detection Module Can Be Skipped Through Gated Latch Control Circuit For Low Power Consumption.

3.1 Bit-Split Scheme

The Hardware Architecture Is Configured Bit-Split Scheme That Partitions And Bit-Splits A Finite-
State Machine (FSM) Into Number Of Small State Machines. And Finally The Prototype Of The Proposed Bit-
Split Matching Engine Is Presented With Altera Kit To Analyze The Hardware Modules.

Here The State Machines Have Been Partitioned Into A Set Of New State Machines, Thus Each Of The
State Machines Matches Only Some Of The Bits Of The Input Stream. Furthermore, Each New State Machine Is
Only Passed When A Given Input Data Could Be A Match. Therefore A Match Will Be Announced Only When
All Of The Match Vectors Agree Which Is Implemented Using Partial Match Vector Module.

The Partial Match Vector Is A Bit-Vector Which Denotes The Match For Each Rule. A Full Match

Therefore, Skipping Of The Matching Process With The Proposed Control Circuitry Can Greatly
Contributes To The Increase In Processing Speed Of The Hardware Architecture In Addition To Efficient Power
Saving By Keeping The Hardware Resources Idle For Those Which Skipped By The Early Detection
Methodology. The Proposed Scheme Can Be Easily Implemented For Both Basic And Regex Signatures.

Also The Hardware Implementation Using DFA Suffers From State Explosion Problem In Case Of
Counting Blocks Get Expanded Into Explicit States. Also The Hardware Implementation Using DFA Suffers
From State Explosion Problem In Case Of Counting Blocks Get Expanded Into Explicit States.Bit-Split String
Detection Method Can Be Used To Detect The String Tokens.

. PACX Method (Extended P-AC Method) Has Been Used To Match Fixed-Length Tokens With 4
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To 15 Bytes Which Consists Of A Basic String Component At The Front Combined With A Small
Number Of Wildcard Bytes, Nibbles And/Or Alternate Bytes. A Regex Detection Method Called MX-NFA Is
Used To Detect More Complex Tokens Which May Consists Of Counting Blocks And Other Regex Features.
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Fig. 1. Early Detection Module

IV. Token Detection Method

The Increase In Number Of Counting Blocks Poses Difficulties To The Design Of The Hardware
Matching Engine. The Hardware Implementation Using Ad Hoc Approach Is Not Feasible To Incorporate Large
Count Of Hardware Circuits To Execute The Required Counting. Also The Hardware Implementation Using
DFA Suffers From State Explosion Problem In Case Of Counting Blocks Get Expanded Into Explicit States.
Also The Hardware Implementation Using DFA Suffers From State Explosion Problem In Case Of Counting
Blocks Get Expanded Into Explicit States.Bit-Split String Detection Method Can Be Used To Detect The String
Tokens. PACX Method (Extended P-AC Method) Has Been Used To Match Fixed-Length Tokens With 4 To 15
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Bytes Which Consists Of A Basic String Component At The Front Combined With A Small Number Of
Wildcard Bytes, Nibbles And/Or Alternatebit-Split String Detection Method Can Be Used To Detect The String
Tokensthe Block Diagram Of Signature Matching Engine Is Given In Fig. 2.

Bit-Split String Detection Method Can Be Used To Detect The String Tokens. PACX Method
(Extended P-AC Method) Has Been Used To Match Fixed-Length Tokens With 4 To 15 Bytes Which Consists
Of A Basic String Component At The Front Combined With A Small Number Of Wildcard Bytes, Nibbles
And/Or Alternate Bytes. A Regex Detection Method Called MX-NFA Is Used To Detect More Complex Tokens
Which May Consists Of Counting Blocks And Other Regex Features. The Block Diagram Of Signature
Matching Engine Is Given In Fig. 2.Bit-Split String Detection Method Can Be Used To Detect The String
Tokens. PACX Method (Extended P-AC Method) Has Been Used To Match Fixed-Length Tokens With 4 To 15
Bytes Which Consists Of A Basic

String Component At The Front Combined With Abit-Split String Detection Method Can Be Used To
Detect The String Tokens. PACX Method (Extended P-AC Method) Has Been Used To Match Fixed-Length
Tokens With 4 To 15 Bytes Which Consists Of A Basic String Component At The Front Combined With A
Small Number Of Wildcard Bytes, Nibbles And/Or

Blocks And Other Regex Features. The Block Diagram Of Signature Matching Engine Is Given In Fig.
2.

Bit-Split String Detection Method Can Be Used To Detect The String Tokens. PACX Method
(Extended P-AC Method) Has Been Used To Match Fixed-Length Tokens With 4 To 15 Bytes Which Consists
Of A Basic String Component At The Front Combined With A Small Number Of Wildcard Bytes, Nibbles
And/Or Alternate Bytes. A Regex Detection Method Called MX-NFA Is Used To Detect More Complex Tokens
Which May Consists Of Counting Blocks And Other Regex Features. The Block Diagram Of Signature
Matching Engine Is Given In Fig. 2.

4.1 PACX Token Detection Unit

The PACX (Extended P-AC String Detection Method) Detection Method Differs From The P-AC
Method In The Fact That PACX Method Does Not Contain Any Feedback Path. Furthermore PACX Method
Can Support Wildcard Byte, Nibble And Alternate Byte VValues.

The PACX Detection Method Can Process Tokens With 4 To 7 Bytes As Given In Fig. 3 Which Can
Execute Matching Of Tokens With 4 Bytes. The Lookup Table And A Processing Unit Are The Important
Components Of PACX Method. There Are About 6 Fields To Account For An Entry In The Lookup Table
Which Are Char (Character), Cm (Character Mask), Ns (Next State), Bs (Bit-Select Mask), Tid (Token ID) And
Control Flags. The Comparator Does Not Required For
LTO As It Can Be Directly Indexed By The Input Byte. The Detection Method Can Be Illustrated
With The Four Example Set Of Tokens. The Character-Trie Is Formed For The Given Set Of Tokens And
Consists Of Transition Symbol (Number Next To An Edge) And Base Address (Number Inside A State) As
Shown In Fig. 4. Detailed Explanation For The Set-Up Of The Lookup Tables Of PACX Method For The
Example Set Of Tokens Is Given In [5].

Thus Considerable Amount Of Processing Time Can Be Efficiently Reduced From The Fact The
Probability Of Occurrences Of Intrusions In The Input Stream Will Be Considerably Low. Such That Most Of
The Matching Problems Can Be Skipped Off By The Architecture And Therefore Increased Throughput Rate
Can Be Achieved With Our Early Detection Approach.

Matching Of Consecutive State Machines Can Be Triggered Only If The System Receives The Enable
Signal From The Lowest Edge State Machine. Thus Considerable Amount Of Processing Time Can Be
Efficiently Reduced From The Fact The Probability Of Occurrences Of Intrusions In The Input Stream Will Be
Considerably Low
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Token Description

T1 28223266

T2 2822(33(34|35/36/37|38[39)66
T3 7638e?E9

T4 83?7668
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Fig. 4. Sample Set Of Tokens And The Character-Trie.

4.2 MX-NFA Token Detection Unit

The MX-NFA Regex Detection Method Can Be Used To Process The Tokens That Are Complex To Be
Executed By Any Other Detection Methods. The Implementation Of This Method Is Based On NFA. The Active
Rule Table Can Be Used To Store And Keep Track Of The Transition Rules Of The Underlying NFA. In The
Table, Each Rule Can Be Enabled Or Disabled Automatically By The Control Logic Circuits.

Control Flags Can Be Used To Represent The Corresponding Behavior Of A Transition Rule. For
Example A Token Aabb{-2}Ccdd{-10}Eeff Is Considered And MX-NFA Rule Table Can Be Constructed As
Given In Fig. 5. The Wildcard Entries (E3 And E4) Can Be Used To Support The At-Most Count {-2}. Using
Activation Rule E2, The Sequential Rules E3, E4 And E5 Can Be Fired. The Counter Module Can Be Used To
Handle The At-Most Count {-10} In MX-NFA Regex Detection Method.

The E-Bit Of E1 Which Is Set To 1 After System Reset Can Remain Active With H=1. The At-Most
Count Can Be Checked By The Count Module Which Consists Of An Initial Count Register And A Count-Down
Counter. The Counter Starts The Count-Down If The Count Signal AC Is Passed To The Count Module. The
Count-Event Signal CE Will Be Generated To Stop The Counting When The Counter Reaches To 0. Detailed
Explanation For The Implementation Of MX-NFA Rule Table Can Be Seen From [5].

Control Flags

Rule  [Symbol

I H| O B8l R |C
El Az 1 1 0 m 0 0
E2 Bb 0 0 0 0 0 0
E3 7 0 0 0 m 0 0
E4 n 0 0 o m 0 0
E5 Cc 0 0 0 m 0 0
E6 Dd 0 0 0w 0 1
T Ee | O S U L | 1. ]0
8 Fi 0 0 R ] 0 0
9 Null 0 0 0w 0 0

Fig. 5.Setup Of The MX-NFA Rule Table For The Token Aabb{-2}Ccdd{-8}Eeff
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4.3 Token Refinements And Aggregation Unit

The Detected Tokens Are Reassembled By The Aggregation Unit To Check For Any Multi-Token
Segment. Hence The Lower-Bound Displacement Can Be Checked By The Aggregation Unit Despite Of The
Token Detection Unit. There May Be The Possibility For The Occurrence Of Two Or More Tokens With Only
Variation In At-Most Count. For Example In Case Of Token 5b4424{-20}33d2 And The Token 5b4424{-
30}33d2, MX-NFA Detection Method Takes Account Of The Token With The Larger At-Most Count Only, I.E.
Token 5b4424{-30}33d2.

The AU Can Be Implemented As A Conventional NFA. Current State List (CSL) And Next State List
(NSL) Are The Two Lists Of States Which Can Be Maintained As FIFO Queues. The Aggregation Unit Can Be
Used To Perform The Approximated Checking Instead Of Exact Checking Of Displacement Counts In The Case
Of Multiple At-Most Counts.

Implementation Of Page-Enabled Parallel Processing (Pepp)

To Catch Up With The Throughput Requirement, We Need To Devise New System Architecture That
Can Process Multiple Bytes Of Input Data Per Cycle. With The Presented Parallel Approach For Hardware
Implementation Of String Matching, System Throughput Can Be Doubled With Simple Logic Structure. By
Allowing Page Enabled Parallel Processing (PEPP) As Presented In Fig. 6, Throughput Rate Is Highly
Increased. Inasynchronous Circuits, Handshaking Protocol Is Used For Time Reference. In Synchronous Circuits
Clock Will Be Used For Time Reference. The Main Limitation Of This Approach Is The Occurrences Of
Synchronization Errors In Synchronous Circuits.

There Are Three Cases Of Synchronization Mismatches Called Mismatch During ASCII Encoding,
Mismatch Occurs During String Matching Conversion And Mismatches May Occurs Between
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The Pages. This Limitation Can Be Avoided Using PLL (Phase Locked Loop) Clock Technique. Here Highly
Reconfigurable Clock Divider Will Be Used Along With Reconfigurable Delay Lines Based Phase Match
Schemes. By Using This Model Single Source Clock Can Be Used For Multi Rate Clock Domains.

Here In This Study, Five Pages With Various Operating Clocks Are Implemented Based On Single
Source Clock By Using RECONFIGURABLE CLOCK DIVIDER. And Phase Signals Will Be Successfully
Matched With PLL.

To Cope Up With The Variable Rate Browsing Of The Users From Different Geographical Locations
Such As 2G,3G Or 4G Speeds, The Source Clock Will Be Divided Into Required Range. And This Divided
Clock Will Be Matched With Global Clock Using PLL. For Every Positive Clock Of Match PAGE Data Will Be
Read Out And Match With Input Stream.

The Main Advantage Of This Method Is That This Implementation Can Support The Previously Proposed

Early Detection Method. During Matching Time Early Detection Will Be Carried Out From Any PAGES.

V. Experimental Result And Evaluations

The Simulation Results For The Page-Enabled Parallel Implementation Given With Modelsim-Altera
6.4a Showed The Efficiency Of The Approach. Here The Input Intrusions Are Partitioned Into Pages. Adoptive
Reconfigurable Phase Locked Loop Based Clock Divider Has Been Used For Variable Rate Pattern Match. Bit-
Wise FSM Based State Transitions Are Performed Between Input Bit Stream & Sub Pattern From Each Pages.
Final Global Match Has Been Based On PMV Vector. If The Method Is Proposed On ASIC, More Chip Area
Can Be Allocated To Memory Blocks And The Matching Engine Can Achieve Even Higher Clock Speed. From
The Evaluation Results It Is Clear That Our Bit-Split Based Matching Approach Effectively Reduces The
Information That Needs To Be Executed By The Aggregation Unit And The Scoreboard.

Power
Scheme IConsumption ISpeed (Char/Cycle)
Bit-Split i1 (Max

69.5 Mw
Scheme P50 Mhz CIk)
Gated Latch

16.3 Mw L
Control
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Circuit

PEPP b4.7 Mw Multiple (Char/Cycle)
TABLE 11 Speed And Throughput Rate Value

SIMULATION OUTPUT WITH CLOCK MISMATCH

The Partitioning Of The Source Clock With The Reconfigurable Clock Divider Contributes To The
Improvement Of Clock Speed In The New Design. Also The Hardware Matching Engine Only Uses A Few
Percents Of The Luts Available In The FPGA Board.

If The Method Is Proposed On ASIC, More Chip Area Can Be Allocated To Memory Blocks And The
Matching Engine Can Achieve Even Higher Clock Speed. From The Evaluation Results It Is Clear That Our Bit-
Split Based Matching Approach Effectively Reduces The Information That Needs To Be Executed By The
Aggregation Unit And The Scoreboard.

Our Pattern Matching Engine Is Presented On Altera DE2 Development Board. FPGA Chip In The DE2
Board Is Cyclone Il EP2C70F896C6. We Use Quartus Il 12.0 Web Edition For Hardware Synthesis And
Mapping. QUARTUS Il Hardware Synthesis Report (Shown In Table II) Proved The Efficiency Of The
Proposed Matching Method.

SIMULATION OUTPUT WITH PROPER SYNCHRONIZATION

We Use Quartus Il 12.0 Web Edition For Hardware Synthesis And Mapping. QUARTUS Il Hardware
Synthesis Report (Shown In Table I1) Proved The Efficiency Of The Proposed Matching Method.

VI. Conclusion
Content Inspection In Intrusion Detection System Is A Computation Intensive Task. To Inspect Web-
Intensive Traffic In Real-Time, Hardware Accelerators Are Necessary To Perform This Action.
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However, The Rate Of Increase In Database Is Much Faster Than The Rate Of Increase In The Clock Frequency
Of VLSI Technology. Hence, There Exists A Demand To Design New Hardware Architecture That Can Process
Multiple Bytes Of Input Data Per Cycle. In This Paper, We Proposed The Bit-Split Matching Approach And
Could Support Both Basic And Regular Expression Virus Signatures.

Experimental Results On Clamav Signature Database Show That Our System Could Support 1Gbps
Throughput And Is More Efficient Than Previous Approaches In Term Of Processing Speed. Our Design Mainly
Bases On Memory And Could Be Easily Updated For New Virus Signatures.

The Proposed Architectural Features Namely Bit-Split Matching Scheme And Gated Latch Control
Circuit Contributes To The Improved Throughput Rate. The Page-Enabled Parallel Matching System Could
Exploit The High Matching Throughput FPGA-Based Engine While Maintain The Flexibility And Low Power
Consumption. The Method Of Page-Enabled Parallel Computation Proposed In This Study Is Only Efficient To
Simple Strings. Therefore, The Future Work Will Be Focused To The Design Of Hardware Engine For Matching
The Regexes In The Virus Database.
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