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Abstract: Cloud document storage is becoming very popular, cost efficient and secure nowadays. Though cloud 

is very cost-efficient storage, the documents are accessible to service providers. Many literatures are available 

for document security in cloud.  In most of the literatures, document encryption technique is described using 

different algorithms. Encrypting documents before storage is a good idea, but if encrypted documents as well as 

the secrete keys both are maintained on cloud server only, there is a possibility of leakage as the cloud service 

provider is an honest but curious entity.  So, it can be a big risk if we maintain documents as well as their keys 

on cloud. On the other hand, if we apply unbreakable encryption on documents before storing on cloud then the 

searching over documents will be critical. Therefore, in this paper we focus on cloud document security as well 

as searching over cloud documents using AES algorithm, Caesar algorithm and blockchain technology. 
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I. INTRODUCTION 
Cloud security is a hottest research topic nowadays.  Various literatures are available on document 

encryption on cloud to provide security to the documents stored on cloud. No doubt encryption plays a vital role 

in cloud security process, but on the other hand the one who knows encrypted document as well as key will be 

able to attempt for decryption. It seems that it is not enough to encrypt cloud documents, instead along with the 

encryption we have to keep keys away from documents securely. But as we know cloud refers to centralization, 

if we are considering cloud it is obvious that complete data is stored at one place. Therefore, to maintain secrete 

keys and documents separately, we proposed a new technique in which documents will be stored on cloud 

server and secrete keys will be maintain in blockchain. 

A blockchain is originally block chain, is a growing list of records, called blocks that are linked using 

cryptography.  Each block has a cryptographic hash of the previous block, a timestamp, and transaction data. 

This technology resists the modification of data. Blockchain refers to the storage of important transaction on 

distributed servers.  Blockchain is generally used for bit coin related transaction management. There are three 

types of block chains; public, private and protected.  The main difference between a private and public 

blockchain is the level of access granted to participants. In the pursuit of decentralization, public blockchains are 

completely open and allow anyone to participate by verifying or adding data to the blockchain which is also 

called 'mining'. Whereas in protected block chain, System will check user‟s authentication before giving any 

access permission. In our case we proposed protected blockchain consist of transactions as well as secrete keys 

of users. In this paper we present a new secure model for document security and searching on cloud. In this 

model the documents will be stored on cloud in encrypted format using AES algorithm. Before document 

encryption, the keywords will be extracted from the document and will be stored on cloud server in encrypted 

format using Caesar algorithm.  The keywords format will be reserved by using Caesar algorithm, so that the 

encrypted keywords will be readable but meaningless.  But the secrete key required to encrypt and decrypt 

document will be stored in blockchain. 

 

II. LITERATURE REVIEW 
 The searchable encryption technique plays an important role in cloud data storage, where a user can 

submit a search query to a storage server (e.g., cloud server),[11], [12] and the server is able to respond with the 

corresponding data without learning anything more about the data content than the search result.[12] The 

problem of searching on encrypted data is first introduced by Song et al. [1], in which the first scheme for 

searches on encrypted data was proposed. However, the scheme in [1] requires the server to linearly scan word-

by-word of each file, which makes the scheme inefficient. Chang et al. [2] presented a searchable encryption 

scheme with enhanced security. To improve the efficiency, Goh [3] presented an index-based searchable 

encryption scheme. The security model of searchable encryption was first defined by Curtmola et al. [4], which 
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requires a secure searchable encryption scheme to leak no more than the search pattern (i.e., whether a search 

query is repeated) and the access pattern (i.e., pointers to ciphertexts that satisfy search query). Subsequently, 

many searchable encryption schemes were proposed with different features [5], [6], [7], [8], [9], [10]. These 

schemes are based on symmetric cryptosystems and are typically applied in the scenario that a user outsources 

her/his data to the storage server, and later she/he searches the data by keywords.  

[1] Here new techniques for remote searching on encrypted data using an untrusted server provided 

proofs of security for the resulting crypto systems. These techniques have a number of crucial advantages: they 

are provably secure; they support controlled and hidden search and query isolation; they are simple and fast 

(More specifically, for a document of length, the encryption and search algorithms only need stream cipher and 

block cipher operations); and they introduce almost no space and communication overhead. This scheme is also 

very flexible, and it can easily be extended to support more advanced search queries.  

[2]Itstudies the problem how to search on data encrypted by a public-key cryptosystem. In particular, 

they consider the problem of a user that wants to retrieve e-mails containing a certain keyword from the e-mail 

server, with the e-mails encrypted by the user using his public key.  

[3]The contribution of this paper is in defining a secure index and formulating a security model for 

indexes known as semantic security against adaptive chosen keyword attack (IND-CKA). The IND-CKA model 

captures the intuitive notion that the contents of a document are not revealed from its index and the indexes of 

other documents apart from what an adversary already knows from previous query results and other channels.  

[4] The problem of searchable symmetric encryption, which allows a client to store its data on a remote 

server in such a way that it can search over it in a private manner.  

[5]Searchable encryption is an important cryptographic primitive that is well motivated by the 

popularity of cloud storage services. Any practical SSE scheme, however, should satisfy certain properties such 

as sublinear (and preferably optimal) search, adaptive security, compactness and the ability to support addition 

and deletion of files. 

[7] The premise of this work is that in order to provide truly practical SSE solutions one needs to 

accept a certain level of leakage; therefore, the aim is to achieve an acceptable balance between performance 

and leakage, with formal analysis ensuring upper bounds on such leakage. These solutions strike such a practical 

balance by offering performance that scales to very large data bases; supporting search in both structured and 

textual data with general Boolean queries; and confining leakage to access (to encrypted data) patterns and some 

query-term repetition only, with formal analysis defining and proving the exact boundaries of leakage. 

[11] The paper analyzes the requirements of the trustworthiness in cloud storage during their long-term 

preservation according to the information security theory and subdivides the trustworthiness into the 

authenticity, integrity, reliability and usability of electronic records in cloud storage. Moreover, the technology 

of blockchain, proofs of retrievability, the open archival information system model and erasure code are adopted 

to protect these four security attributes, to guarantee the credibility of the electronic record. 

[12] This paper has proposed a blockchain-based security architecture for distributed cloud storage. 

The proposed architecture has been compared with other two traditional architectures in terms of security and 

network transmission delay. Based on the simulation assumptions utilized in this paper, the file loss rate of the 

proposed architecture outperforms other two traditional architectures on average. 

 

III. PROPOSED METHODOLOGY 
A. Cloud Documents Encryption 

 We proposed AES(Advanced Encryption Standards) algorithm with 256 bits key to encrypted uploaded 

documents on cloud.  AES is a more popular and widely adopted symmetric encryption algorithm. AES is an 

iterative rather than Feistel cipher. It is based on „substitution–permutation network‟. It consists of a series of 

linked operations, some of which involve replacing inputs by specific outputs (substitutions) and others involve 

shuffling bits around (permutations). Interestingly, AES performs all these computations on bytes rather than 

bits. Hence, it treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes data are arranged in four 

columns and four rows for processing as a matrix. The encryption will be held on server side with randomly 

generated key.  After encryption, the documents will be maintained on cloud server only. 

 

B. Secrete key Management 

 We proposed a partial key storage scheme, in which the system will generate secrete key randomly in 

alphanumeric format. The randomly generated key will be processed run time at the time of encryption to 

convert it into 32byte key.Finally, the 32 byte key will be used to perform encryption/decryption. The 

alphanumeric secrete key required for encryption and decryption will be maintained in blockchain in encrypted 

format. As we are storing only alphanumeric part of key instead of complete key, the attacker will not be able to 

guess complete key easily. 
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C. Keywords Management   

Our system will extract text from uploaded document before encryption. The extracted text will be processed to 

get searching keywords. A typical keyword extraction algorithm contains three main components: 

1. Candidate selection: 

Here, we extract all possible words, phrases, terms and concepts (depending on the task) that can potentially be 

keywords. 

2. Properties calculation: 

 For each candidate, we need to calculate properties that indicate that it can be a keyword. For instance, a 

candidate appearing in the title of a book is a likely keyword. 

3. Scoring and selecting keywords:  

All candidates can be scored by either combining the properties into a formula, or using a machine learning 

technique to determine probability of a candidate being a keyword. A score or probability threshold, or a limit 

on the number of keywords is later used to select the final set of keywords. 

 

  Documents Searching 

 Document searching will be done over encrypted keywords. The extracted keywords will be encrypted 

using Caesar algorithm. A Caesar cipher,Caesar's cipher, the shift cipher, Caesar's code or Caesar shift, is one of 

the simplest and most widely known encryption techniques. It is a type of substitution cipher in which each 

letter in the plaintext is changed by a letter some fixed number of positions down the alphabet. For instance, 

with a left shift of 3, D would be replaced by A, E would become B, and so on. After encryption the keywords 

will be in readable format but will become meaningless. 

 

 Transaction 

 In our proposed system, along with key storage we also included document purchasing transaction 

management in blockchain. When any end user purchase particular document, the transaction details will be 

maintained in blockchain. The transaction details will be accessible to the respective authorized persons. 

 

IV. SYSTEM ARCHITECTURE 
 In this system, we proposed a generalized document storage cloud server.  Any researcher will be able 

to do registration on this system. The researchers will upload their documents which they want to share with any 

other user. Our system will store their documents as well as keywords securely on cloud server.  If any end user 

wants to search any document, he will specify search query. Our system will search related documents and 

display it on screen. If end user wants to access any document he/she has to purchase that particular document 

by using bit coin transaction. The bit coin transactions will be maintained in blockchain. The transactions will be 

visible for authorized users only. The architecture diagram is shown below.  

 

 
Fig 1 : Working Of Application 
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V. ALGORITHM AND MATHEMATICAL MODEL 
1. Algorithm for encrypting documents on cloud server: Advanced Encryption Algorithm (AES): 

Steps: 

1) Derive the set of round keys from the cipher text. 

2) Initialize the state array with the block data(plain text). 

3) Add the initial round key to the starting state array. 

4) Perform nine rounds of state manipulation. 

5) Perform the tenth and final round of state manipulation. 

6) Copy the final state array out as the encrypted data(cipher text). 

 

2. Algorithm for encrypting document keywords:Caesar Algorithm: 

Steps: 

1) Traverse the given text one character at a time. 

2) For each character, transform the given character as per the rule, depending on whether we are encrypting or 

decrypting the text. 

3) Return the new string generated. 

 

Input: 

1: A string of lower case letters, called text. 

2: An integer between 0 to 25,denoting the required shift. 

 

Mathematical Model: 

 
Fig 2 : Function showing the encryption of  text using the AES Algorithm. Each round consists of several 

processing steps, including one that depends on the encryption key . A set of reverse rounds are applied to 

transform cipher text back into the original plain text. 

 

 
Fig 3 : Function showing the encryption and decryption of keywords using the Caesar Algorithm. After 

applying this function the result is a numeric value which must then be translated back into a letter. 
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VI. FLOWCHARTS 
1. Working of document encryption on cloud. 

 

 
 

Fig 4. Flowchart for AES Algorithm 

 

2. Working of keyword encryption. 

 

 
Fig 5. Flowchart for Caesar Algorithm 

 

VII. CONCLUSION 
 In this paper, secure encryption algorithms with blockchain technology usage for key management has 

been presented to prevent document leakage from cloud service provider and any other third-party attacker. 

Also, we presented the use of protected blockchain in transaction management as well as in key management 

securely. We have proved the security of the proposed system by using blockchain based key storage scheme. 

Therefore, it can be concluded that the proposed system is very secure and cost efficient for those who wants to 

store and share their documents with other users securely. 
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