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Abstract: - Wireless Sensor Networks (WSNs) offer an excellent opportunity to monitor environments, and have
a lot of interesting applications, some of which are quite sensitive in nature and require full proof secured
environment. The security mechanisms used for wired networks cannot be directly used in sensor networks as
there is no user-controlling of each individual node, wireless environment, and more importantly, scarce energy
resources. In this paper, we address some of the special security threats and attacks in WSNs.

We propose a scheme for detection of distributed sensor cloning attack and use of zero knowledge protocol
(zKP) for verifying the authenticity of the sender sensor nodes. The cloning attack is addressed by attaching a
unique fingerprint to each node that depends on the set of neighboring nodes and itself. The fingerprint is
attached with every message a sensor node sends. The ZKP is used to ensure non transmission of crucial
cryptographic information in the wireless network in order to avoid man-in-the middle (MITM) attack and
replay attack. The paper presents a detailed analysis for various scenarios and also analyzes the performance and
cryptographic strength.

Keywords-component; Avoid MITM, Replay attacks, Attacks in WSN, ZKP protocol

I INTRODUCTION

Advances in technology have made it possible to develop sensor nodes which are compact and
inexpensive. They are mounted with a variety of sensors and are wireless enabled. Once sensor nodes have been
deployed, there will be minimal manual intervention and monitoring. But, when nodes are deployed in a hostile
environment and there is no manual monitoring, it creates a security concern. Nodes may be subjected to various
physical attacks. The network must be able to autonomously detect, tolerate, and/or avoid these attacks. One
important physical attack is the introduction of cloned nodes into the network. When commaodity hardware and
operating systems are used, it is easy for an adversary to capture legitimate nodes, make clones by copying the
cryptographic information, and deploying these clones back into the network. These clones may even be
selectively reprogrammed to subvert the network. Individual sensor node contains a light weight processor,
cheap hardware components, less memory. Because of these constraints, general-purpose security protocols are
hardly appropriate. Public key cryptography is based on RSA approach. The energy consumption and
computational latency makes RSA inappropriate for sensor network applications. Security algorithms that are
designed specifically for sensor networks are found to be more suitable. The goal of this paper is to develop a
security model for wireless sensor networks. We propose a method for identifying the compromised/cloned
nodes and also verifying the authenticity of sender sensor nodes in wireless sensor network with the help of zero
knowledge protocol.

Wireless Sensor Networks (WSNs) offer an excellent opportunity to monitor environments, and have a
lot of interesting applications, some of which are quite sensitive in nature and require full proof secured
environment. The security mechanisms used for wired networks cannot be directly used in sensor networks as
there is no user-controlling of each individual node, wireless environment, and more importantly, scarce energy
resources. In this paper, we address some of the special security threats and attacks in WSNSs.
we propose a scheme for detection of distributed sensor cloning attack and use of zero knowledge protocol (zkp)
for verifying the authenticity of the sender sensor nodes. the cloning attack is addressed by attaching a unique
fingerprint to each node that depends on the set of neighboring nodes and itself. the fingerprint is attached with
every message a sensor node sends. the zkp is used to ensure non transmission of crucial cryptographic
information in the wireless network in order to avoid man-in-the middle (mitm) attack and replay attack. the
paper presents a detailed analysis for various scenarios and also analyzes the performance and cryptographic
strength.
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1. IMPLEMENTATION MODULES

1. Secure Zero-knowledge protocol

Zero-knowledge protocol allow identification, key exchange and other basic cryptographic operations
to be implemented without revealing any secret information during the conversation and with smaller
computational requirements in comparison to public key protocols. Thus ZKP seems to be very attractive for
resource constrained devices. ZKP allows one party to prove its knowledge of
a secret to another party without ever revealing the secret. ZKP is an interactive proof system which involves a
prover, P and verifier, V. The role of the prover is to convince the verifier of some secret through a series of
communications.
2. Clone Attack
In clone attack, an adversary may capture a sensor node and copy the cryptographic information to another node
known as cloned node. Then this cloned sensor node can be installed to capture the information of the network.
The adversary can also inject false information, or manipulate the information passing through cloned nodes.
Continuous physical monitoring of nodes is not possible to detect potential tampering and cloning. Thus reliable
and fast schemes for detection are necessary to combat these attacks.
3. Man in the Middle Attack
The man-in-the-middle attack (MITM) is a form of active eavesdropping in which the attacker makes
independent connections with the victims and relays messages between them, making them believe that they are
talking directly to each other over a private connection. The attacker will be able to intercept all messages
exchanging between the two victims and inject new ones.
4. Replay Attack
A replay attack is a form of network attack in which a valid data transmission is maliciously or fraudulently
repeated or delayed. This is carried out either by the originator or by adversary who intercepts the data and
retransmits it. This type of attack can easily overrule encryption.

. INPUT DESIGN

The input design is the link between the information system and the user. It comprises the developing
specification and procedures for data preparation and those steps are necessary to put transaction data in to a
usable form for processing can be achieved by inspecting the computer to read data from a written or printed
document or it can occur by having people keying the data directly into the system. The design of input focuses
on controlling the amount of input required, controlling the errors, avoiding delay, avoiding extra steps and
keeping the process simple. The input is designed in such a way so that it provides security and ease of use with
retaining the privacy. Input Design considered the following things:
What data should be given as input?
How the data should be arranged or coded?
The dialog to guide the operating personnel in providing input.
Methods for preparing input validations and steps to follow when error occur.
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V. OUTPUT DESIGN

A quality output is one, which meets the requirements of the end user and presents the information
clearly. In any system results of processing are communicated to the users and to other system through outputs.
In output design it is determined how the information is to be displaced for immediate need and also the hard
copy output. It is the most important and direct source information to the user. Efficient and intelligent output
design improves the system’s relationship to help user decision-making.
1. Designing computer output should proceed in an organized, well thought out manner; the right output must be
developed while ensuring that each output element is designed so that people will find the system can use easily
and effectively. When analysis design computer output, they should Identify the specific output that is needed to
meet the requirements.
2. Select methods for presenting information.
3. Create document, report, or other formats that contain information produced by the system.
The output form of an information system should accomplish one or more of the following objectives.
Convey information about past activities, current status or projections of the
Future.
Signal important events, opportunities, problems, or warnings.
Trigger an action.
Confirm an action.
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VI. CONCLUSION
In this project, we proposed a new security model to address three important active attacks namely
cloning attack, MITM attack and Replay attack. We used the concept of zero knowledge protocol which ensures
non-transmission of crucial information between the prover and verifier. The proposed model uses social finger
print based on s-disjunct code together with ZKP to detect clone attacks and avoid MITM and replay attack. We
analysed various attack scenarios, cryptographic strength and performance of the proposed model.
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