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ABSTRACT: Today an extensive range of systems require sophisticated identification to verify or determine
the identity of a person. The principle of these systems is to make sure that the services provided are accessible
by a genuine user only. In this paper, an efficient and robust multi-modal biometric system is proposed that used
Finger Knuckle Print (FKP) and iris as input biometric modalities for verification. To extract feature set from
FKP, scale invariant feature transform (SIFT) and speeded up robust features (SURF) methods are used. Log-
Gabor Wavelet is used to extract iris feature set. In proposed system, matching scores of two biometric
modalities FKP and iris are fused for verification. The performance of proposed system has been examined by
public database PolyU for FKP and CASIA iris database in MATLAB R2009a.
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I. INTRODUCTION

Biometrics is the safest method to meet the digitization necessities of identity and virtualization in
the field of information society. It refers to the automated authentication of a person through the use of
physiological or behavioral traits [1]. Such as fingerprint, iris, face, finger knuckle print, signature, palm print,
voice, and hand etc. Practically, no modality is best as each modality has its own merits and demerits. Biometric
systems are used in authentication to reduce financial fraud and increase security in various fields. In many
applications for authentication or verification, two biometric modalities are used to achieve high performance
and high security. These systems are called multi-modal biometric systems and these are considered more
reliable due to multiple biometric modalities [2]. From the start of this technology, the fingerprint is considered
as one of the most popular forms of biometric technology than others. Recently the Finger Knuckle Print has
proven to be a robust biometric identifier for authentication. researcher has found that finger knuckle print is
correlated modality with a fingerprint. Finger-knuckle print is one of the emerging and more secure biometric
modality. This motivated to propose a new efficient multimodal verification method using FKP and Iris.
Multibiometric systems were introduced to overcome few of the limitations of uni-biometric systems.
Multibiometric system works by using multiple sensors or multiple algorithms. A multibiometric system where
we use multiple modalities of the same user for identification is called as a multi-modal biometric system [6-7].
In the multi-modal biometric system, it is impossible for an imposter to spoof multiple biometric modalities of a
genuine user to get access to the system. In this paper, FKP refers to the outside of the finger phalange joints
which has creases pattern [3-4]. Secondly, Iris recognition is a type of biometric technology, which uses iris as
an accurate, secure and unique biometric modality. Iris recognition has got too much concentration in the past
decade because of its characteristics such as high speed, high accuracy etc [5]. In this paper, we extract the
feature set from both modalities and fuse them using match score fusion. Fusion of different modalities provide
trustworthy biometric performance particularly for high-security concern processes like immigration process,
Internet banking process, access of government issue documents, to control the crucial access, crossing from
one border to another etc. Multi-modal biometric fusion levels are classified into two categories: (i) fusion
before matching and (ii) fusion after matching. The sensor level fusion and feature level fusion are called fusion
before matching. The match score level fusion and decision level fusion are called fusion after matching.
The organization of the paper is as follows, section Il illustrate related work. Section Il illustrates the proposed
multi-modal biometric method. Section 1V describes the results of the proposed method. At last, the conclusion
is given in the V section.

Il. RELATED WORK
Many types of research are going on a multimodal biometric system using for making it efficient and
secure through different recognition techniques. Here, we have presented some recent work related to our
proposed work. Meraoumia et al. [8] proposed a multimodal biometric system using palm print and FKP with
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EER 0.003%. Kim et al. [9] presented a multibiometric system using soft biometric suitable for a surveillance
system. Zhang et al. [10] had proposed a novel biometric trait, named finger knuckle print for personal
authentication. First, they have constructed acquisition device to capture the FKP image and then introduced
FKP recognition algorithm for extract the feature of FKP. Their work improves the performance of the
biometric system and reduces the error in the authentication process. Aggithaya et al. [11] proposed a personal
authentication system that simultaneously exploits 2D and 3D Palmprint features. The sum rule classifier
achieves the best EER of 0.002. Kazi et al. [12] proposed a multimodal biometric system by combining face and
signature matching score with score level fusion. They presented the accuracy result 10% higher than a
unimodal biometric system based on face or signature. Yang et al. [13] proposed a novel finger method based on
the personalized best bit map. They presented a method that rooted in a local binary pattern and then inclined to
use the best bit only for matching. Finally, they have present extensive experiments to evaluate the effectiveness
of their proposal. Their experimental result shows that PBBM method achieves not only the better performance
but also high reliability and robustness. Ramachandra et al. [14] introduced a multimodal biometric system
using face and fingerprint with fusion at the feature level. In this paper, they proposed Feature Level Fusion
based Bimodal Biometric using Transformation Domine Techniques (FLFBBT).The best recognition rate was
90% at EER 0.13%. Chaudhary et al. [15] proposed a robust multimodal biometric recognition system that
integrates iris, face, and voice. The merging of three biometric features takes place at the match score level. The
performance of the proposed system is compared with each of the three individual biometric characteristics
when plotting the ROC curves. These curves show that fusion of multiple biometric data improves recognition
performance over individual biometrics. Zhang et al. [16] presented a novel approach based on LGIC for FKP
recognition. They extracted local orientation by Gabor filters and achieved competitive coding scheme as the
local feature. LGIC develop both local and global features from FKP verification. Their experiment result shows
that this scheme could achieve the best performance in terms of EER

I11. PROPOSED WORK
In this paper, a novel method is designed for human verification using FKP and Iris. Figure 1 describes
the fundamental architecture of the proposed method for an efficient, robust multi-modal biometric verification
system using FKP and Iris biometric modalities.
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Figure 1. Architecture of the proposed multimodal recognition method.
A. Proposed FKP Recognition Method

FKP recognition uses skin outline on the outer surface of finger-knuckle. This skin outline is very high
texture due to skin creases. The feature from FKP are extracted with the help of scale invariant feature transform
(SIFT) and speeded up robust features (SURF) [17-18]. After extraction, the feature vectors are fused with the
help of weighted sum rule at matching score level. At the time of authentication enrolled and query feature
vectors are compared with the nearest neighbor ratio to achieve the respective matching scores. Figure 2
describes the architecture of the proposed FKP recognition method. It includes following steps:
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Figure 2. Architecture of proposed FKP recognition method.
a) Enhancement Of FKP Image

The surface of the knuckles represents a surface of curvature and produces irregular reflections. Finger
knuckle image has a little contrast and an uneven intensity. To achieve a well-distributed texture image the
following action has been applied to the FKP image: (a) image divided into sub-blocks 10*10 pixels to estimate
the reflection of the block. (b) bi-cubic interpolation is used to expand estimate coarse reflection for FKP
original size. (c) Subtraction of estimated reflection to obtain the regular intensity of FKP. (d) Improve the
contrast of blocks 10*10 of FKP texture through histogram equalization.

b) Feature Extraction Of FKP

The features are extracted from FKP images using SIFT and SURF. Both SIFT [17] and SURF [18]
were designed to extract highly distinctive invariant features from images. The key SIFT and SURF points
extracted from the FKP images are shown in Figure 3. SIFT algorithm involves mainly four steps, which are
following:

Step 1: Find out the approximate location and scale of salient key-points
Step 2: Filter their location and scale

Step 3: Find orientation for each key-point.

Step 4: Find descriptors for each key-point.

Two major steps involve in SURF algorithm to find out the key-points as following:
Step 1: Key-points Detector
Step 2: Key-points Descriptor

(A) SIFT (B) SURF
Figure 3. Key-points extracted using SIFT & SURF

c¢) Matching And Fusion Of FKP Feature Vector

The features of FKP is represented by the feature vector of local features extracted with SIFT and
SURF algorithm. The matching scores between the corresponding feature key-points are calculated using the
nearest neighbor relationship method as follows:
Let S and U are features vector matrices of the key points of the query and the registered FKPs obtained using
SIFT and SURF:

S ={S1, 52, S5 -cererrerrenn Sm) 1)
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U={uy, Uz, Ugeeverrrrernnes Un) 2

Where s;, and v, is the feature vector of key-points i in S and j in U respectively. If ||s; —uj|| are the Euclidian
distance between s; and its first nearest-neighbor u; then:

Si=[lsi —u;| <TH Matched with u; 3
Otherwise No Match

Where TH is a value of the threshold
Matched and non-matched key-points are shown in Figure 4 and Figure 5.

(@) (®) (©)
Figure 4. (a) Key-points of SIFT (b) Matchedkey-points (c) Non-Matched key-points

(@)
Figure 5. (a) Key-points of SURF (b) Matched key-points (c) Non-Matchedkey-points

Let Ms and My are matching scores SIFT and SURF respectively among the query FKP and an enrolled FKP.
The respective matching scores Mg and My are fused with weighted sum rule [19] to achieve the final matching
score S as:

S=W3*M3+WU*MU (4)

Where, Ws and W, are weights assigned to SIFT matching score Ms and SURF matching score My
respectively with Ws+Wy=1. Here, Ws=C4/(Cs+Cy), and Wy=Cy/( Cs+Cy) are considered where Cs and Cy are
the correct recognition rate of the method for SIFT and SURF individually

B. Iris Recognition Method

As compared to other modalities iris recognition is one of the most strong and accurate technology
due to its low false non-match rate and false match rate. For an imposter, it is impossible to fool an iris
biometric system. Iris is the ring-shaped region of the eye restricted by the pupil and the scleral region on both
sides. The iris has many tangled attribute such as zigzag collarettes, freckles, radial, furrows, crowns, and stripes
etc., which makes collectively iris texture for recognition. This texture provides the unique feature vector for
each person. The feature could be extracted from this texture with the help of various algorithms. In the
proposed recognition method, three main steps are followed (i) segmentation, (ii) normalization, and (iii) feature
extraction as shown in Figure 6.
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Figure 6. Iris feature extraction method

a) Segmentation Of Iris Image
This step is performed to get the iris region of interest (ROI) from the image of iris. Hough Transform
is used to find out the region of interest (ROI) in this process.

b) Normalization

Daugman’s Rubber Sheet approach is used to normalize the iris region [20]. This approach assigns to
each pixel within the ROI to a pair of polar coordinates. The center of the pupil is assumed as the orientation
point, and radial vector passes through the ROI.

c) Iris Feature Extraction

Feature extraction is the main process in which the 2-D image becomes a vector of mathematical
parameters. The important feature of the iris should be coded so that comparisons can be made between the
enrolled and the query template. There are many techniques to extract the feature from iris texture like Gabor
filter and the wavelet transform. Here, the Log Gabor wavelets [21-22] used for extracting iris feature from the
normalized iris pattern.

d) Matching Of Iris Feature
In the matching process, we determine whether two feature vector are the same or not or belong to a
genuine person or not. Comparison of bit feature vectors takes place through the Hamming Distance [20].

C. Fusion Of Matching Scores

This multi-modal biometric recognition method is designed for the human verification purpose. Its
objective is to decide whether an identity belongs to the original class or not. The scores generated by the
individual biometrics features are combined using the weighted sum rule. Mg, and M;;s are matching scores
generated from FKP and Iris. The matching scores generated by these modalities are different. It is mandatory
that scores should be in the same numeric range. So, score normalization is needed which is discussed below:

Mfk - minfk
NSpg= ot~ Mtk 5)
Makap— mlnfkp

Nsiris: Mijris— minjrjs (6)

Maxirjs — minjrig
To transform all the scores into same range min-max normalization is used [19]. By the min-max normalization
two normalized scores, NS, and NS are obtained. Before score level fusion of the proposed method,
normalized scores are converted into similarity scores with the equation discussed below.

NS'sp =1- NS (7)
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NS'iris =1- NSiris (8)

Let F and | are the weight assigned to Finger knuckle and iris normalized scores. Final matching score is
calculated by weighted sum rule as follows:
MfinaI:F* NS'fkp"'I* NS'iris (9)

IV. RESULTS
A. Database
The proposed method implemented using MATLAB R2009a. PolyU FKP database [23] and CASIA
iris database [24] is used in recognition method. Images of FKP and iris in the databases are 8-bits grayscale

levels JPEG format and shown in figure 7 and 8 respectively.

Figure 7. Finger Knuckle Image (Polyu Database)

——

o s

Figure 8. Iris Images (CASIA Database)
B. Comparative Analysis Of FKP Unimodal , Iris Unimodal And Multimodal System

The accuracy and performance of proposed method is measured by plotting false acceptance rate
(FAR) and false rejection rate (FRR). False acceptance rate is the incorrect acceptance of an imposter. The false
rejection rate is the false rejection of the authentic user. The following equation is used to calculate the accuracy
of proposed method:

Accuracy= 100- FAR:FRR]

(10)

It is clear from figure 9 that the performance of proposed multimodal method (FKP+Iris) is better than
individual biometric i.e. FKP and Iris. Table 1 shows that proposed method has higher performance and low
error rates other than uni-modal biometric.

Table 1. Comparison of proposed methods

Recognition Type FRR FAR Accuracy
(%) (%) (%)

FKP Recognition 0.82 0.740 99.22

Iris Recognition 0.87 0.611 99.26

Proposed Method 0.79 0.051 99.58
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Figure 9. FAR and FER of Proposed Methods
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Figure 12. ROC Curve for FAR. and FRE

V. CONCLUSION
This paper presents a multi-modal biometric system based on fusion of FKP and iris at score level. The

feature set of FKP is obtained by fusion of feature vectors extracted from image of FKP by apply SIFT and
SURF. The results indicate that by adopting this method matching performance is increase. In iris recognition,
we proposed the method with Log-Gabor wavelet for feature extraction. By fusion of the two FKP and Iris the
accuracy and performance of proposed multi-modal biometric recognition is high as compared with FKP and
iris recognition method. As compared to unimodal biometric, it provides the minimum FAR and FRR. Thus the
proposed recognition method is an efficient, effective and secure method for human verification.
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