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Abstract: Today’s world is digital world. Nowadays, in every field there is enormous use of digital contents.
Information handled on internet and multimedia network system is in digital form. The copying of digital
content without quality loss is not so difficult. Due to this, there are more chances of copying of such digital
information. So, there is great need of prohibiting such illegal copyright of digital media. Digital watermarking
(DWM) is the powerful solution to this problem. Digital watermarking is nothing but the technology in which
there is embedding of various information in digital content which we have to protect from illegal copying. This
embedded information to protect the data is embedded as watermark. Beyond the copyright protection, Digital
watermarking is having some other applications as fingerprinting, owner identification etc. Digital water-marks
are of different types as robust, fragile, visible and invisible. Application is depending upon these watermarks
classifications. There are some requirements of digital watermarks as integrity, robustness and complexity.

In digital watermarking, a watermark is embedded into a cover image in such a way that the resulting
watermarked signal is robust to certain distortion caused by either standard data processing in a friendly
environment or malicious attacks in an unfriendly environment. This paper presents a digital image
watermarking based on two dimensional discrete wavelet transform (DWT2), two dimensional discrete cosines
transform (DCT2) and two dimensional fast Fourier transform (FFT2). Signal to noise ratio (SNR) and
similarity ratio (SR) are computed to measure image quality for each transform.
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l. INTRODUCTION

We are living in the era of information where billions of bits of data is created in every fraction of a
second and with the advent of internet, creation and delivery of digital data (images, video and audio files,
digital repositories and libraries, web publishing) has grown many fold. Since copying a digital data is very easy
and fast too so, issues like, protection of rights of the content and proving ownership, arises. Digital
watermarking came as a technique and a tool to overcome shortcomings of current copyright laws for digital
data. The specialty of watermark is that it remains intact to the cover work even if it is copied. So to prove
ownership or copyrights of data watermark is extracted and tested. It is very difficult for counterfeiters to
remove or alter watermark. As such the real owner can always have his data safe and secure. Our aim was to
study different watermarking techniques and implement the one which is most resistant to all types of attack,
scalar or geometric. Counterfeiters try to degrade the quality of watermarked image by attacking an image
(generally attacks are median and Gaussian filter, scaling, compression and rotation of watermarked image). By
attacking watermarked image it become very difficult to recover watermark back from the watermarked image
and even if it extracted one may no longer use it to prove the ownership and copyrights. So our main idea was to
find such regions, also known as patches, in an image which are very stable and resistant to attacks.

This paper gives full insight of digital watermarking, its history, requirements, application and possible
attacks. The first subheading tells how, with information revolution, the need to have some technique to prevent
piracy and illegal copying of data arises. This need give rise to a new technique, known as Digital
Watermarking. While proposing any algorithm some parameters are needed to keep in mind on which the
proposed algorithm must be consistent. These parameters are discussed in following section. Following sections
are dedicated to watermarking application and attacks. A lot of work is going on for making watermarking
techniques immune towards attack to retain the originality of watermark and assuring successful extraction of
watermark with low error probabilities so to sort out disputes, if any, over copyrights or ownership.

I OVERVIEW
Hold an Rs 100 note up or your offer letter up to light. What you will see is a picture of Mahatma
Gandhi or company’s logo respectively. This is what is known as a watermark mainly used to prove the
ownership (in case of offer letter, watermark prove that the document is of facial document of company meant
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for official work) or authenticity (in case of Rs 100, watermark rule out the forgery and authenticate the piece of
paper of its worth).The watermark on the Rs100 (Figurel), just like most paper watermarks today, has two
properties. First, the watermark is hidden from view during normal use, only becoming visible as a result of a
special viewing process (in this case, holding the bill up to the light). Second, the watermark carries information
about the object in which it is hidden (in this case, the watermark indicates the authenticity of the bill) [1].
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Figure 1: Image showing an INR 100 note Figure 2: watermarking system

having watermark at its left side which is

considerably visible when note hold under light

Thus, watermarking is defined as, “the process of possibly irreversibly embedding information into a digital
signal. The signal may be audio, pictures or video”.

The components of a watermark embedding/detection/extraction system are shown in Figure 2. The embedded
data can be detected in, or extracted from, a multimedia element in an application.

Objectives

An effective authentication scheme should have the following desirable features:

e To be able to determine whether an image has been altered or not.

To be able to locate any alteration made on the image.

To be able to integrate authentication data with host image rather than as a separate data file.
The embedded authentication data be invisible under normal viewing conditions.

To allow the watermarked image be stored in lossy- compression format [3]

1. LITREATURE REVIEW

Within the field of watermarking, image watermarking particularly has attracted lot of attention in the
research community. Most of the research work is dedicated to image watermarking as compared to audio and
video. There may be 3 reasons for it. Firstly, because of ready availability of the test images, secondly because it
carries enough redundant information to provide an opportunity to embed watermarks easily, and lastly, it may
be assumed that any successful image-watermarking algorithm may be upgraded for the video also. Images are
represented/ stored in spatial domain as well as in transform domain. The transform domain image is
represented in terms of its frequencies; whereas, in spatial domain it is represented by pixels. In simple terms,
transform domain means the image is segmented into multiple frequency bands. To transfer an image to its
frequency representation, we can use several reversible transforms like Discrete Cosine Transform (DCT),
Discrete Wavelet Transform (DWT), or Discrete Fourier Transform (DFT). Each of these transforms has its own
characteristics and represents the image in different ways. Watermarks can be embedded within images by
modifying these values, i.e. the transform domain coefficients. In case of spatial domain, simple watermarks
could be embedded in the images by modifying the pixel values or the Least Significant Bit (LSB) values.
However, more robust watermarks could be embedded in the transform domain of images by modifying the
transform domain coefficients. In 1997 Cox et al. presented a paper “Secure Spread Spectrum Watermarking for
Multimedia” [19], one of the most cited paper (cited 2985 times till April’ 2008 as per Google Scholar search),
and after that most of the research work is based on this work. Even though spatial domain based techniques
cannot sustain most of the common attacks like compression, high pass or low pass filtering etc., researchers
present spatial domain based schemes.

Now-a-days, researchers are focusing on mixing of spatial and transformed domains (i.e. combinations
of DFT, DWT and DCT) concepts and also applying more and more mathematical and statistical model, and
other interdisciplinary approaches in watermarking: for example use of chaotic theory, fractal image coding etc.
In this section we are presenting the brief of few recent watermarking algorithms.
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In [10], authors presented a reversible watermarking scheme for the 2D-vector data (point coordinates),
which are used in geographical information related applications. This reversible watermarking scheme exploits
the high correlation among points in the same olygon in a map and achieves the reversibility of the whole
scheme by an 8-point integer DCT, which ensures that the original 2D-vector data can be watermarked during
the watermark embedding process and then perfectly restored during the watermark extraction process. In this
scheme, author used an efficient highest frequency coefficient modification technique in the integer DCT
domain to modulate the watermark bit “0” or “1”, which can be determined during extraction without using any
additional information. To alleviate the visual distortion in the watermarked map caused by the coefficient
modification, they proposed an improved reversible watermarking scheme based on the original coefficient
modification technique. Combined with this improved scheme, the embedding capacity could be greatly
increased while the watermarking distortion is reduced as compared to the original coefficient modification
scheme presented in [13]. In [15], authors presented zero-knowledge watermark detectors. Current detectors are
based on a linear correlation between the asset features and a given secret sequence. This detection function is
susceptible of being attacked by sensitivity attacks for which zero knowledge does not provide protection. In
this work, a new zero-knowledge watermark detector robust to sensitivity attacks is presented, using the
generalized Gaussian Maximum Likelihood (ML) detector as the basis. The inherent robustness that this
detector presents against sensitivity attacks, together with the security provided by the zero-knowledge protocol
that conceals the keys that could be used to remove the watermark or to produce forged assets, results in a robust
and secure protocol. Additionally, two new zero-knowledge proofs for modulus and square root calculation are
presented. They serve as building blocks for the zero-knowledge implementation of the Generalized Gaussian
ML detector, and also open new possibilities in the design of high level protocols.

If digital watermarking is to adequately protect content in systems which provide resolution and quality
scalability, then the watermarking algorithms must provide both resolution and quality scalability. Although
there exists a tradeoff between resolution and quality scalability, it has been demonstrated that it is possible to
achieve both types by taking advantage of human visual system characteristics to increase quality scalability
without compromising resolution scalability. Watermarking algorithms considering this problem have been
proposed; however, they tend to focus on a single type of scalability, resolution or quality. In their work,
authors focused on providing a spread spectrum watermarking algorithm which had both resolution and quality
scalability demonstrated through experimental testing using the JPEG2000 compression algorithm. To alleviate
this trade off, they began with a non-adaptive resolution scalable algorithm and exploited the contrast sensitivity
and texture masking characteristics of the HVS to construct an HVS adaptive algorithm that has good quality
scalability. Their algorithm is specifically designed to concentrate on textured regions only, avoiding the visible
distortions, which may occur when strength increases are applied to edges. Furthermore, this texture algorithm
is applied in the wavelet domain but uses only a single resolution for each coefficient to be watermarked.

In the field of color images watermarking, many methods are accomplished by marking the image
luminance, or by processing each color channel separately. Therefore, in paper [25], authors proposed a new
DCT domain watermarking expressly devised for RGB color images based on the diversity technique in
communication system. The watermark is hidden within the data in the same sequence by modifying a subset of
the block. DCT coefficients of each color channel. Detection is based on combination method which takes into
account the information conveyed by three color channels. Even if a particular channel is severely faded, they
are still able to recover a reliable estimated of transmitted watermark through other propagation channel.
Experimental results, as well as theoretical analysis, are presented to demonstrate the validity of the new
approach with respect to algorithm operating on image luminance only.

IV. METHODOLOGY
The methodology for this paper is to encode the given digital images with different cover images. Here, the
water marking is implemented with the help of DWT and DCT techniques. The process is carried out with the
help of encoder and decoder technique.
Encoder
The first part of the watermarking process is, of course, the encoder. The first step is to decompose the image
into ten frequency bands using three resolutions of Haar wavelets.
The steps of the our proposed watermarking methodology is described as follows:
1. Select image | and Apply DWT on the Cover image
2. Select a key k to generates the QR(Quick Response) code as a secrete key.
3. QR code and Watermark is encrypted by using simple XOR operation
E(Lj) = W(Lj) ©® QR(l,j)
4. Encrypted Watermark is embedded into the cover image by applying simple condition
IF (E(1,))==0)
Then Red (I(l,j))=Red(l(l,j))+1
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Then Green (I(1,j))=Red(l(l,j))+1

Then Blue (I(1,j))=Red(l(1,j))+1

5. Then apply Inverse DWT on the embedded watermarked image
WI(L,j) = IDWT(I(1,}))

Cover . Apply Inverse Watermark
Image DWT j DWT ed
Image
Embedding
Water A
Mark »
Ei ol
s L ncryption

E
DWT

This technique will decompose the cover image of the two dimensional DWT into four frequency
bands through the first pass as (LL1), (LH1), (HL1) and (HH1) frequency coefficients. The frequency bands
where it has the lowest resolution of the 1% pass (LL1) can be also decomposed into a 2" level (pass).
Secondly, we are to apply the Gaussian Noise and can insert the watermark signature into the reset of
the available frequency bands which include the high frequency coefficients without dealing with (LL)
regions from all over the passes (levels). We must add the signal of the bands where the large frequency
components to the signal of the Gaussian Noise and modifying them without moderating the original signal
which resides in the (LL) band; thereafter, the watermarked image would be performed appropriately.

Decoder

At the other end of the communication channel, a decoder is used to extract the watermarked
information from the received image. Upon reception of the supposedly watermarked image, the algorithm first
isolates the signature included in this image by comparing the DWT coefficients of the image with those of the
original (non-watermarked) one. The following operation consists of taking the identified key to put in contrast
with the found signature by computing the cross-correlation at the first resolution level (i.e. highest frequency
coefficients). The watermark is called detected if there is a peak in the cross-correlation corresponding to a
positive identification. If there is no central peak, the decoder adds the second resolution level to the
computation aiming at finding for a peak. Once again, if there is a peak, the watermark is called detected and if
not, we go to the third resolution... and so on until we reach the ninth resolution limit.

After encryption and embedding of watermark in cover image we have to recover the watermark and
decryption shown in the block diagram and execution of the algorithm is shown in the figures. Extraction of
Watermark. Select the watermarked image WI(l,j) and apply the DWT on the watermarked image.

WD(l,j) = DWT(WI(,j))

1. Select the original cover image I(l,j) and then apply the DWT on the Cover image.
2. Compare the transformed original image and watermarked image and get encrypted watermark
E(L.)).
3. apply the decryption algorithm on the E(l,j)
W(1,j)=QR(l,j) X-NOR E(i.j)
|woBe (Ewcubgiou) U INIRK
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V. EXPERIMENTAL ANALYSIS AND RESULTS
Experiments have been done on the proposed method with its two methodologies such as invisible and visible
watermarking. The DWT and DCT technique is used for the experiments. Which is explain in the next context.
The practical implementation of proposed algorithm with the help of MATLAB is shown.

A Invisible Watermarking
The first button of the GUI i.e. Load Image is used to = CEE]
select the cover image. T e —)
The second button get automatically enabled after the = R ——
selection of cover image. e = l% - B
~ Al
o e fudipe [T O |

The text box inside the Cipher operation feed with e e
the plain text to be embedded in the cover image. — o
After pressing the Embed data button, the plain text s
will be hidden in the cover image. And it will =g
generate the output.bmp file as shown in this figure. o

During the Decoder operation, when pressing the
Read Data button, the plain text will be extracted
from the cover image. If we select the output.omp
file from the Load Image button, we can also extract
the plain text correctly which is shown in this figure.

B. Visible Watermarking

In the visible watermarking, two different images has e —
been selected for the operation. The intermixing of
both the images can be done here. It is the visible
watermarking and is shown in this figure.

The above figure shows two different image intermixed with the help of MATLAB implementation.

The theoretical aspect of invisible and visible watermarking is discussed in the following context.
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i. DWT Domain Watermarking

Wavelet transform is a time domain localized analysis method with the window’s size fixed and forms
convertible. There is quite good time differentiated rate in high frequency part of signals DWT transformed.
Also there is quite good frequency differentiated rate in its low frequency part. It can distill the information from
signal effectively. The basic idea of discrete wavelet transform (DWT) in image process is to multi-
differentiated decompose the image into sub-image of different spatial domain and independent frequency
district .Then transform the coefficient of sub-image. After the original image has been DWT transformed, it is
decomposed into 4 frequency districts which is one low frequency district(LL) and three high-frequency
districts (LH,HL,HH). If the information of low-frequency district is DWT transformed, the sub-level frequency
district information will be obtained. The following figure represents the watermarking system in DWT.

In two-dimensional separable dyadic DWT, each level of decomposition produces four bands of data,
one corresponding to the low pass band (LL), and three other corresponding to horizontal (HL), vertical (LH),
and diagonal (HH) high pass bands. The decomposed image shows a coarse approximation image in the lowest
resolution low pass band, and three detail images in higher bands. The low pass band can further be decomposed
to obtain another level of decomposition. This process is continued until the desired number of levels
determined by the application is reached.

Original Watermarked
image image

i 1

Image segmentation

LL2 HL2

Orientation assignment

B e

RST invariant region

HL1

LH1 HH1

Watermark
detector

v
‘Watermark
cmbedded

! !

Watermarked Detected
image watenmark

Figure 3 : DWT decomposition with two levels Figure 4 : Architecture of Watermarking

The proposed watermarking system is given in the following process:
Embedding watermarking
The following is the proposed system methodology.

Simulation results

Since the magnitudes of DWT coefficients are larger in the lowest band at each level of decomposition,
it is possible to use a larger scaling factor for watermark embedding.  For the other 3 bands, the DWT
coefficients are smaller, allowing a smaller scaling factor to be used. The resulting watermarked image does not
have any degradation leading to a loss in its commercial value. In the below experiments, we measured the
visual quality of watermarked and attacked images using the Signal To-Noise Ratio (SNR), SNR measures are
estimates of the quality of the reconstructed image compared with an original image. The fundamental idea is to
compute the value which reflects the quality of the reconstructed image. Reconstructed image with higher
metric are judged as having better quality.

The visual quality of extracted visual watermarks is measured by the Similarity Factor (SF). The DWT
was performed using Matlab with the wavelet filter. The chosen attacks were JPEG compression (with 3 quality
factors), also we measured a compression ratio (CR) it defined by compression Ratio=image bytes/compressed
bytes.

For first levels of decomposition, the proposed watermarking scheme was tested using six types of
attacks. The DWT was performed using Matlab. The chosen attacks were JPEG compression (with 3 quality
factors), blurring, adding Gaussian noise, filtering, histogram equalization, intensity adjustment and rotation.
The scaling factor we use it with three different values 0.09, 0.5 and 0.8.

The following data calculated from run matlab code for DWT watermarking for different value of quality factor
and alpha (gain).
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First Level Decomposition
Figure 5 shows the 256x256 gray scale cover image Cameraman and 128x128 visual watermark copyright.

Bharti

Figure 5 a) Cover Image b) Watermark text

The watermarked image in LL, LH, HL and HH bands are presented respectively in Figure 5a for
different value of scaling factors and different quality factors, and the number below each image denotes the
SNR value.

The attacked images are presented in Figure 5b together with the tools and parameters used for the
attacks. The number next to the label below each image denotes the SNR value.

ii. DCT Image watermarking

The discrete cosine transform (DCT) represents an image as a sum of sinusoids of varying magnitudes
and frequencies. The DCT has special property that most of the visually significant information of the image is
concentrated in just a few coefficients of the DCT. It’s referred as ‘Energy compaction Property’.

As DCT is having good energy compaction property, many DCT based Digital image watermarking
algorithms are developed. Common problem with DCT watermarking is block based scaling of watermark
image changes scaling factors block by block and results in visual discontinuity. In this paper, we propose a
visible watermarking technique that modifies the DCT coefficients of the host image using eqgn. (1). We call an
embedding factor we try different values for it to achieve visible watermarking we find a =10 a good value and
we also use a =0.09 for invisible watermarking. We have also proposed a modification to make the watermark
more robust.

Insertion of Watermark

The steps for watermark insertion are discussed below:

e The original image | (to be watermarked) and the watermark image W are reading. (Both the images may
be not of equal size).

The watermark image resize if necessary to make it size the same of host image.

The DCT coefficients for host image and watermark image are found out.

The value of embedding factor defined to be suitable for visible watermarking.

The DCT coefficient of the host image and watermark image is modified

Simulation result
Figure 6 shows the 512x512 gray scale cover image Lena and 512x512 watermark copyright.

thre 6: a) Host Image b) Watermark Image

After running code and achieve desired result five types of attacks applied to the watermarked image.
The attacked images are presented in Figure 7 together with the tools and parameters used for the attacks. The
number next to the label below each image denotes the SNR value. Figure 13 contains the watermarks extracted
from the watermarked for each of the attacks. The numbers next to the images are the SF values. According to
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Figure 7 and Figure 13, it is possible to note the resistance of watermarked image for each attack using either
subjective human evaluation or objective SF.

k4

JPEG 75: 88.1841

Bluring: 16.1210 Gaussian noise(0.025): 11.1045
Figure 7: Visible Watermarking

V1. CONCLUSION
In introduction we have general definition of digital image watermarking, our own work in

watermarking start in experimental analysis using DWT first we decompose the host image into four bands LL,
LH, HL and HH and we embedding the watermark in each band and with different values of QF and embedding
factor we note that at QF=100 and alpha=0.09 we can retrieval the watermark image with SF=1, Figure 5a show
watermarking image in different bands and we use SNR to compare between them, Figure 5b show extracted
watermark from each band also we use SF to compare between them. Applying different type of attacks on
watermarking image embedding on the LL band we record the result and note the effect of each type, LL band
more robust to JPEG compression and intensity adjustment.
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