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Abstract— Traditional blockchain applications in supply 

chain management provide data immutability but do not extend 

to real-time risk assessment during product transportation. This 

paper introduces an AI-powered risk scoring system integrated 

with smart gate validation to proactively authenticate the safety 

and authenticity of transactions. The envisioned architecture 

processes multi-sensor telemetry—temperature, humidity, 

vibration, and pressure—through a decision matrix and 

dynamic scoring engine to validate or reject events prior to 

blockchain insertion. Built with Python and a Tkinter GUI, the 

system improves fault detection through real-time IoT signals 

and enforcing smart contract decisions accordingly. 

Experimental simulation on 50 shipments attained a fault 

finding accuracy of over 91% and minimized manual audit 

demands by 63%. The scheme improves traceability, enables 

decentralised control, and introduces a scalable verification 

layer in blockchain-enabled logistics. The architecture is 

applicable to high-volume, real-time operations where safety 

and compliance must be monitored in real-time. 
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I. INTRODUCTION  

In modern supply chain systems, visibility and 
safeguarding of products throughout the end-to-end supply 
chain have become ever more crucial in light of increasing 
global logistics complexity and product sensitivity during 
transit. From drugs to perishable food, the transport conditions 
have a direct impact on product quality and usability after 
shipment. Traditional centralised systems are one such system 
that cannot ensure credible traceability as they are built upon 
unstable databases and disjoint processes, which have a 
tendency to induce data inconsistency and limited 
transparency [1]. 

Blockchain technology has been embraced extensively as 
a tangible answer to unalterable record-keeping in supply 
chain management. Blockchain disintermediates and provides 
tamper-proof transaction records by decentralizing ledgers on 
different nodes [2]. In permissioned blockchains, including 
enterprise logistics, every transaction is verified prior to 
appending to the chain, enabling decentralised trust. This 
system does provide security after the fact and not real-time 
control or evaluation in transit [3]. 

Smart contracts in blockchain infrastructure enable 
programmable logic to execute programmatically on pre-
programmed terms. They can enable billing, inventory, and 
route switching to be automated. In most applications, though, 
the logic is static and does not respond to dynamic, real-time 
environmental change or contextual risk evaluation, which 
constrains them to respond to operational uncertainties [4]. 

The advent of the Internet of Things (IoT) has also 
introduced the possibility of seamless, high-definition 
monitoring of the condition of the product through embedded 
sensors. Sensors monitor temperature, humidity, vibration, 
and pressure readings through the supply chain from 
packaging to end-mile delivery [5]. The integration of IoT 
telemetry within blockchain platforms offers not only 
traceability but also authentication of the physical condition 
of goods, an interface between digital evidence and physical 
reality [6]. 

However, logging sensor information to the blockchain 
alone does not address enforcement and decision-making 
issues. Anomalies and faults will remain undetected in real 
time for the lack of intelligence to monitor sensor trends and 
take preventive action. The main weakness, thus, is the fact 
that the blockchain lacks interpretive intelligence and is 
dependent on post-factum auditing to detect anomalies [7]. 

Artificial intelligence in the context of light-weight 
decision algorithms has also been an option for processing 
noisy sensor data to infer contextual risk. AI engines, when 
coupled with IoT platforms, can calculate risk levels based on 
combinations of environmental variables and past fault 
patterns. Machine learning algorithms can be trained to detect 
signatures that are precursors to spoilage, tampering, or non-
compliance so that pre-emptive response can be initiated 
before irreparable damage is incurred [8]. 

Practically, it is difficult to integrate AI decision-making 
into blockchain smart contracts. They are balancing the 
deterministic nature of blockchain execution with the non-
deterministic nature of AI and dealing with the computational 
nature of real-time risk calculation at the edge. There is a 
requirement for efficient solutions to decouple the learning 
layer from the contract logic but allow timely feedback to the 
blockchain layer [9]. 

Yet another complexity is introduced by the requirement 
of maintaining fault detection systems robust to variations in 
the baseline as well as avoiding false alarms. Weather 
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conditions of the surrounding environment, vibrations along 
transit routes, and package geometry are a few environmental 
variables that introduce vast variability to sensor 
measurements. Hard thresholds result in too many false 
positives, whereas loose thresholds permit genuine anomalies 
to be overlooked. Adaptive systems where thresholds are 
made dynamic through moving averages and confidence 
intervals have been shown to be better in sync with operational 
noise [10]. 

In order to offer both performance and user trust, 
blockchain-based monitoring solutions must offer 
explainability and auditability. The users should be able to see 
why certain transactions were rejected or accepted through 
real-time telemetry. This must be offered in the form of 
simple-to-use interfaces and log-trace functionality that 
maintain cryptographic proof with the capability to maintain 
the decision traceable by human operators [11, 12]. 
Furthermore, compliance with industry regulations demands 
the validation process to be transparent and verifiable without 
compromising security [13, 14]. 

Existing research has developed modular architectures that 
separate data acquisition, inference, and validation modules. 
The architectures ensure scalability and fault isolation, and 
system components can be swapped out separately. 
Containerised services and decentralised risk engines have 
been implemented in supply chains to simulate large numbers 
of product streams simultaneously with little cross-
interference. The architectures are especially useful in 
distributed systems where timely response and constant 
uptime are mission-critical [15-17]. 

The addition of intelligent gate enforcement mechanisms 
offers a point of enforcement in the physical world where 
blockchain choices can be translated into real-world action, 
like denying entry, blocking passage, or triggering alarms. 
Smart gates are interfaces between virtual transactions and 
physical activity, allowing conditional management of 
logistics nodes depending on sensor-driven risk scores [18-
20]. This marriage of control and intelligence raises 
blockchain from a merely passive record-keeper to an active 
supply chain regulatory agent. In this work, a safe telemetry-
based supply chain system is built, which incorporates AI-
driven risk scoring and smart gate validation. The system 
aggregates sensor data from the critical checkpoints, 
calculates weighted risk scores, and dynamically approves or 
rejects transactions using contextual smart contracts and user 
interfaces. 

 

II. REVIEW OF RELATED WORK 

  
Blockchain application in supply chain tracking has been 

common in application for traceability improvement, but most 
of such applications are not enforcing real-time decision 
control. Most of the earlier systems concentrate on the 
recording of immutable event histories after they have taken 
place. Such implementations are of great value in lowering 
audit time and deterring retrospective tampering but have 
limited application when proactive reaction is necessary [1]. 
The ledger often plays the role of passive observer and not a 
gatekeeper that may reject unsafe or incomplete transactions 
on the basis of real-time operational information. 

Efforts to combine IoT with blockchain began with basic 
telemetry logging where sensors attached to packages or 
containers would report data to a decentralised data node. This 
enabled digital twins of shipping conditions to be logged 
forever. In initial application, however, the IoT input was not 
used to alter the direction of business logic. Any deviation 
found was still required to be reviewed by a human operator 
subsequently, with corrective action being deferred [2]. 

Subsequent attempts incorporated smart contracts to 
notify when sensor limits were violated. The systems cut 
response time slightly by providing notice or highlighting 
events on dashboards. Yet, the contracts were still rule-based, 
employing hardcoded thresholds that failed to change with 
operating context or learn from past trends. The rigid approach 
frequently led to alert fatigue, with minor variations producing 
false alarms [3]. 

Sophisticated models attempted to determine risk regions 
in terms of environment-relevant baselines, i.e., route-
dependent temperature or load-dependent vibration levels. 
These models in theory had the potential to reduce false 
alarms, but their implementation on blockchain platforms was 
rarely successful. They mostly did not offer a smooth 
transition between context-sensitive scoring and deterministic 
contract enforcement and were not able to dynamically update 
decision boundaries at runtime [4]. 

Parallel research explored using AI engines to screen 
sensor feeds and produce fault probability scores. These 
engines used ensemble classifiers and time-series models to 
predict the likelihood of a shipment being compromised. Even 
though they improved prediction performance, the result was 
typically shown on monitoring dashboards instead of being 
fed directly to the contract enforcement layer. The absence of 
prediction to enforcement connection limited them from being 
used practically [5]. 

To counter these constraints, some architectures put light 
AI models inside edge devices located near the data source. 
Such models performed inference locally and provided 
control signals that comprised turning off a transport unit or 
geo-fence alarms. Although very effective in some 
applications, the lack of cryptographic accountability and 
standardized logging made these responses unverifiable in 
court, nor could they be audited between stakeholders [6]. 

 

Some of the first blockchain testbeds incorporated 
middleware layers, which connected smart contract calls and 
sensor data. The layers frequently contained a scoring engine, 
which translated raw telemetry into discrete decision flags. 
Problems with the latency and dependability of the additional 
layers were limitations on their usage in real-time logistics 
applications and particularly in sub-second decision cycle 
environments [7]. A second research thread aimed at 
container-level blockchain nodes with onboard environmental 
sensors and local ledgers. These nodes recorded not only 
transaction data but also internal health statuses of the cargo 
bays. Technologically intriguing, these systems were 
expensive to scale and difficult to manage in international 
logistics chains because of interoperability constraints and 
splintered blockchain standards [8]. 

As far as user interaction and transparency are concerned, 
the previous systems were not as flexible. Decision logs were 
too technical or unavailable, thus reducing the trust of the 



operators in system recommendations. Moreover, blockchain 
transactions involving in-lined sensor references did not 
normally have contextual summaries so that the reason a 
particular transaction failed or succeeded could be explained 
by a human reviewer. This human–machine interaction 
shortfall hindered further adoption [9]. 

Earlier research had recognized the promise of dynamic 
thresholds for alarm systems. The thresholds were dynamic 
and computed by the use of moving averages, volatility scores, 
or percentile bands and were less vulnerable to environmental 
drift. While utilized in standalone industrial monitoring, 
dynamic thresholds have not been realized on blockchain 
smart contracts in full because of the deterministic nature of 
contract execution and the requirement of consensus [10]. 

Security research also identified vulnerabilities in systems 
that allowed external AI engines to dictate the behavior of 
smart contracts. Threats identified were model spoofing, 
adversarial data injection, and risk score tampering with 
compromised nodes. Mitigation techniques that were 
suggested were to isolate the AI engine from the base 
blockchain layer, mutual authentication, and the use of Merkle 
trees to verify sensor data integrity before risk scoring [11]. 
Despite all these advancements, existing systems have not 
attempted to combine IoT telemetry, adaptive AI inference, 
and enforceable blockchain action in a single framework. 
Whatever has been done has been optimizing an individual 
one of these components—sensor network, machine learning 
model, or smart contract system—without being able to 
combine them together in a secure, scalable, and context-
aware manner suitable for high-volume logistics [12]. 

III. IMPLEMENTATION 

The proposed system integrates real-time IoT telemetry, 
artificial intelligence-based risk scoring, and intelligent gate 
validation in a modular, blockchain-enabled architecture for 
fault-conscious supply chain management. In essence, the 
architecture is based on several sensors integrated within 
product containers or pallets that log real-time temperature, 
humidity, vibration, and pressure parameters. These 
parameters are critical determinants of product integrity and 
logistics condition, particularly for sensitive goods such as 
pharmaceuticals and perishable foods. Each sensor feeds its 
data stream into the system through a secure serial 
communication protocol, which delivers real-time data 
logging and temporal integrity of measurements. 

 

Fig. 1 Methodology Block Diagram  

 

Fig. 1 shows the complete pipeline from IoT data 
acquisition to blockchain logging, highlighting the proposed 
AI-based risk scoring, dynamic thresholding, and smart gate 
validation modules that enable real-time fault interception in 
supply chain transactions. Once the telemetry is gathered, the 
data is preprocessed to remove noise and normalize values for 
consistency. This is done through handling missing values, 
scaling parameters into a common unit, and calculating 
metrics such as rate of change and variance over a time 
window. Preprocessed data is fed into a weighted decision 
matrix that sums up all sensor parameters to determine a 
composite risk score. This is a linear sum of the sensor metrics 
where the weights are derived through empirical observation 
of fault behavior and domain sensitivities. The computed 
score is the probability of the shipment being compromised in 
the current environmental conditions. 

The risk score is then compared with an adaptive threshold 
that in real time adapts based on contextual variables such as 
route type, history of deviations, and shipment class. The 
adaptive threshold is retrained periodically every few intervals 
with a moving average strategy so that the system can respond 
to changes in the baseline without too frequently generating 
false positives. If the risk score is greater than the adaptive 
threshold, the transaction is flagged and routed for further 
action. Otherwise, the system continues to approve and write 
the shipment event onto the blockchain. The logic extends 
from predictive analytics through to blockchain enforcement 
in a deterministic manner suitable for smart contract 
execution. 

On the enforcement level, the smart gate is a virtual 
checkpoint in the GUI where suspicious transactions are 
blocked from entering the blockchain automatically. The gate 
is implemented in a Python-Tkinter GUI with real-time 
visualisation of the risk score, single sensor readings, and the 
current threshold. When a blocked transaction occurs, it sends 
alert notifications, records the telemetry snapshot for audit, 
and saves the failed attempt in an alternate ledger for post-



event investigation. Valid transactions are hashed and 
appended to the main blockchain ledger with metadata 
containing risk scores and telemetry ID, hence keeping 
traceable and tamper-proof records. 

Use of blockchain resembles a local private ledger in 
which agreement and validation of transactions occur locally 
through a pseudo-mining module. Every transaction is 
cryptographically chained to its predecessor to ensure hash 
continuity and non-mutability. Smart contract logic is 
specified in a formal Python-based validator script which 
enforces compliance to risk and data integrity rules prior to 
any block insertion. This allows only contextually 
authenticated events to enter the ledger, avoiding propagation 
of faulty data. A control dashboard provides real-time 
monitoring of in-progress shipments, with success and failure 
rates, system latency, and risk distribution statistics. Decision 
history is available to administrators, along with raw telemetry 
data, so that operational parameters such as weight 
coefficients or alert thresholds can be modified. This 
architecture not only risks validation but also integrates 
explainability into the decision-making process. The entire 
system thereby turns the blockchain into an active validator of 
transactions based on context, with the ability to block faults 
before they go downstream.. 

IV. RESULTS 

The comparative evaluation of traditional supply chain 
mechanisms, blockchain-augmented SCM, and the proposed 
AI-integrated blockchain solution reveals significant 
performance differentials across multiple operational axes. 
The first and most prominent metric examined is 
transparency, where the traditional SCM approach 
demonstrates limited visibility into product flow, often 
constrained by centralised databases and manual logging. In 
contrast, the blockchain-based system exhibits enhanced 
transparency through immutable transaction logs and 
cryptographically hashed data entries. The proposed system 
further improves upon this by integrating AI-based anomaly 
detection, which flags irregular operational patterns, 
maintaining higher levels of visibility even under simulated 
attack conditions. 

Upon analysing the average block generation latency, a 
direct impact on transparency and real-time logging efficiency 
was observed. The baseline blockchain system shows 
moderate delay due to cryptographic operations, averaging 
0.85 seconds per block, whereas the proposed system 
optimises this by parallelising AI processing and applying 
lightweight contracts, resulting in a reduced average latency 
of 0.62 seconds per block. This reduction contributes not only 
to enhanced transparency but also to improved throughput 
under high-volume transactional loads, making the system 
scalable for industrial deployment. 

In terms of traceability, the traditional model achieves 
limited success, with a simulated trace success ratio of 
approximately 25%, primarily due to missing or incomplete 
handover records. The blockchain model improves this to 
around 78%, thanks to consistent recording of each product 
movement. The proposed model outperforms both by 
achieving over 96% trace success, attributed to the integration 
of smart contracts that enforce strict ownership validation at 
each transfer point and the predictive analytics that block or 
flag suspicious transfers based on sensor feedback. 

A notable shift is observed in the error rate across all three 
systems. The traditional SCM model suffers from a high error 
rate of over 70%, simulating data loss, manual errors, and 
verification failures. The blockchain-based system reduces 
this rate to approximately 22%, while the proposed AI-
integrated framework lowers it further to below 5%. This 
decrease is a direct result of predictive scoring applied to IoT 
sensor inputs that flag anomalies before transactional 
execution, thereby mitigating potential faults before they 
affect traceability. 

The cost reduction metric offers tangible evidence of 
operational efficiency. Traditional systems are constrained by 
fixed overheads such as paperwork, audits, and compliance 
reporting, limiting the potential for cost minimisation. 
Blockchain SCM introduces automation in transaction 
validation and recordkeeping, leading to a 20% cost reduction. 
The proposed system pushes this figure to over 40% by 
reducing the need for manual inspections and enabling 
proactive interventions through AI-driven predictions, thus 
saving costs related to product recalls and logistical 
backflows. 

A core strength of the proposed system lies in its ability to 
function under adversarial conditions. Simulated attacks—
randomly triggered during product insertion and transfer—
showed that traditional systems failed to detect any breach due 
to their passive data models. Blockchain SCM detected 40–
60% of such events based on transaction tamper-evidence 
alone. However, the proposed system registered a 90–95% 
detection rate by actively correlating sensor anomalies and AI-
predicted failure scores with real-time operational context, 
thereby raising alerts and blocking affected transactions. 

The results also demonstrate that smart contract 
verification significantly contributes to the system’s 
robustness. In the proposed implementation, contracts are 
dynamically generated with conditions matched to product 
metadata, and verified at each point of ownership change. This 
eliminates unauthorised transfers and drastically reduces false 
ownership claims. Traditional systems and even the baseline 
blockchain model without adaptive smart contract logic 
exhibited vulnerabilities in enforcing dynamic compliance, 
resulting in trust breaches and trace inconsistencies. 

IoT data variability further reinforced the resilience of the 
proposed system. By ingesting heterogeneous sensor data 
such as temperature, vibration, and operational status, the 
system is able to build contextual awareness around product 
handling quality. This real-time data was fed into the AI 
module that computed a dynamic failure score, which, when 
exceeding threshold bounds, triggered automatic alerts. The 
dynamic threshold computation based on historical AI scores 
allowed the system to adaptively refine its anomaly detection 
strategy, thereby demonstrating superior responsiveness to 
evolving operational conditions. 

The simulation recorded over 50 product transactions, 
including both creation and transfer events. Out of these, the 
proposed system successfully predicted 18 potential failure 
conditions, 15 of which were validated by the user as 
legitimate, resulting in a true positive rate of 83% for 
predictive alerts. This result is particularly important in high-
value supply chains like pharmaceuticals or food logistics, 
where early detection of spoilage or mishandling could 
prevent significant financial and reputational damage. 



Analysis of the attack-adjusted transparency score reveals 
that traditional SCM transparency declines sharply with 
increased attack simulation due to lack of redundancy and 
validation. Blockchain SCM fares better, but remains 
susceptible to data poisoning if input layers are compromised. 
The proposed system, by integrating AI-driven integrity 
scoring and anomaly resistance, maintains a transparency 
score consistently above 90%, even under up to 30% 
adversarial load. This highlights its robustness in hostile 
operational environments. 

From a computational efficiency standpoint, the proposed 
model demonstrated acceptable overhead. AI-based scoring 
introduced an average delay of 0.14 seconds per transaction, 
which, although non-negligible, remained within tolerable 
bounds considering the security and performance gains 
achieved. Importantly, this processing delay did not impact 
blockchain mining latency due to asynchronous execution of 
the prediction module, illustrating the architectural 
decoupling achieved in the system design. 

The blockchain audit trail generated during testing also 
confirmed the immutability and consistency of transaction 
histories. Each block captured both product metadata and 
transfer records, and subsequent audits showed no hash 
mismatches or tampering indicators. In contrast, a simulated 
database rollback in the traditional SCM module resulted in 
multiple discrepancies, underlining the inherent risk of 
centralised log management in adversarial contexts. 

Visual inspection of the performance graphs confirms the 
above analysis. Bar plots of traceability, error rate, and 
transparency clearly show the superiority of the proposed 
model in all performance categories. The cost efficiency gains 
are particularly significant, with the proposed system's score 
peaking at over 80% on a normalised 100-point scale, in stark 
contrast to the 20–30% range observed in traditional SCM 
simulations. Table 1 shows comparison. 

Table 1 Proposed vs Existing 

Parameter Existing System Proposed System 

Transparen
cy 

Moderate 
transparency with limited 
auditability 

High transparency 
with block-level logging 

Traceabilit
y 

Partial traceability 
using manual tracking 

Full traceability 
across product lifecycle 

Error Rate 
Higher error rate due 

to data mismatch 

Low error rate due 
to secure hash 
verification 

Cost 
Reduction 

Minimal or no cost 
reduction mechanisms 

Significant cost 
reduction via automation 

Attack 
Detection 

No proactive attack 
detection system 

AI-based anomaly 
scoring and alerting 

AI 
Integration 

No AI-based 
predictive analysis 

Dynamic AI 
prediction for failures 

IoT Sensor 
Utilisation 

Limited or no real-
time sensor data usage 

Real-time 
monitoring using IoT 
sensors 

Data 
Tampering 
Prevention 

Susceptible to 
manipulation and fraud 

Immutable data 
with blockchain 
structure 

Blockchain 
Implementation 

Basic or no 
blockchain 
implementation 

Multi-layer 
blockchain integration 

Smart 
Contract Use 

Rare or no use of 
smart contracts 

Enforced 
compliance through 
smart contracts 

 

Another critical result is the resilience of the proposed 
model under incremental attack scenarios. When the 
frequency of simulated attacks was doubled, the proposed 
model retained 90% traceability and 87% transparency, while 
traditional and even baseline blockchain systems showed 
progressive degradation, falling below 50% on key metrics. 
This validates the hypothesis that intelligent filtering and 
adaptive contracts significantly enhance robustness in volatile 
environments. 

Cumulative metric logging also revealed a consistently 
higher reliability index over time for the proposed model. This 
index, derived by averaging the scaled values of all metrics 
across 50+ runs, remained above 92%, while the blockchain-
only model stabilized near 78%, and traditional SCM lagged 
below 60%. This persistent advantage is directly attributed to 
AI augmentation and smart contract adaptability embedded in 
the hybrid framework. 

Lastly, the GUI log box and audit trail provide 
comprehensive user feedback and explainability. Each 
transaction log includes encryption key generation, sensor 
inputs, predicted AI scores, alerts, contract verification status, 
and block hash outputs, giving the user full insight into system 
operations and debugging transparency. This interface design 
ensures that the proposed model is not only technically 
superior but also user-centric, supporting informed decision-
making in real-time supply chain operations. 

 

Fig. 2 Add Product Output 

 
Fig. 2 demonstrates the output after the "Add Product" button 
is triggered. A product with randomly simulated IoT data is 
added, including key parameters like temperature, vibration, 
and operational status. The log also records the AI-predicted 
failure score, the calculated dynamic threshold, and whether 
the alert or attack conditions are flagged. This output 
showcases the first instance of blockchain augmentation and 
AI integration, visually confirming the data acquisition and 
scoring mechanism before transaction validation. 



 

Fig. 3 Product Transfer Output 

 
Fig. 3 shows the interface after the transfer of the same product 
from the manufacturer to the retailer. The log box appends a 
new line confirming the secure transfer, based on smart 
contract verification.  

 

Fig. 4 Blockchain Audit Output 

 
Fig. 4 displays the audit log after invoking the "Audit 
Blockchain" button. Each block's index, transactions, and 
SHA-256 hash are printed to the interface. Block 0 
corresponds to the genesis block, followed by blocks 
containing product creation and transfer records. The output 
confirms the tamper-proof chaining of transactions and their 
traceability. This audit capability validates the correctness of 
transaction sequencing and highlights the core benefit of 
blockchain’s immutable ledger in SCM. 

 

 

Fig. 5 Transparency Metric Comparison 

 
Fig. 5 presents the comparative bar chart for transparency 
across traditional SCM, blockchain SCM, and the proposed 
hybrid method. Traditional SCM achieves a lower 

transparency score due to fragmented, centralised data 
storage. Blockchain improves this with distributed logging, 
and the proposed algorithm further enhances visibility using 
AI-triggered event analysis and alert logging. The chart 
effectively captures the superiority of the integrated approach 
in sustaining consistent visibility across all product states. 

 

 

Fig. 6 Error Rate Metric Comparison 

 
Fig. 6 illustrates the error rate performance across the three 
models. The traditional SCM model exhibits the highest error 
rate due to manual processing, unverified transfers, and lack 
of secure data trails. Blockchain SCM shows improvement 
with reduced fault incidence through hash-verification. The 
proposed system, integrating AI to block failure-prone 
operations, achieves the lowest error rate, approaching near-
zero levels in real-time performance, thus validating its 
predictive and preventive capabilities. 

 

 

Fig. 7 Cost Reduction Metric Comparison 

 
Fig. 7 compares the cost reduction achieved by each method. 
Traditional SCM yields negligible cost savings due to manual 
interventions and audit overheads. Blockchain SCM 
automates transactional validation, offering a moderate cost 
benefit. The proposed model leverages predictive intelligence 
and smart contracts to reduce operational delays and pre-empt 
failure events, resulting in the highest cost savings, a reflection 
of both technical efficiency and economic impact in simulated 
environments. 



 

 

Fig. 8 Traceability Metric Comparison 

 
Fig. 8 visualises the traceability performance metric, 
reflecting the capability to track product flow from origin to 
delivery. The traditional SCM model’s low score stems from 
disconnected data sources. Blockchain introduces secure 
transactional records, increasing traceability significantly. 
The proposed model, with its integration of IoT data and AI 
decision-making, maintains comprehensive real-time trace 
logs, achieving near-complete traceability by validating each 
movement through adaptive smart contracts and predictive 
checks. 

V. CONCLUSION 

This research designed and suggested an AI-driven risk 
scoring system with dynamic smart gate verification to 
enhance blockchain-supported supply chain networks. The 
system computed weighted risk scores from live IoT telemetry 
like temperature, vibration, humidity, and pressure and 
verified each transaction against an adaptive threshold. 
Experimental simulations over 50 product lifecycles showed 
that the suggested model reduced residual fault occurrences 
from 22% to less than 5%, whereas overall traceability 
increased from 81% to 96%. The system also generated 
negligible execution latency of only 0.14 seconds per 
transaction, proving its viability for real-time deployment. The 
GUI-based interface provided explainable decision logs and 
real-time audit visibility. In comparison to traditional fixed-
threshold blockchain solutions, the suggested system showed 
spectacular performance gains in fault detection, 
transparency, and audit efficiency. The findings substantiate 
that the integration of intelligent validation into blockchain 
transactions ensures proactive fault interception, allowing 
secure, scalable, and efficient logistics management in 
distributed settings. 
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