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Enhancing Supply Chain Efficiency through Blockchain Technology

Name

ABSTRACT

The increasing complexity of global supply chains has highlighted critical challenges in
traceability, transparency, cost-efficiency, and error minimisation across operational
workflows. Traditional supply chain models, largely dependent on centralised record-
keeping and manual data entry, suffer from limited visibility, susceptibility to data tampering,
and poor responsiveness to disruptions. To overcome these limitations, the present work
introduces an integrated framework that combines blockchain technology, artificial
intelligence (Al), and Internet of Things (loT) to deliver a resilient, intelligent, and

decentralised supply chain management (SCM) system.

This research implements a private blockchain that immutably records each product's
lifecycle events—from creation to transfer—along with dynamically updated 10T telemetry
data. Smart contracts embedded within the blockchain are designed to enforce context-aware
transfer policies, ensuring that only validated transactions are appended to the chain. To
enhance adaptability and data quality, each product is associated with real-time sensor
readings including temperature, vibration, and status indicators. These inputs are analysed
by an Al-based predictive engine that computes a failure likelihood score and compares it
with a dynamically evolving threshold, thereby preventing vulnerable transactions before

execution.

In comparison to conventional SCM models, the blockchain-only system shows substantial
improvement in multiple dimensions. Traceability improves from a mere 1% in the
traditional approach to 50% with blockchain augmentation. However, the introduction of Al-
enhanced validation and smart contract logic in the proposed system elevates traceability
further to 99%. Similarly, error rates drop dramatically—from 99% in legacy systems to 50%

in blockchain-enabled SCM, and down to only 1% when the predictive analytics module is
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incorporated. These results indicate a 98% reduction in operational errors when using the

proposed hybrid model.

Cost reduction, a pivotal factor in large-scale logistics networks, also reflects the efficiency
of decentralised automation. While traditional systems exhibit negligible cost optimisation
(about 1%), blockchain-based operations yield a 20% cost reduction through automated
logging and verification. The proposed system demonstrates an even greater impact,
achieving up to 52% reduction by proactively detecting disruptions, eliminating redundant
inspections, and minimising delayed shipment liabilities through predictive Al forecasting

and secure 0T data logging.

Transparency metrics further confirm the robustness of the integrated model. The average
transparency score for traditional systems remains at 82.7% due to limited auditing
capabilities and fragmented databases. Blockchain models raise this to 99% through tamper-
proof decentralised logs, and the proposed system maintains this upper-bound transparency
even under adversarial attacks by coupling Al alerts with smart contract enforcement.
Additionally, real-time attack simulation confirms that the system can retain transparency
and traceability under up to 30% attack injection without metric degradation, indicating

strong fault tolerance and resilience.

Overall, the proposed Al-loT-Blockchain integrated supply chain system redefines the way
supply logistics are managed. By combining cryptographic security, predictive intelligence,
and real-time sensor feedback, it achieves significant improvements across all key
performance indicators—up to 98% error reduction, 52% cost saving, and 99% traceability
and transparency. The implementation not only demonstrates technical feasibility through a
GUI-driven Python application but also offers a future-ready model adaptable to global,
distributed, and cyber-physical supply networks.

@ vi
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CHAPTER 1
INTRODUCTION

1.1 INTRODUCTION

Supply Chain Management (SCM) encompasses the end-to-end coordination of materials,
information, and financial resources as they move from supplier to manufacturer to
wholesaler to retailer and finally to the consumer. Efficient SCM is critical for reducing
operational costs, minimising delays, and ensuring the timely delivery of goods. However,
traditional SCM systems often struggle with visibility gaps, data inconsistencies, and the lack
of tamper-proof tracking mechanisms across the supply chain. These limitations result in
inefficiencies, increased risks, and vulnerability to fraud and cyber-attacks, especially in

complex multi-stakeholder environments.

Conventional SCM frameworks typically rely on centralised databases and manual
documentation, which restrict real-time access to trustworthy data. This centralised nature
increases susceptibility to single points of failure and makes auditing and accountability
difficult. In sectors such as pharmaceuticals, food logistics, or critical component
manufacturing, the inability to trace the source of contamination or delay can have severe
safety, regulatory, and economic consequences. Consequently, there is a growing need for
decentralised, transparent, and automated supply chain frameworks that can mitigate these

risks.

Recent technological advancements offer promising alternatives. The integration of
blockchain technology into SCM provides an immutable and decentralised ledger that
records every transaction securely and transparently. This enables all stakeholders—
suppliers, manufacturers, distributors, and end-users—to access a verifiable, shared history
of the product life cycle. Each product transfer or event is recorded as a distinct transaction,
cryptographically secured, and appended to the chain, ensuring data integrity without

reliance on a central authority.

Further enhancement is achieved through the incorporation of Internet of Things (loT)
sensors, which collect real-time physical parameters such as temperature, vibration, and
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equipment status. These parameters play a crucial role in monitoring the operational health
of machinery, environmental conditions during logistics, and compliance with storage
guidelines. The sensor data forms a continuous stream that feeds into the digital supply chain,

ensuring up-to-date monitoring and reducing the scope for manual errors or omissions.

Artificial Intelligence (Al) models are increasingly applied to interpret the vast volumes of
loT data. By identifying anomalies and predicting potential failures, Al contributes to a
proactive and predictive SCM approach. Algorithms trained on historical trends assess the
likelihood of component breakdowns or environmental breaches and enable dynamic
recalibration of safety thresholds. These predictive insights are particularly valuable in

reducing maintenance costs and averting unplanned downtimes.

Smart contracts deployed over the blockchain architecture further automate the SCM process.
These programmable logic scripts execute pre-defined conditions, such as verifying product
origin, initiating maintenance requests, or validating a successful product transfer. The result
is a self-regulating system that eliminates the need for intermediaries, accelerates decision-

making, and ensures contractual compliance across distributed supply networks.

The convergence of blockchain, 10T, and Al culminates in a robust and intelligent SCM
architecture capable of real-time auditing, predictive analytics, and autonomous control. The
dynamic threshold mechanism, attack simulation, and real-time metric evaluation introduced
in this system offer a significant advancement over static blockchain implementations. Each
supply chain entity can be evaluated based on performance metrics such as transparency,
traceability, cost reduction, and error rate, providing measurable evidence of system

resilience and efficiency.

By adopting this hybrid framework, supply chains can transition from linear, opaque models
to decentralised, data-rich ecosystems. The approach reflects a paradigm shift from merely
recording transactions to intelligently managing assets and pre-empting disruptions, offering

a future-ready model aligned with Industry 4.0 objectives.
1.2 SUPPLY CHAIN MANAGEMENT

Supply Chain Management (SCM) represents the strategic orchestration of the flow of goods,

services, information, and finances across the entire lifecycle of a product or service,
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beginning with raw material acquisition and ending at final delivery to the consumer. It
involves the integration of key business functions and processes across multiple
stakeholders—suppliers, manufacturers, logistics providers, retailers, and customers. The
central objective is to enhance overall system efficiency, optimise cost structures, and meet

customer expectations in terms of delivery time, quality, and service levels.

SCM systems traditionally depend on centralised data repositories and manual coordination,
which introduces latency, fragmentation, and inaccuracies. These legacy models are
especially vulnerable in scenarios involving multiple intermediaries or cross-border
transactions, where lack of real-time visibility and trust can lead to counterfeiting, diversion,
or operational inefficiencies. Moreover, conventional methods lack the traceability needed
for ensuring regulatory compliance, particularly in sectors such as food safety,

pharmaceuticals, and high-value electronics where chain-of-custody information is critical.

Modern SCM strategies emphasise visibility, agility, and data-driven decision-making. The
need to shift from reactive to proactive and predictive systems has grown with increasing
complexity in global trade and logistics. Real-time monitoring of logistics processes, data
provenance, and authenticated record-keeping are becoming foundational to next-generation
SCM frameworks. In this context, digital transformation technologies such as Blockchain,

Internet of Things (1oT), and Atrtificial Intelligence (Al) have emerged as key enablers.

Blockchain introduces decentralisation, immutability, and distributed consensus mechanisms
into SCM workflows. By leveraging blockchain, every transaction or state change involving
a product can be logged as a cryptographically signed block in a shared ledger. This provides
all participants with a tamper-proof, time-stamped record of events that can be audited
independently without the need for a central authority. As a result, it enhances trust, reduces
administrative overhead, and mitigates the risk of fraud or data manipulation.

The role of 10T in SCM lies in its ability to provide continuous and granular monitoring of
environmental and operational parameters. Sensors embedded in shipping containers, factory
equipment, or individual products collect data such as temperature, humidity, vibration, and
location. This data helps in tracking not only the movement but also the condition of goods

throughout the supply chain. For example, real-time temperature monitoring can ensure cold
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chain integrity for perishable items, while vibration analysis may help in predictive

maintenance of logistics equipment.

Artificial Intelligence further augments SCM by applying learning models to identify trends,
detect anomalies, and forecast potential disruptions. In the implemented system, Al models
utilise 10T sensor data to generate predictive scores that assess the risk of component failure
or process deviation. These scores are then evaluated against dynamically computed
thresholds that adapt based on historical trends and risk sensitivity, allowing the system to

issue preemptive alerts and reduce response time to issues.

Smart contracts, deployed as part of the blockchain infrastructure, enforce predefined rules
without requiring manual intervention. These contracts automatically verify transaction
parameters, validate origin and destination authenticity, and execute actions such as part
ordering or payment processing upon the fulfilment of specified conditions. This automation

ensures faster cycle times, minimises human error, and strengthens compliance adherence.

By combining these technologies, the current system introduces a layered, intelligent, and
self-verifying SCM model. It enables traceability from origin to destination, monitors assets
in real time, and evaluates key performance indicators such as transparency, traceability,
error rate, and cost savings dynamically during execution. Attack simulations further test the
system’s resilience under malicious interference, offering insights into its operational

robustness.

This multidimensional integration reflects a significant evolution in SCM—from a cost-
centre-focused function to a data-intelligent, decentralised decision-support ecosystem. It
demonstrates how emerging technologies can be operationalised to achieve real-time
accountability, risk mitigation, and performance optimisation across complex and globally
distributed supply chains.

The increasing complexity and globalisation of supply chains have intensified the need for
secure, traceable, and efficient management systems. Traditional supply chain models often
suffer from fragmentation, lack of transparency, and susceptibility to fraud or data
manipulation. These issues create significant barriers to achieving operational visibility and

trust among stakeholders, particularly when multiple third parties are involved. According to
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the research proposals, the inefficiencies in traditional SCM systems lead to escalated
operational costs and frequent delays, which in turn affect product quality and customer
satisfaction.

Blockchain technology offers a paradigm shift in managing supply chain transactions. Its
inherent characteristics—immutability, decentralisation, and transparency—enable real-time
verification and traceability of transactions without the need for intermediaries. The base
paper highlights how blockchain can mitigate information asymmetry and ensure that each
participant in the supply chain network has access to a single version of the truth. This not
only streamlines decision-making but also enhances accountability among manufacturers,

suppliers, and retailers.

Furthermore, the integration of smart contracts in blockchain networks automates execution
based on predefined conditions, thereby reducing human intervention and the risk of errors.
The documents emphasise how such automation significantly accelerates supply chain
workflows. For example, once a product shipment is confirmed through 10T sensor data, a
smart contract can automatically trigger payment to the supplier. This level of automation
not only improves efficiency but also fosters trust among unacquainted entities transacting
in the supply chain ecosystem.

Despite the advantages, existing blockchain-based supply chain systems are often criticised
for being static in nature. They usually operate with predefined rules and thresholds that do
not adapt to real-time contextual changes. The proposal document points out that such
rigidity limits their responsiveness to emerging threats, such as cyberattacks or operational
anomalies. Therefore, integrating Artificial Intelligence (Al) becomes essential to introduce
predictive analytics into blockchain-based SCM systems, enabling dynamic adjustments in

risk thresholds, maintenance triggers, and operational decisions.

The proposed work addresses this gap by incorporating Al models that analyse real-time
sensor data to predict equipment failures and operational risks. These predictions inform
smart contracts deployed on the blockchain, which then adjust decision-making thresholds
dynamically. This hybrid architecture, as explained in the "New Document Research Fast"
PDF, enhances responsiveness, reduces downtime, and supports proactive maintenance—

ultimately resulting in a more resilient and adaptive supply chain system.
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IoT plays a foundational role in this architecture by providing continuous data streams from
the physical supply chain environment. Sensors deployed on machinery or product packages
capture metrics such as temperature, vibration, and operational status. The Al model
processes this data to compute the likelihood of failures or deviations from optimal
performance. The Sample Research Document states that loT-enabled visibility not only
enhances monitoring precision but also ensures data authenticity, especially when coupled

with blockchain-based timestamping.

:_.-a

Figure 1.1 Tradition SCM vs Blockchain SCM

This figure 1.1 illustrates a comparative representation between a traditional supply chain
model and a blockchain-integrated supply chain. On the left, the traditional SCM architecture
depicts a linear flow of information and goods between multiple disconnected entities such
as manufacturers, logistics providers, regulatory bodies, and retailers. The absence of a
central verification mechanism leads to fragmented data, reduced transparency, and increased
risk of fraud or miscommunication. Conversely, the right side visualises a blockchain-
enabled SCM where all entities are interconnected through a decentralised ledger symbolised
by the chain link. This integration ensures real-time access to immutable records for all
participants, enhancing traceability, data integrity, and auditability across the supply
network. One of the critical innovations in this work is the introduction of dynamic threshold
contracts. These are smart contracts whose decision logic evolves based on historical trends
and real-time Al predictions. Unlike static rules, dynamic contracts adjust operational
parameters to reflect the changing risk profile of the supply chain. For instance, the system

can increase inspection frequency if a predictive model detects a rise in failure probability.

Z"—.I turnltln Page 25 of 81 - Integrity Submission Submission ID trn:oid:::3618:101172141



z'l-.l turnitin Page 26 of 81 - Integrity Submission Submission ID trn:oid::3618:101172141

Such adaptability, derived from the insights in the proposal document, ensures optimal

balance between operational efficiency and risk mitigation.

Security remains a pivotal concern in modern SCM systems, particularly with rising
incidences of data tampering and cyberattacks. The proposed framework simulates attacks
and adjusts its transparency metrics based on the occurrence and impact of such threats. As
described in the base paper, this simulation helps assess the robustness of the system under
adversarial conditions, reinforcing its utility for high-stakes industries such as

pharmaceuticals, electronics, and defence logistics.

Performance evaluation of the proposed system is conducted through comparative analysis
of key metrics such as transparency, error rate, cost reduction, and traceability. Real-time
simulations and operations are used to generate these metrics without relying on static or
hardcoded values. This methodological approach ensures that results reflect realistic
operational conditions, adding credibility and practical value to the findings. The research
documents support the need for such a practical performance evaluation to validate

theoretical benefits.

In conclusion, the integration of blockchain, 10T, and Al technologies forms a comprehensive
solution that addresses the core limitations of traditional SCM systems. By combining
immutable data recording with intelligent analytics and real-time monitoring, the proposed
framework introduces a novel approach to supply chain optimisation. The supporting
documents underscore the importance of such multi-technology convergence for building
future-ready supply chains capable of withstanding operational uncertainties and cyber

vulnerabilities.
1.3 MOTIVATION

The exponential growth of global commerce and industrial digitisation has amplified the need
for robust and efficient supply chain mechanisms. As enterprises expand across geographies,
managing complex logistics networks, ensuring timely delivery, and maintaining product
authenticity have become increasingly challenging. Traditional systems, dependent on
central databases and human coordination, suffer from latency, fragmentation, and lack of

verifiability. These inefficiencies can lead to massive economic losses, especially when
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supply chains are disrupted due to unforeseen events such as cyberattacks, environmental

disasters, or supplier malpractices.

A key motivating factor behind the development of an intelligent supply chain system is the
demand for real-time traceability. Industries such as pharmaceuticals, agriculture, and
consumer electronics require continuous monitoring and verification of product handling
conditions. In these domains, any compromise in integrity—such as exposure to
unfavourable temperatures or counterfeiting—can result in not only financial damages but
also health and safety risks. This drives the need for systems capable of maintaining

transparent records, verifying authenticity, and issuing early warnings.

Recent advancements in blockchain technology have opened new avenues to tackle these
limitations. Blockchain’s inherent properties—decentralisation, immutability, and
distributed consensus—offer a foundational architecture that ensures data integrity without
reliance on a central authority. This guarantees a tamper-proof log of all supply chain events,
which is particularly beneficial in environments involving multiple stakeholders who may
not fully trust one another. The motivation here stems from blockchain’s ability to build

transparency and accountability across all levels of the supply network.

However, blockchain alone cannot fulfil the real-time operational requirements of modern
logistics. Hence, the integration of loT-based sensor networks emerges as a critical
enhancement. Sensors can gather and transmit data such as temperature, vibration, and device
status continuously, providing actionable insights into the state of goods and machinery.
These insights are vital for predictive maintenance and anomaly detection, especially in high-
value or sensitive product categories. The motivation to employ 10T lies in its potential to
reduce downtime, prevent spoilage, and optimise logistical flow through constant

monitoring.

Artificial Intelligence further strengthens this ecosystem by enabling dynamic analysis and
decision-making based on sensor-derived data. Motivated by the need for intelligent
predictions and adaptive responses, Al models are utilised to score the likelihood of system
failure, equipment degradation, or operational bottlenecks. This predictive capability shifts

the paradigm from reactive to proactive maintenance, enhancing system reliability and
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performance. Unlike rule-based systems, Al adapts and learns from past data, improving the

precision of failure forecasts over time.

Another pressing challenge in conventional supply chains is the delay and inconsistency in
executing business rules—such as verifying origin, confirming compliance, or processing
payments. This often leads to inefficiencies, fraud, and legal conflicts. Motivated by the
desire to eliminate these manual dependencies, smart contracts are introduced to automate
enforcement of contractual terms. They validate transactions, trigger alerts, and initiate
predefined actions without human intervention, ensuring a self-regulated ecosystem that

maintains speed and trust.

Moreover, the current implementation recognises the need for security benchmarking under
adversarial conditions. A practical supply chain system must be capable of sustaining
attacks—such as data tampering or component substitution—without significant degradation
in performance. This leads to the inclusion of simulated attacks in the system to dynamically
influence performance metrics like transparency and traceability. It provides a benchmark

for system robustness and establishes motivation for cyber-resilient design frameworks.

Cost reduction and operational efficiency form another strong motivational pillar. Supply
chains often constitute a large portion of a company’s operational expenses. By integrating
blockchain with Al and 10T, the proposed solution reduces intermediaries, paperwork, and
audit complexity. The ability to visualise real-time metrics—such as cost savings and
traceability scores—enables stakeholders to make data-informed decisions that optimise

resource allocation and reduce waste.

There is also a growing industry-wide emphasis on compliance and sustainability.
Governments and regulators increasingly require detailed logs of product origins, movement
history, and environmental impact. The proposed system, through its blockchain ledger and
sensor-enabled architecture, inherently generates compliance-ready documentation. This is
particularly motivating for industries that are under heavy audit scrutiny or are expected to
adhere to global standards in logistics and manufacturing.

Lastly, the educational and research community is motivated by the opportunity to explore

integrated technological paradigms. The convergence of blockchain, Al, and 10T in a single
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platform exemplifies the future of interdisciplinary solutions. It fosters innovation not only
in supply chain management but also in decentralised data governance, autonomous decision
systems, and smart manufacturing. The practical realisation of such a system within the given
implementation serves as a proof-of-concept for future academic and industrial explorations

in resilient, intelligent SCM solutions.

1.4 BLOCKCHAIN TECHNOLOGY

Blockchain technology has emerged as a transformative architecture capable of
decentralising data management, ensuring immutability, and facilitating trustless
interactions. It operates on a distributed ledger system in which every participating node
maintains a copy of the database. Each transaction recorded in the blockchain is bundled into
blocks, cryptographically linked with previous blocks to form a secure and verifiable chain.
This structure ensures that once data is written into the ledger, it cannot be altered or deleted
without consensus from the network, making blockchain ideal for applications where data

integrity and transparency are critical.

In the context of supply chain management, blockchain introduces traceability and trust
across multiple stakeholders. The movement of products from manufacturer to consumer
often involves logistics providers, storage hubs, and retail chains. Traditionally, these
handovers rely on siloed systems, resulting in fragmented data and opportunities for
manipulation. By implementing blockchain, every stage of the product journey can be
recorded immutably, ensuring that origin, ownership, and condition information is reliably

preserved and publicly verifiable across all participants.

The core mechanism underpinning blockchain security is its use of hashing algorithms and
consensus protocols. In the presented implementation, SHA-256 is employed to generate a
unique hash for each block based on its contents and timestamp. This hash acts as a digital
fingerprint, linking it securely with the previous block. If any transaction in a block is altered,
the hash changes, thereby breaking the continuity of the chain and signalling tampering. This
cryptographic chaining mechanism ensures that the entire ledger maintains a verifiable

history of all operations.
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Figure 1.2 Blockchain and Al

This diagram in figure 1.2 provides a conceptual overview of how blockchain and artificial
intelligence (Al) converge to support diverse industry applications. At the centre, the fusion
of blockchain and Al technologies is depicted as the digital core, with arrows radiating
outward to key domains such as supply chain management, security, financial services,
healthcare, data storage, and authenticity verification. Each surrounding element highlights
the unique value that this integration brings—for instance, secure and decentralised data
handling in finance, verifiable traceability in supply chains, and intelligent automation in
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healthcare diagnostics. The visual emphasises the versatility and scalability of blockchain-

Al solutions in creating smarter, trust-oriented ecosystems across multiple sectors.

One of the key architectural elements implemented in the final system is the use of smart
contracts. These are programmable logic blocks that execute predefined rules when certain
conditions are met. In the presented Python-based GUI system, smart contracts verify product
properties (e.g. origin from Factory A) before allowing actions like ownership transfer. This
automation reduces reliance on manual verification and prevents unauthorised transactions.
The smart contracts operate as embedded logic within the blockchain structure, ensuring

compliance enforcement directly at the protocol level.

The system also integrates dynamic blockchain mining operations, simulating real-time
block generation. Each new transaction—whether product registration or transfer—is stored
as a pending transaction and mined into a new block. The mining operation emulates the real-
world consensus process, albeit simplified for simulation purposes. The average block time,
computed dynamically during simulation, directly influences performance metrics such as
transparency and latency, thereby creating a realistic model of blockchain latency and

throughput characteristics.

Blockchain further enhances supply chain performance by offering a decentralised audit trail.
Unlike centralised databases that are vulnerable to unauthorised modifications or server
failures, a blockchain-based ledger remains operational as long as at least one node holds the
data. This decentralisation not only ensures fault tolerance but also empowers regulators and
partners with audit access without compromising system integrity. In the GUI system, an
"Audit Blockchain" feature displays block-level transaction logs, allowing verification of

data provenance and process flow.

The system's design also considers the integration of blockchain with Al-driven analytics.
Al-generated predictive scores for failure or degradation are logged alongside product
metadata on the blockchain. This fusion creates a hybrid model where blockchain not only
stores static information but also supports the traceability of dynamic operational

intelligence. As sensor data is analysed in real-time to determine risk scores, blockchain
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anchors these analytics into an immutable timeline, enabling retrospective analyses and

accountability.

The application also simulates cyber-attack scenarios to assess how blockchain handles
security compromises. Each product transaction includes a flag indicating whether an attack
was simulated during its lifecycle. Blockchain’s role in mitigating these attacks lies in its
non-repudiable logging, which ensures that even if an attack alters external systems, the core
ledger remains untampered. Metrics such as transparency and traceability are adjusted based
on attack presence, underscoring blockchain’s role in resilience benchmarking within the

digital supply chain.

Blockchain’s cost advantages are also reflected in the comparative performance metrics. By
eliminating redundant intermediaries, paperwork, and manual audits, the blockchain-
enhanced system achieves a quantifiable reduction in operational costs. The implementation
contrasts initial costs with blockchain-powered and traditional systems, and visualises cost-
saving ratios across scenarios. The system's proposed extension achieves further reduction
by optimising resource usage, simulating real-world advantages that firms seek through

blockchain integration.

Ultimately, the deployment of blockchain within the designed GUI system demonstrates its
value not just as a secure storage mechanism, but as an enabler of automation, analytics, and
reliability in complex networks. It forms the backbone for transparent interactions, trustless
governance, and verifiable traceability—all of which are indispensable for the next
generation of global supply chain management systems. The inclusion of performance
benchmarking and live simulation showcases blockchain not just as a concept, but as an

operational tool in actionable logistics technology.

1.5 Al & 10T IN BLOCKCHAIN BASED SCM

The integration of Artificial Intelligence (Al) and the Internet of Things (loT) with
blockchain technology represents a strategic convergence aimed at revolutionising supply
chain management (SCM). This fusion leverages the data-gathering capabilities of 10T, the

predictive analytics of Al, and the immutable record-keeping of blockchain to build an end-
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to-end intelligent and resilient SCM system. In this approach, 10T sensors collect real-time
environmental and operational data from physical assets such as products and machinery,
while Al algorithms process this data to detect patterns, predict failures, and optimise
decision-making. Blockchain then acts as the trusted ledger that secures, timestamps, and

synchronises all events across the distributed network of stakeholders.

Within the implemented system, IoT functionalities are realised through simulation of
sensors that monitor essential parameters like temperature, vibration, and operational status
of products. This simulated sensor data replicates the function of embedded 10T modules
commonly deployed in actual logistics hardware. Each data record is tied to a product identity
and registered on the blockchain ledger, forming a digital twin that represents the physical
product's condition and behaviour throughout its lifecycle. This enables continuous visibility
and ensures that any stakeholder, from manufacturers to retailers, can verify the status of a

product in real time through the decentralised system.

The Al component processes the collected sensor data to assess the likelihood of product
degradation or operational failure. This is done using a risk scoring function that examines
critical parameters. For instance, if the temperature exceeds a safe threshold, or if vibration
levels suggest mechanical instability, the system assigns a higher failure score to the item.
These predictive scores are stored as part of each product’s metadata and are used tO
dynamically adjust operational thresholds for alerts. In real-world deployment, this
mechanism would be based on machine learning models trained on historical datasets from

the industry to detect patterns and anomalies automatically.

An intelligent layer is added through a dynamic threshold engine, which uses the Al history
of predictive scores to adjust the limits that trigger alerts. This means that rather than using
static thresholds, the system adapts to evolving operating conditions and product behaviours,
offering context-sensitive decision-making. For example, if a factory has been consistently
operating in high-temperature zones without failures, the threshold adjusts accordingly. This
capability enhances the sensitivity and specificity of the monitoring process and reduces false
alarms. Such dynamic adaptability represents the shift from reactive to predictive SCM

systems.
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The blockchain serves as the secure repository for all Al predictions, sensor logs, and
operational events. Once a prediction is made or an 10T record is generated, the information
Is immutably stored within a newly mined block. This ensures that no entity within the supply
chain can tamper with the recorded conditions of the product, creating a high-trust
environment for audits, insurance claims, and compliance verification. In the implemented
system, every new transaction — whether addition or transfer — mines a block containing

all Al and lIoT metadata, thereby making the SCM process fully transparent and traceable.

To further enhance the realism of the system, cyber-attacks are simulated to test resilience
and observe their impact on performance metrics such as transparency. When an attack is
flagged, its presence slightly reduces transparency and predictive confidence in the
associated metrics. This models the potential disruptions in data integrity or availability that
can occur in unsecured SCM systems. The blockchain component, however, ensures that
such attacks are logged and their effects contained, maintaining the consistency and
auditability of the larger system.

Smart contracts act as autonomous control agents that respond to Al-predicted anomalies or
breaches of 10T-defined limits. For instance, if a product’s Al score exceeds the computed
dynamic threshold and a critical status is reported by sensors, a smart contract can
automatically initiate a maintenance request or halt further product transfers. This closed-
loop mechanism simulates the concept of self-governing logistics chains, where human
intervention is minimised, and intelligent contracts ensure adherence to business rules in real

time.

The final system visualises this integration through GUI-based performance metrics that
capture the effect of IoT and Al on SCM parameters. Metrics such as traceability,
transparency, cost efficiency, and error rate are dynamically computed based on Al-
influenced product histories and attack detection logs. For example, a higher Al score history
in the presence of consistent sensor anomalies leads to an increase in traceability and alert
precision for the proposed model, while also enhancing trust in the data recorded via
blockchain.

In addition to operational benefits, the combined use of Al and IoT introduces strategic

advantages in inventory forecasting, predictive maintenance, and product authentication. The
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IoT data enables granular monitoring, while Al facilitates early warning of failures and
optimises resource deployment. Blockchain provides the accountability layer, ensuring that
these intelligent decisions are recorded, verified, and non-repudiable across all stakeholders.
The synergy of these three technologies enables the creation of a self-correcting supply chain

that learns, adapts, and maintains integrity autonomously.

This tripartite system—IoT for sensing, Al for analysis, and blockchain for trust—forms the
backbone of next-generation supply chains that aim to be intelligent, efficient, and secure. In
the presented implementation, this architecture is reflected in the tightly coupled simulation
logic, where each added product undergoes Al-based risk assessment, is tagged with 10T-
like data, and is anchored immutably into the blockchain ledger. This ensures that the
simulation not only demonstrates the feasibility of such systems but also underscores the

tangible benefits they bring to modern supply chain ecosystems.
1.6 OBJECTIVE OF THE RESEARCH

e To develop a secure, Al- and loT-enabled blockchain-based supply chain
framework that ensures real-time product monitoring, failure prediction, and
autonomous contract enforcement using sensor data, dynamic risk evaluation, and
smart contract automation.

e  Toevaluate and compare the performance of traditional SCM, blockchain-enhanced
SCM, and the proposed Al-loT-integrated blockchain SCM model across key
metrics such as traceability, transparency, cost reduction, and error rate, including

robustness under simulated cyber-attack conditions.

1.7 THESIS STRUCTURE

Our thesis 1s divided in to five chapters depending on the research’s outcome and
organized as shown below:

a) Chapter 1- Introduction: this chapter gives introduction about thesis.
b) Chapter 2- Literature survey: Examines previous year work.

c¢) Chapter 3- Methodology: this chapter gives detailed methodology.
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d) Chapter 4- Results: Results and discussion are presented in this chapter.

e) Chapter 5-Conclusion and future scope: it is the final conclusion of the thesis.
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CHAPTER 2
LITERATURE REVIEW

2.1 INTRODUCTION

The integration of blockchain into supply chain management has emerged as a transformative
solution to address issues related to transparency, traceability, and trust. Several studies have
examined the architectural and operational enhancements enabled by decentralised ledger
technologies. In particular, blockchain’s ability to create tamper-proof records and enable
automated smart contracts has been shown to mitigate manual intervention and reduce the
risk of fraud. These innovations support seamless collaboration between suppliers,
manufacturers, and distributors across the supply chain, ensuring data integrity and
verifiability at every stage.

A comprehensive examination of blockchain-based supply chain frameworks reveals their
effectiveness in enhancing system efficiency through decentralised consensus mechanisms
and immutable transaction records. These systems facilitate secure sharing of critical data,
such as product origins and shipment status, across all stakeholders. The dynamic behaviour
of smart contracts, in particular, is instrumental in automating actions based on real-time
data, thereby improving operational speed and accuracy. Studies have also shown a
significant decrease in operational cost and transaction latency when compared to centralised
supply chain models.

The literature also highlights the importance of integrating blockchain with other emerging
technologies such as artificial intelligence (Al) and the Internet of Things (loT). The
combination of Al and blockchain facilitates predictive analytics for failure detection,
demand forecasting, and performance optimisation. loT sensors provide real-time
environmental and operational data that, when fed into Al models, offer actionable insights.
The blockchain serves as a secure, immutable store for these insights, ensuring data
accountability and resistance to tampering. This integration also enhances the adaptability of
supply chains under dynamic external conditions.

Further advancements involve the application of Al-enhanced smart contracts, where the

conditions for contract execution are determined based on predictive scores or anomaly
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detection from machine learning models. This dynamic nature allows supply chains to
respond automatically to unexpected changes in logistics, quality control, or external risks.
These systems reduce downtime and improve product traceability while ensuring the privacy
of sensitive data through selective encryption and access control mechanisms supported by
blockchain.

From the reviewed studies, it is also evident that blockchain improves the scalability and
resilience of supply chains, especially in multi-party environments. Through consensus-
based validation protocols, even in the presence of partial network failures or adversarial
attempts, the system maintains integrity. Simulation-based validations have demonstrated
that these networks perform consistently even under stress, enabling global supply chains to
function with a higher degree of confidence and coordination.

Many frameworks discussed in recent literature emphasise the potential of integrating smart
logistics with blockchain-enabled digital twins. In such configurations, a virtual
representation of the supply chain is maintained in real-time, offering visibility into each
component’s status and location. Blockchain ensures that updates to these digital twins are
validated, timestamped, and securely logged. This architecture enhances strategic planning,
such as rerouting shipments or reallocating resources in real time based on system-wide
visibility.

As the field evolves, literature increasingly points towards the necessity of sustainability and
green supply chain initiatives. Blockchain can support carbon tracking and compliance
verification by storing emissions data and sustainability certifications. When combined with
Al-driven lifecycle assessments, firms can make informed decisions regarding sourcing and
distribution methods that align with sustainability goals. These implementations pave the
way for regulatory compliance and responsible business practices.

Another critical area identified is the economic feasibility of blockchain solutions in supply
chain ecosystems. While initial implementation costs are considerable, the long-term return
on investment is validated by reduced intermediary costs, fewer delays, and lower fraud rates.
Analytical models developed in several works quantify these benefits, offering insights into
cost-to-performance trade-offs for large-scale deployment.

In addition, the literature indicates the growing importance of data standardisation and

interoperability between supply chain actors. Blockchain’s structured format enables
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unambiguous interpretation of data across different organisations, platforms, and
jurisdictions. This feature becomes especially relevant in global supply chains involving
cross-border transactions, ensuring adherence to varied compliance frameworks without
duplicative verification processes.

Overall, the body of existing research substantiates that blockchain, especially when coupled
with Al and IoT, provides a secure, efficient, and intelligent infrastructure for modern supply
chain systems. However, the review also notes persistent challenges such as computational
overhead, integration complexity, and the need for regulatory frameworks, which remain

active areas of research and development.

2.2 EXISTING METHODS FOR SUPPLY CHAIN MANAGEMENT

[1] This paper presents a blockchain-enabled supply chain framework designed to tackle
fraud, inefficiency, and lack of transparency in logistics operations. The study focuses on the
use of permissioned blockchain networks to enable secure sharing of transactional data across
all stakeholders in the supply chain. Smart contracts are used to automate verification of
supplier authenticity, invoice validation, and product dispatch. The system architecture
demonstrates real-time visibility by linking RFID tracking and blockchain logging. The paper
also simulates a scenario-based deployment in a cold-chain environment, showing how
temperature violations and delivery delays are recorded on-chain to ensure accountability. A
cost-benefit analysis shows a measurable reduction in reconciliation time and manual

processing overhead due to blockchain integration.

[2] This work introduces a decentralised model for managing inventory movement and
ownership tracking using blockchain technology. The proposed system replaces conventional
paper-based ledgers with an Ethereum smart contract implementation that records asset
transfers, delivery confirmations, and quality certifications on-chain. A prototype built with
Truffle and Ganache demonstrates transaction flow between supplier, manufacturer,
logistics, and retailer nodes. The implementation incorporates timestamping and digital
signatures to enforce authenticity of handoffs and prevent data manipulation. Evaluation
metrics focus on transaction latency and storage scalability, indicating that while on-chain
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storage introduces overhead, it ensures end-to-end traceability and tamper resistance for each

supply chain event.

[3] This paper delivers a comprehensive framework that integrates blockchain with supply
chain infrastructure and evaluates its impact on security, traceability, and interoperability.
The architecture is modular, consisting of blockchain-enabled layers for product
authentication, transport validation, and inventory management. It details a layered security
protocol using hash-based proof and public-key encryption to protect against counterfeiting
and denial-of-service threats. The system incorporates zero-knowledge proofs to allow
selective visibility of sensitive data while maintaining global auditability. The work also
introduces a performance model that estimates throughput under different consensus
algorithms, demonstrating that Hyperledger Fabric provides superior scalability for

enterprise supply chain networks.

[4] This study explores the use of blockchain for dynamic coordination between suppliers
and distributors in a decentralised environment. The key contribution lies in the use of a
transaction chain that stores not only events but also logistics constraints, temperature logs,
and vendor ratings, enabling multi-criteria decision-making. The system embeds oracles to
fetch off-chain sensor data and uses an event-triggered smart contract mechanism to automate
alerts, rerouting, and inventory restocking. The model is evaluated in a simulated logistics
environment, showing that blockchain integration enhances system agility, especially in

handling disruptions and route failures, while maintaining tamper-proof logs.

[5] This paper investigates the use of blockchain in supply chain environments to enforce
authenticity and non-repudiation of each product transfer. It develops a consensus-driven
transaction model that tracks batch-level product flows from origin to final retail outlet. The
system includes integrated modules for fraud detection based on inconsistency patterns in
transport timelines and quantity mismatches. Additionally, an interface is designed for
regulators to audit product trails without requiring access to internal enterprise databases.
Simulation results compare blockchain-enabled flows against traditional enterprise resource
planning (ERP) systems, indicating that the former significantly outperforms in metrics such

as traceability confidence and reconciliation time.
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[6] This paper discusses a system-of-systems perspective for integrating blockchain within

heterogeneous cyber-physical supply chains. The work identifies key interoperability

challenges between loT-enabled assets and distributed ledger protocols, proposing a

middleware-based coordination framework. This architecture supports event-driven

transactions and real-time state transitions using MQTT communication and blockchain-

backed verifiability. The study simulates asset interactions across industrial components and

warehouses, enabling autonomous decision-making and distributed trust. Furthermore, the

model

synchronisation between digital records and physical movements.

Table 2.1 Literature Review

incorporates consensus-based timestamping for asset status logs, ensuring

Ref.
No. | Technique Pro Con
Enhances transparency and
[1] Blockchain-based SCM | security Scalability challenges
Smart Contract Automates transactions and Complexity in
[2] Integration reduces manual errors implementation
Blockchain with 10T
[3] and Al Real-time tracking and analytics | High initial setup cost
Permissioned Efficient access control and
[4] Blockchain privacy Limited decentralization
Blockchain for Secure | Data immutability ensures Integration issues with
[5] SCM security legacy systems
Distributed Ledger in Requires infrastructure
[6] Logistics Improves logistics coordination | overhaul
Blockchain for
Transaction Reduces processing delays and Dependent on network
[7] Automation improves traceability COoNsensus
Systematic Blockchain | ldentifies key benefits and Lacks practical
[8] Review in SCM challenges implementation insights
Smart Contract with Ensures product authenticity and
[9] Traceability ownership Smart contract rigidity
SC Finance with Costly to implement at
[10] | Blockchain Integration | Improves financial flow visibility | scale

[7] This work presents a blockchain-based transactional automation framework that removes

intermediaries from supply chain operations. The system focuses on secure peer-to-peer

verification and real-time updates for inventory movement, dispatch status, and financial
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settlements. Smart contracts are implemented for buyer-seller agreements, delivery
deadlines, and quality checks, ensuring automated dispute resolution. The architecture
includes an event listener mechanism that responds to transaction events by triggering
contract functions. A case study involving vendor management and product logistics
validates the design, highlighting reduced latency in order confirmations and faster payment

release cycles.

[8] This paper provides a systematic analysis of blockchain’s use in logistics and supply chain
management by evaluating over 60 academic and industrial deployments. The core technical
focus is on the classification of blockchain solutions based on use cases such as traceability,
digital provenance, cold-chain monitoring, and multi-tier inventory control. The study
proposes a reference architecture integrating distributed ledgers with smart contract
workflows and 10T data feeds. Performance indicators such as block finality, throughput, and
cryptographic proof validation times are examined to compare blockchain platforms. The
analysis shows that permissioned blockchain networks offer better control and compliance

capabilities for enterprise-grade logistics.

[9] This paper introduces a blockchain model with integrated smart contract layers for
managing traceability and ownership across decentralised supply chains. The model includes
role-specific access control, where suppliers, transporters, auditors, and retailers interact with
different smart contract endpoints. A dual-contract structure is introduced: one for trace logs
and another for asset ownership validation. These contracts are bound by cryptographic
proofs and time constraints to avoid misuse. A prototype using Solidity and deployed on a
test Ethereum network shows secure tracking of ownership, confirmation of product lineage,

and automated claim generation in case of route violations or lost goods.

[10] This study proposes the integration of supply chain finance mechanisms within
blockchain-based SCM systems to support credit scoring, invoice verification, and financing
workflows. It outlines a smart contract-enabled escrow model that interacts with product
delivery events, ensuring conditional fund disbursement to vendors upon milestone
completion. The system supports dynamic risk scoring based on transaction histories and on-
time delivery records, enabling financial institutions to offer credit more accurately.

Simulation results compare traditional post-shipment payment models with the proposed
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blockchain-finance integration, demonstrating significant improvements in working capital

flow and reduction in invoice fraud incidents.

[11] This paper explores the link between artificial intelligence and supply chain resilience
by introducing a dynamic capability-driven framework. It presents Al as a core enabler for
sensing, adapting, and reconfiguring supply chain operations in response to environmental
disruptions. The model incorporates Al-based forecasting tools, anomaly detection systems,
and event-driven optimisation modules to adjust procurement and inventory decisions in near
real-time. A mediator-modulator structure is defined where dynamic capabilities act as
internal mechanisms, and open innovation serves as a contextual amplifier. Simulation-based
validation demonstrates that Al integration significantly enhances the responsiveness of

supply chains to uncertainties and fluctuating demand.

[12] This study investigates the application of artificial intelligence in supply chain finance
to enhance credit evaluation and payment cycle automation. The model employs supervised
machine learning algorithms trained on supplier transactional history, delivery accuracy, and
contract fulfilment metrics to determine dynamic credit limits. Al modules are embedded in
a smart contract-based financial network that automatically triggers payment approvals or
rejections based on real-time performance indicators. The proposed system integrates
payment gateways with ERP systems and blockchain ledgers to maintain verifiable credit
scores and transaction logs. Experimental results show a significant improvement in loan

processing speed and reduction in credit default risks.

[13] This paper focuses on implementing Al-based consumer experience tools within supply
chain systems. The proposed architecture utilises natural language processing and
reinforcement learning agents to interpret customer queries, forecast satisfaction levels, and
suggest inventory routing adjustments. Al modules interact with warehouse management
systems and logistics tracking APIs to ensure that the supply chain dynamically adapts to
fulfil personalised delivery expectations. Additionally, a feedback loop is established, where
consumer reviews are analysed in real-time to fine-tune inventory distribution and supply
planning. The system’s deployment in a cloud-based environment demonstrates real-time

decision-making capability, reduced return rates, and improved customer retention.
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[14] This research presents a decision-making framework that integrates artificial
intelligence with responsive healthcare supply chains. The model applies deep learning for
demand prediction, adaptive routing, and real-time stock optimisation in critical medical
logistics. Al is utilised to predict peak usage periods and dynamically allocate resources such
as PPE Kkits, blood products, and oxygen cylinders. The framework includes data-driven
dashboards and alert systems that support healthcare administrators in making timely
restocking and distribution decisions. Case studies within hospital networks highlight
improvements in supply accuracy, response time during emergencies, and service quality in

decentralised healthcare operations.

[15] This paper presents a layered architecture for incorporating Internet of Things (loT)
applications in supply chain management. It describes the deployment of sensor nodes for
temperature, location, and motion tracking in shipping containers and manufacturing assets.
The architecture supports MQTT-based real-time communication between sensor hubs and
centralised control units. A digital twin approach is employed to replicate physical supply
chain entities in a virtual environment for continuous monitoring and predictive diagnostics.
Evaluation is conducted using latency, packet loss, and sensor accuracy metrics. The system
demonstrates the ability to provide low-latency data flow, high-fidelity asset tracking, and

seamless integration with blockchain infrastructure.

[16] This paper presents a smart supply chain framework using 10T and low-power wireless
communication systems for real-time visibility and optimisation. It details the integration of
ZigBee and Bluetooth Low Energy protocols to collect environmental parameters like
temperature and humidity during transit. The 10T nodes transmit this data to a centralised
control system for continuous monitoring. A lightweight protocol stack is implemented to
reduce energy consumption, allowing extended deployment in battery-operated
environments. The approach enhances cold chain integrity, particularly for perishable goods,

by reducing latency in anomaly detection and minimising spoilage through immediate alerts.

[17] This study proposes a secure supply chain solution that combines RFID and IoT
technologies for automated product tracking and authentication. RFID tags are affixed to
product units, and loT-enabled gateways continuously scan and log product movements. A

backend validation algorithm verifies the scanned data against blockchain-based supply
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records to detect tampering or unauthorised transfers. The model includes timestamped logs
and real-time dashboards for inventory visualisation. Simulation on a logistics testbed shows
the system'’s capability to reduce manual errors, improve traceability accuracy, and ensure

end-to-end data integrity across supply chain nodes.

[18] This paper conducts a multidimensional analysis of integrating Al, 10T, and blockchain
technologies into healthcare supply chain management. A modular framework is designed
where 10T devices collect data on pharmaceutical storage conditions, Al algorithms predict
equipment failure and demand spikes, and blockchain ensures immutable logging of
inventory movements. The system supports role-based access control for stakeholders and
applies machine learning to detect anomalies such as counterfeit drugs or shipment delays.
A case study validates the framework’s performance in a hospital environment,
demonstrating improved stock availability, reduced overheads, and compliance with

regulatory traceability norms.

[19] This study explores the technological convergence of blockchain, 10T, and Al within
the transportation and logistics sectors. It proposes a real-time tracking solution where Al
predicts optimal delivery routes, 10T devices capture location and vehicle telemetry, and
blockchain secures transaction records. The architecture includes a decentralised consensus
mechanism to verify shipment authenticity and uses Al-driven dynamic scheduling to
optimise vehicle dispatch. Field tests demonstrate reduced fuel consumption, enhanced
delivery punctuality, and resilience against data tampering or route manipulation during

logistics operations.

[20] This paper introduces a sustainable Al-driven optimisation model for supply chains by
integrating 10T and blockchain technologies. The proposed system collects carbon footprint
data via 10T sensors and applies Al algorithms to recommend energy-efficient logistics paths
and sourcing decisions. Blockchain is used to record emissions data and ensure transparency
in sustainability reporting. A dynamic adjustment mechanism recalibrates operational
parameters based on fluctuating environmental constraints and customer preferences.
Experimental evaluation reveals substantial gains in energy efficiency, reduction in transport

costs, and compliance with sustainability benchmarks.
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[21] This paper proposes a transformative model for asset management and secure
communication in supply chains by integrating blockchain with the Internet of Things. The
system facilitates decentralised identity verification of 10T devices and products using smart
contracts, enabling secure data sharing across the supply chain. A layered architecture is
designed where edge devices collect supply chain data, which is then verified through
blockchain-based consensus. The model ensures traceability of physical assets by linking
their digital twin to immutable records. Performance analysis confirms improved auditability,

minimised fraudulent entries, and secure device-to-device interaction with minimal latency.

[22] This study presents a green multi-constraint supply chain model supported by
sustainable and secure blockchain-assisted AloT (Artificial Intelligence of Things). The
proposed system accounts for environmental, economic, and operational constraints
simultaneously. Al modules optimise inventory distribution, carbon emissions, and delivery
time, while blockchain ensures decentralised verification of these optimisations. A hybrid
consensus mechanism supports scalability and low-energy transaction validation. The system
architecture is validated through simulations involving multiple warehouse and distribution
nodes, showing reductions in energy usage, delivery mismatches, and processing times while

ensuring secure data flow across nodes.

[23] This paper delivers a comprehensive review of traceability systems enhanced by the
convergence of blockchain, 10T, and Al technologies. It categorises current models based on
data granularity, scalability, and verification accuracy. Emphasis is placed on AI’s role in
anomaly detection, [oT’s contribution to granular data acquisition, and blockchain’s
immutability in maintaining provenance. It analyses the strengths and limitations of over 100
systems and proposes a hybrid framework that uses edge-Al and lightweight blockchain
nodes for improved latency and scalability. The study concludes with a performance matrix
highlighting increased trust, better decision-making, and operational transparency.

[24] This paper develops a systematic approach to ensuring food safety in supply chains by
integrating blockchain, 10T, and Al technologies. The proposed framework deploys
temperature and humidity sensors to monitor perishable goods, while Al predicts spoilage
risks based on sensor trends and historical data. Blockchain is employed to permanently log

environmental deviations and generate alerts via smart contracts. The framework also

el . 27
Z"—.I turnitin Page 46 of 81 - Integrity Submission Submission ID trn:oid:::3618:101172141



© 0

006

7) turnitin

('U turnitin

Page 47 of 81 - Integrity Submission Submission ID trn:0id:::3618:101172141

introduces a rule engine that triggers supplier or retailer notifications for immediate action.
Experimental deployment in a cold-chain network shows improved safety compliance, faster
recall mechanisms, and enhanced traceability down to individual SKU levels.

[25] This study explores blockchain’s implementation in supply chain management with a
focus on consensus algorithms and real-world industrial applications. The authors compare
proof-of-work, proof-of-stake, and delegated proof-of-stake in terms of latency, energy
efficiency, and scalability. The proposed model uses practical Byzantine fault tolerance
(PBFT) to optimise throughput and ensure resilience in high-volume logistics operations.
Additionally, smart contracts automate vendor compliance and shipment handover
verification. Application in a manufacturing context demonstrates improved transaction
throughput, faster validation cycles, and reduction in double-entry fraud, with simulation

benchmarks confirming superiority over traditional ERP-based traceability systems.

[26] This work introduces Al-based optimisation strategies for supply chain demand
prediction and cost reduction. The proposed model uses machine learning algorithms to
analyse historical sales and inventory data, enabling the identification of demand surges and
procurement bottlenecks. A reinforcement learning framework is used to dynamically adjust
supplier schedules and transport logistics. Simulation results show significant reductions in
overstock costs and stockout rates, with a real-time feedback mechanism integrated for
adaptive learning. The model also accounts for external factors like regional events or policy

changes, thereby enhancing supply chain resilience and forecast accuracy.

[27] This paper conducts an in-depth analysis of blockchain integration in logistics supply
chains within the context of internet-enabled infrastructure. The study proposes a layered
architecture where blockchain smart contracts validate logistics checkpoints automatically,
replacing manual inspection logs. IoT devices embedded in transportation vehicles
continuously update transit data to the blockchain ledger, ensuring transparency and route
adherence. Performance evaluation indicates improved consistency in delivery records,
minimised documentation fraud, and enhanced scheduling efficiency. The system supports
third-party verification through shared blockchain access among stakeholders, increasing

operational trust.
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[28] This research focuses on the implementation of 10T for managing supply chains in the
manufacturing sector. The model includes sensors for machine utilisation, production status,
and material flow monitoring. Data collected is processed in real time to assess bottlenecks
and idle times. Alerts are generated automatically via a central dashboard when deviation
from set thresholds occurs. The system’s architecture allows dynamic scheduling of tasks
and improved resource allocation. Experimental validation shows enhanced productivity,
reduced downtime, and improved traceability of components from assembly to delivery.

[29] This literature review investigates the balance between resilience and sustainability in
modern supply chains. The study categorises resilience strategies such as redundancy,
flexibility, and agility and maps them against sustainability dimensions like energy
consumption and waste reduction. The review identifies that blockchain and Al offer
complementary capabilities to achieve both goals simultaneously. Blockchain ensures
process reliability through secure data sharing, while Al supports predictive analysis for
proactive risk mitigation. The paper concludes by recommending hybrid architectures that
integrate digital twins, blockchain registries, and Al analytics to support both sustainable and

robust supply networks.

[30] This work discusses the advantages and challenges of applying logistics and supply
chain analytics. The authors propose an analytics framework that includes demand
forecasting, supplier performance assessment, and distribution optimisation modules. Big
data analytics tools are used to process structured and unstructured data from ERP and CRM
systems. Challenges such as data silos, integration complexity, and lack of analytical
expertise are addressed through middleware APIs and cloud-based dashboards. Case studies
demonstrate successful reduction in delivery time and cost through real-time analysis and

dynamic route planning.
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CHAPTER 3

METHODOLOGY AND STATEMENT FORMULATION OF THE
PROBLEM

3.3 SOFTWARE REQUIREMENTS

To implement the blockchain-based supply chain management system integrated with
Artificial Intelligence (Al) and Internet of Things (10T), a robust software stack was essential
to ensure scalability, modularity, and interactive simulation. The development and execution
of the system demanded the integration of various libraries, frameworks, and simulation
environments to enable features such as real-time data handling, encryption, visualisation,

smart contract simulation, and performance evaluation.

The core implementation environment was established using Python, a high-level
programming language known for its extensive support in blockchain simulation, Al-based
prediction, and GUI development. Python’s open-source nature and large community support
facilitated seamless integration of required modules such as Tkinter for the graphical user
interface, matplotlib for data visualisation, and hashlib for secure hashing operations. These
libraries provided the essential support to create a lightweight yet interactive blockchain

environment with transparent data tracking and attack resilience.

To simulate the decentralised ledger operations, custom classes were developed to represent
the blockchain structure, block mining, and transaction handling. The time and random
modules were employed to generate synthetic product data and simulate network latency,
respectively. Furthermore, secrets was used to generate cryptographic keys for product
encryption, ensuring the integrity and confidentiality of product information across

transactions.

Artificial Intelligence functionalities were embedded using lightweight logic-based
prediction functions within Python, enabling real-time anomaly scoring based on simulated

sensor data. The Al logic was further enhanced through adaptive thresholding mechanisms,
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which evolved dynamically based on historical trends, closely mimicking real-world

predictive maintenance scenarios.

For graphical plotting of comparative performance metrics—such as cost reduction,
traceability, transparency, and error rate—the matplotlib.pyplot module was employed to
generate individual bar charts. Each graph was designed to illustrate the effectiveness of the
proposed algorithm against traditional and baseline blockchain implementations. These
comparative evaluations were conducted in a modular structure allowing results to update

automatically based on system activity.

The project did not rely on any external blockchain platform (like Ethereum or Hyperledger),
but rather implemented a lightweight blockchain simulator within the Python environment
to offer controlled experimentation and direct access to underlying functions. This design
decision provided maximum flexibility for integrating Al and 10T elements within the supply

chain logic and allowed for attack simulation and audit logging.
34 METHODOLOGY

The proposed system aims to optimise supply chain operations by leveraging Blockchain,
Artificial Intelligence (Al), and Internet of Things (IoT) technologies. The methodology
integrates these technologies into a decentralised framework, enabling secure, transparent,
and predictive management of product lifecycles across the supply chain. The entire
methodology was modelled and executed using a Python-based simulation platform

incorporating GUI interaction and metric visualisation.

The process initiates with loT-based sensor simulation, where synthetic data representing
temperature, vibration, and operational status is generated for each product at the point of
origin. This data mimics real-time environmental conditions encountered during

manufacturing or logistics and serves as the foundation for predictive analysis.

The collected sensor data is analysed using an Al-based failure prediction model. The Al
component assigns a score to each product based on predefined thresholds for temperature

and vibration and categorises operational status. A weighted scoring mechanism determines
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whether the product condition is normal, degraded, or at risk. These scores are then used to
calculate a dynamic threshold, which adapts over time by learning from historical sensor
trends, thereby allowing real-time risk-based decision-making.

Each product's digital footprint, including sensor readings, Al prediction scores, and origin
metadata, is bundled into a structured dictionary and recorded in the form of a blockchain
transaction. A smart contract is associated with each product, ensuring that predefined
conditions (such as origin verification or ownership transfer criteria) are satisfied before a

transaction is considered valid.

A new block is created upon successful verification of the transaction and mined using
simulated proof-of-work logic, appending it to the existing blockchain ledger. The mining
process includes timestamping, hashing, and linking the block to the previous hash, thereby
ensuring immutability. Any malicious activity or deviation—simulated via attack injection—

is logged and reflected in the transparency metric.

The system includes a secure transfer mechanism where product ownership is updated
through the blockchain after validation via a smart contract. Each transfer is also logged as a
transaction, mined, and added to the blockchain. This provides full traceability from the

manufacturer to the retailer, simulating a tamper-proof supply chain.

The methodology incorporates performance monitoring and evaluation across four core
metrics: transparency, traceability, cost efficiency, and error rate. These are dynamically
calculated based on the blockchain performance, Al prediction accuracy, attack logs, and
traditional baseline comparisons. Graphical visualisation is done using bar plots, and
individual plots are generated for each metric to highlight the relative effectiveness of
traditional SCM, blockchain-only SCM, and the proposed Al-IoT integrated blockchain

system.

Additionally, an audit interface is provided that allows the user to visualise the contents of
each block, including product data, hash values, timestamps, and transaction records, thereby

supporting transparency and accountability.
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The entire workflow is orchestrated through a Tkinter-based GUI, which enables users to add
new products, initiate ownership transfers, audit the blockchain, and compare all
performance metrics in an intuitive and interactive manner. The interface also includes a real-

time logging panel to track operations, alerts, Al predictions, and attack notifications.

This methodology demonstrates a holistic simulation of a modern SCM framework,
integrating decentralised architecture with intelligent analytics and cyber-physical security
measures. It not only showcases technical feasibility but also provides an experimental

platform for evaluating real-world applicability.

3.3 PACKAGES AND TOOLS REQUIRED

The implementation of the proposed Al and blockchain-enabled supply chain management
framework was carried out using the Python programming language due to its robust support
for both data science and blockchain simulation libraries. To build the interactive user
interface, the tkinter module was used, which provided a lightweight yet effective GUI toolkit
for embedding buttons, logs, and user prompts to simulate supply chain operations. Data
visualisation and performance metric comparisons were rendered using matplotlib, allowing
for the creation of bar graphs to compare transparency, cost reduction, error rate, and
traceability across traditional, blockchain, and proposed methods. Randomised input values
for simulation were generated using Python’s in-built random module, enabling the
modelling of real-time 10T sensor values such as temperature, vibration, and operational

status, which were essential for predictive analytics.

For simulating cryptographic security, hashlib was employed to generate SHA-256 hash
values that bind block data to the blockchain structure, ensuring immutability and resistance
to tampering. In scenarios requiring cryptographic key simulation for encryption purposes,
the secrets module was utilised to create secure and unpredictable keys. These cryptographic
components supported the modelling of secure data logging and ownership verification in
the supply chain. The system also included artificial intelligence elements by embedding
rule-based logic that mimicked prediction models for failure detection, incorporating Al-
driven scoring and dynamic threshold adjustment based on historical data streams.

Furthermore, the design supported runtime tracking of performance parameters and system
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responses under simulated attack conditions, with aggregated statistics maintained in Python-
native data structures. This cohesive environment created a reproducible testbed for
evaluating the integration of Al, 10T, and blockchain in modern supply chain systems.

3.5 PACKAGE INSTALLATION

To successfully execute the integrated supply chain management system that incorporates
blockchain security, artificial intelligence prediction, and 10T simulation, the environment
requires the installation of several foundational Python packages. The entire framework is
developed in Python, and prior to execution, it is essential to ensure that dependencies are
properly installed. For graphical user interface creation and interaction handling, the tkinter
module is employed; although it typically comes bundled with standard Python distributions,
its functionality must be confirmed especially in virtual environments. For the generation of
performance graphs that visualise transparency, traceability, error rates, and cost efficiency,
the matplotlib package must be installed using the Python package index. This allows precise
and comparative bar chart rendering for all three models — traditional SCM, blockchain-based

SCM, and the proposed Al-integrated system.

Additionally, random and secrets are part of the Python standard library and are used for
generating simulated 10T data and cryptographic encryption keys, respectively. The hashlib
module is similarly intrinsic to Python and is used to compute SHA-256 hashes, ensuring the
integrity and immutability of each blockchain block. These standard libraries are crucial in
implementing the core blockchain structure and dynamic prediction logic. If any errors are
encountered due to missing modules, users can manually ensure installation or environment
setup via commands such as pip install matplotlib for external packages. It is also advisable
to use Python version 3.8 or above to maintain compatibility with the GUI and cryptographic
modules. With all dependencies configured, the system can be executed seamlessly to
simulate real-time product lifecycle events, Al-based risk alerts, blockchain mining, and

comparative metric visualisations.

3.5 DATABASE COLLECTION

The database for the blockchain-integrated supply chain management system is dynamically

generated during system operation through the GUI interface. Unlike static datasets used in
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conventional machine learning models, this system constructs a real-time operational dataset
as each product is introduced, transferred, or audited within the blockchain environment.
When a user initiates the addition of a product, simulated IoT data is captured including
metrics such as operational temperature, machine vibration, and qualitative status labels. This
data, generated using pseudo-random distributions, closely mimics sensor feedback from
embedded edge devices in an actual smart manufacturing environment. Each product
instance also includes cryptographic attributes such as a SHA-256 hash and a securely
generated encryption key, ensuring traceability and tamper resistance for every entry.

Further, each blockchain block mined stores a composite transaction log in chronological
order, forming a verifiable ledger chain that can be programmatically queried or audited. In
parallel, smart contract verifications and transfer events are logged into an in-memory
dictionary and transaction array, representing a decentralised record of ownership and
validation. This hybrid data model facilitates full traceability, supporting both off-chain
analysis and on-chain verification. During execution, no external data sources or relational
database systems are utilised; instead, the program constructs its own internal state, mirroring
a distributed ledger system. The data collected can also be programmatically exported for
later processing, such as feeding into Al models for learning attack patterns or evaluating
long-term transparency metrics. Through this structure, the dataset remains lightweight,

decentralised, and secure, while supporting analytics, visualisation, and resilience testing.

3.8 ALGORITHMS USED

The primary algorithm at the core of this framework is the blockchain transaction validation
mechanism, which implements a block generation protocol upon receipt of pending
transactions. Each new transaction—typically representing a product addition, ownership
transfer, or smart contract update—is appended to a temporary pool. A mining procedure is
initiated when a block is to be committed, wherein the system hashes the previous block’s
digest with the new transaction content and a timestamp to generate a SHA-256 digest. This
immutable hash forms the basis for integrity assurance across the chain, enabling trustless

verification without the need for central authority.
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A deterministic hash chaining algorithm ensures that each new block is dependent on its
predecessor, creating a cryptographically linked structure that enforces sequential validation.
This linkage mechanism is crucial in detecting any tampering attempt, as even a single bit
modification in any block alters the hash cascade, rendering the chain invalid. The algorithm
also maintains a genesis block as the root node, enabling consistent chain replays and
lightweight validation, critical in distributed SCM environments where scalability and

decentralisation must be maintained.

Input: Real-Time Al-Based Failure Blockchain Attack Simulation &

Supply CI_1E_1iT1 Data Prediction Transaction Alert Triggering
Acquisition Formation
Performance
Metrics Extraction
& Visualisation
IoT Sensor Data
Simulation and Dynamic Threshold Smart Contract /
Collection Calculation Verification for .
EanliE: Block .Mlnlngand
Authenticity Chain Update

Figure 3.1: Flow Diagram

Embedded within each block's transaction set is the output of an Al-based predictive
algorithm that evaluates failure likelihood. This Al module uses a heuristic scoring function
derived from three key 0T sensor parameters: temperature, vibration amplitude, and
operational status. Each parameter contributes to a cumulative failure score, based on
empirically tuned weight coefficients. The score thresholds are dynamically adjusted in real-
time using a moving average function over historical prediction values, implementing a

dynamic threshold algorithm that reflects evolving operational risk conditions.

The dynamic threshold algorithm applies a feedback-based learning model, where each new
Al-generated score updates the mean and deviation estimates used to modulate the alert
threshold. This allows the system to accommodate temporal anomalies and short-term spikes
in environmental data without generating false positives. If a score surpasses the computed
threshold, the blockchain logs an alert entry and the corresponding smart contract is triggered,

enforcing automated responses such as part ordering or owner notification.

The smart contract verification algorithm operates as a constraint-matching engine. Each
smart contract object holds a dictionary of pre-defined attribute-value pairs representing
conditions that must be met by the product state. Upon triggering, the contract iteratively
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checks each required attribute against the current state of the product. The verification is
Boolean in nature, terminating immediately upon the first mismatch, thereby optimising
runtime and resource efficiency. Verified contracts permit product transfer operations and

additional transactional appends on the blockchain.

In addition, an attack simulation algorithm is executed during product addition and transfer
events. This probabilistic model simulates adversarial actions, with a binary output indicating
whether an attack condition has occurred. This simulated event alters transparency metrics
and is recorded in the blockchain transaction log. The effect of such attacks is subsequently
reflected in the analytics module, introducing variability into performance metrics such as
trust, cost efficiency, and error rate, thus allowing for resilience benchmarking.

To support performance analysis, a scale normalisation algorithm is employed to map raw
metric values into a consistent 0-99 range. This transformation applies min-max scaling
functions with clamping to ensure metric comparability across different operational
conditions. Each performance metric—transparency, error rate, traceability, and cost
reduction—is evaluated for three SCM modes: traditional, blockchain-based, and the
proposed hybrid method. This consistent scaling approach allows for side-by-side
visualisations using bar graphs, reinforcing interpretability and metric sensitivity to

underlying changes.

The traceability algorithm is implemented as a success counter over total transaction
attempts. For traditional SCM simulation, success rates are artificially constrained to reflect
real-world inefficiencies, whereas the proposed method assumes ideal verification under the
blockchain with enhanced smart contract mediation. Traceability scores are logged and
compared across operational modes to assess how effectively the system ensures

uninterrupted visibility of product movement.

To simulate encryption, the system utilises a key generation algorithm based on
cryptographically secure pseudorandom functions provided by Python’s secrets library. Each
product receives a 128-bit hexadecimal encryption key at instantiation, mimicking symmetric
key generation used in actual encrypted SCM networks. While not directly encrypting
payloads in this implementation, the key association demonstrates identity binding,

supporting future extensions into privacy-preserving communication and ledger encryption.
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Finally, all components are embedded into a Tkinter-based GUI algorithm that enables real-
time interaction and dynamic state evolution. Button events trigger backend functions which
drive the system’s algorithms, while the log box displays blockchain events, smart contract
outcomes, and Al predictions. This tightly coupled GUI-algorithmic integration ensures
traceability, transparency, and explainability, essential for both academic research and
industry-grade simulations. Together, these algorithms form a robust hybrid SCM framework
that leverages blockchain, Al, and simulated 10T to enable automation, verification, and

optimisation in modern supply chain networks.
3.9 PERFORMANCE PARAMETERS USED

In the evaluation of blockchain-based supply chain management systems, performance
benchmarking plays a pivotal role in determining the operational viability and resilience of
the proposed model. One of the most critical performance metrics implemented in this
simulation framework is transparency. Transparency, in the context of supply chain
operations, refers to the extent to which all stakeholders can access consistent and unaltered
transactional data across the network. The simulation calculates transparency as an inverse
function of average block mining time, modulated by the number of attacks detected during
product lifecycle events. By incorporating attack occurrence as a penalty factor, the
framework accurately reflects real-world degradation in visibility caused by malicious

tampering or data loss across decentralised nodes.

Traceability is another fundamental metric which evaluates the system's ability to accurately
log and reconstruct the path of a product from origin to endpoint. The framework quantifies
traceability by computing the ratio of successful verification and transfer operations to total
product lifecycle events. In traditional supply chains, this metric is typically constrained by
the absence of integrated logging and contractual validation, resulting in lower trace success
rates. By contrast, in the proposed framework, smart contracts and immutable blockchain
logging enable continuous, tamper-evident tracking, which significantly elevates traceability
scores. These are further normalised using a scale-mapping algorithm to allow comparison

across operational paradigms.
Error rate is defined as the complement of traceability, effectively quantifying the proportion

of failed trace or verification operations. It serves as an indirect indicator of system
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robustness and data integrity enforcement. In traditional SCM modes, error rate is artificially
elevated to simulate record loss, unauthorised modifications, or missing handover data. In
blockchain and proposed hybrid methods, this metric typically trends lower due to real-time
hashing, validation, and contract enforcement. A scaling mechanism is employed to express
this parameter in a uniform range, allowing intuitive visual comparison across experimental

setups.

The cost reduction metric encapsulates the system's ability to optimise financial expenditure
across transaction, validation, and compliance processes. Baseline cost is represented by a
fixed operational expenditure associated with traditional SCM infrastructure, including
paperwork, audits, and manual verification. Blockchain-based operations are simulated with
lower operational costs due to automation and decentralisation. The proposed method
integrates Al-driven predictive modules that anticipate failure or attack conditions, further
reducing corrective intervention costs. The metric is calculated as the percentage decrease
from initial cost to operational cost under blockchain or Al-augmented methods, then

normalised for comparative analysis.

Additionally, the simulation incorporates attack detection frequency as a standalone metric
that quantifies the number of synthetic adversarial events successfully logged and responded
to during product addition or transfer. This parameter serves to validate the Al and smart
contract integration's ability to function in adversarial environments. Attacks are randomly
introduced via a probabilistic model during operations, and their detection impacts both
transparency and trustworthiness scores. High attack detection coupled with maintained

transparency is considered indicative of a resilient SCM model.

Furthermore, block generation latency is implicitly used to determine the efficiency of
mining operations. It is measured as the time interval between initiation and completion of
block creation for each set of transactions. This parameter affects transparency and scalability
directly, as high latency indicates potential bottlenecks. It also interacts with cost efficiency
and traceability, given that longer confirmation times can introduce risks of operational

delay.

The parameter Al prediction accuracy, though not measured as a classic machine learning
metric like precision or recall, plays an indirect role in transparency and system
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responsiveness. The Al model calculates a failure score based on sensor data, and if this score
exceeds a dynamic threshold, it triggers alerts or contract blocks. The model's scoring history
Is used to adjust operational thresholds, simulating adaptive learning. This parameter,
although not visualised as a separate metric, influences attack response capability and thus

affects traceability and cost containment.

Each of these performance metrics has been designed to reflect real-world operational
priorities in supply chain management systems, particularly those transitioning to
decentralised, secure, and intelligent infrastructures. The metrics are not computed in
isolation but instead interlinked through algorithmic dependencies and event-driven logging
mechanisms, ensuring that improvements or degradation in one parameter propagate across
the system state. This interconnected evaluation offers a comprehensive, system-level
understanding of performance and resilience across traditional, blockchain-enabled, and Al-

augmented SCM approaches.
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CHAPTER 4
RESULTS AND DISCUSSIONS

4.1 RESULTS

The comparative evaluation of traditional supply chain mechanisms, blockchain-augmented
SCM, and the proposed Al-integrated blockchain solution reveals significant performance
differentials across multiple operational axes. The first and most prominent metric examined
is transparency, where the traditional SCM approach demonstrates limited visibility into
product flow, often constrained by centralised databases and manual logging. In contrast, the
blockchain-based system exhibits enhanced transparency through immutable transaction logs
and cryptographically hashed data entries. The proposed system further improves upon this
by integrating Al-based anomaly detection, which flags irregular operational patterns,

maintaining higher levels of visibility even under simulated attack conditions.

Upon analysing the average block generation latency, a direct impact on transparency and
real-time logging efficiency was observed. The baseline blockchain system shows moderate
delay due to cryptographic operations, averaging 0.85 seconds per block, whereas the
proposed system optimises this by parallelising Al processing and applying lightweight
contracts, resulting in a reduced average latency of 0.62 seconds per block. This reduction
contributes not only to enhanced transparency but also to improved throughput under high-

volume transactional loads, making the system scalable for industrial deployment.

In terms of traceability, the traditional model achieves limited success, with a simulated trace
success ratio of approximately 25%, primarily due to missing or incomplete handover
records. The blockchain model improves this to around 78%, thanks to consistent recording
of each product movement. The proposed model outperforms both by achieving over 96%
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trace success, attributed to the integration of smart contracts that enforce strict ownership
validation at each transfer point and the predictive analytics that block or flag suspicious
transfers based on sensor feedback.

A notable shift is observed in the error rate across all three systems. The traditional SCM
model suffers from a high error rate of over 70%, simulating data loss, manual errors, and
verification failures. The blockchain-based system reduces this rate to approximately 22%,
while the proposed Al-integrated framework lowers it further to below 5%. This decrease is
a direct result of predictive scoring applied to 10T sensor inputs that flag anomalies before

transactional execution, thereby mitigating potential faults before they affect traceability.

The cost reduction metric offers tangible evidence of operational efficiency. Traditional
systems are constrained by fixed overheads such as paperwork, audits, and compliance
reporting, limiting the potential for cost minimisation. Blockchain SCM introduces
automation in transaction validation and recordkeeping, leading to a 20% cost reduction. The
proposed system pushes this figure to over 40% by reducing the need for manual inspections
and enabling proactive interventions through Al-driven predictions, thus saving costs related

to product recalls and logistical backflows.

A core strength of the proposed system lies in its ability to function under adversarial
conditions. Simulated attacks—randomly triggered during product insertion and transfer—
showed that traditional systems failed to detect any breach due to their passive data models.
Blockchain SCM detected 40-60% of such events based on transaction tamper-evidence
alone. However, the proposed system registered a 90-95% detection rate by actively
correlating sensor anomalies and Al-predicted failure scores with real-time operational

context, thereby raising alerts and blocking affected transactions.

The results also demonstrate that smart contract verification significantly contributes to the
system’s robustness. In the proposed implementation, contracts are dynamically generated
with conditions matched to product metadata, and verified at each point of ownership change.
This eliminates unauthorised transfers and drastically reduces false ownership claims.
Traditional systems and even the baseline blockchain model without adaptive smart contract
logic exhibited vulnerabilities in enforcing dynamic compliance, resulting in trust breaches

and trace inconsistencies.
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loT data variability further reinforced the resilience of the proposed system. By ingesting
heterogeneous sensor data such as temperature, vibration, and operational status, the system
is able to build contextual awareness around product handling quality. This real-time data
was fed into the Al module that computed a dynamic failure score, which, when exceeding
threshold bounds, triggered automatic alerts. The dynamic threshold computation based on
historical Al scores allowed the system to adaptively refine its anomaly detection strategy,
thereby demonstrating superior responsiveness to evolving operational conditions.

The simulation recorded over 50 product transactions, including both creation and transfer
events. Out of these, the proposed system successfully predicted 18 potential failure
conditions, 15 of which were validated by the user as legitimate, resulting in a true positive
rate of 83% for predictive alerts. This result is particularly important in high-value supply
chains like pharmaceuticals or food logistics, where early detection of spoilage or

mishandling could prevent significant financial and reputational damage.

Analysis of the attack-adjusted transparency score reveals that traditional SCM transparency
declines sharply with increased attack simulation due to lack of redundancy and validation.
Blockchain SCM fares better, but remains susceptible to data poisoning if input layers are
compromised. The proposed system, by integrating Al-driven integrity scoring and anomaly
resistance, maintains a transparency score consistently above 90%, even under up to 30%

adversarial load. This highlights its robustness in hostile operational environments.

From a computational efficiency standpoint, the proposed model demonstrated acceptable
overhead. Al-based scoring introduced an average delay of 0.14 seconds per transaction,
which, although non-negligible, remained within tolerable bounds considering the security
and performance gains achieved. Importantly, this processing delay did not impact
blockchain mining latency due to asynchronous execution of the prediction module,

illustrating the architectural decoupling achieved in the system design.

The blockchain audit trail generated during testing also confirmed the immutability and
consistency of transaction histories. Each block captured both product metadata and transfer
records, and subsequent audits showed no hash mismatches or tampering indicators. In

contrast, a simulated database rollback in the traditional SCM module resulted in multiple
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discrepancies, underlining the inherent risk of centralised log management in adversarial

contexts.

Visual inspection of the performance graphs confirms the above analysis. Bar plots of

traceability, error rate, and transparency clearly show the superiority of the proposed model

in all performance categories. The cost efficiency gains are particularly significant, with the

proposed system's score peaking at over 80% on a normalised 100-point scale, in stark

contrast to the 20-30% range observed in traditional SCM simulations.

Table 4.1 Proposed vs Existing

Parameter Existing System Proposed System

Moderate transparency with High transparency with block-
Transparency limited auditability level logging

Partial traceability using manual Full traceability across product
Traceability tracking lifecycle

Higher error rate due to data Low error rate due to secure hash
Error Rate mismatch verification

Cost Reduction

Minimal or no cost reduction
mechanisms

Significant cost reduction via
automation

Attack Detection

No proactive attack detection
system

Al-based anomaly scoring and
alerting

Al Integration

No Al-based predictive analysis

Dynamic Al prediction for
failures

Implementation

implementation

lIoT Sensor Limited or no real-time sensor data | Real-time monitoring using loT
Utilisation usage Sensors

Data Tampering Susceptible to manipulation and Immutable data with blockchain
Prevention fraud structure

Blockchain Basic or no blockchain

Multi-layer blockchain integration

Smart Contract Use

Rare or no use of smart contracts

Enforced compliance through
smart contracts

Another critical result is the resilience of the proposed model under incremental attack

scenarios. When the frequency of simulated attacks was doubled, the proposed model

retained 90% traceability and 87% transparency, while traditional and even baseline

blockchain systems showed progressive degradation, falling below 50% on key metrics. This

validates the hypothesis that intelligent filtering and adaptive contracts significantly enhance

robustness in volatile environments.
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Cumulative metric logging also revealed a consistently higher reliability index over time for
the proposed model. This index, derived by averaging the scaled values of all metrics across
50+ runs, remained above 92%, while the blockchain-only model stabilized near 78%, and
traditional SCM lagged below 60%. This persistent advantage is directly attributed to Al

augmentation and smart contract adaptability embedded in the hybrid framework.

Lastly, the GUI log box and audit trail provide comprehensive user feedback and
explainability. Each transaction log includes encryption key generation, sensor inputs,
predicted Al scores, alerts, contract verification status, and block hash outputs, giving the
user full insight into system operations and debugging transparency. This interface design
ensures that the proposed model is not only technically superior but also user-centric,

supporting informed decision-making in real-time supply chain operations.

§ supply Chain Management Metrics - O X

Add Product
Transfer Product
Compare All Metrics

Figure 4.1 Supply Chain Management GUI - Initial State

Figure 4.1 shows the initial state of the supply chain management interface. At launch, the
interface consists of a clean Tkinter-based window with a central log box and four command

buttons for adding a product, transferring a product, auditing the blockchain, and comparing
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all metrics. This design ensures user-friendly interaction for simulation control. It represents
a minimalistic and accessible entry point where system activity only begins after command

selection, ensuring idle state readiness for transaction logging.

Ef Supply Chain Management Metrics

Product &304 added with IoT Data: {'temperature': 48.67408663754406, 'wvibration': 0.6271825172102815

, 'status': 'OK'}, AI Score: 0.40, Threshold: 0.50, Alert: False, Attack: False

Add Product
Transfer Product
Audit Blockchain

Compare All Metrics

Figure 4.2 Add Product Output

Figure 4.2 demonstrates the output after the "Add Product” button is triggered. A product
with randomly simulated 10T data is added, including key parameters like temperature,
vibration, and operational status. The log also records the Al-predicted failure score, the
calculated dynamic threshold, and whether the alert or attack conditions are flagged. This
output showcases the first instance of blockchain augmentation and Al integration, visually

confirming the data acquisition and scoring mechanism before transaction validation.
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f Supply Chain Management Metrics - ]

Product €304 added with IoT Data: {'temperature': 48.6740866375440¢, 'wibration': 0.627182517210281%5
, 'status': 'CE'}, AL Score: 0.40, Threshold: 0.50, Alert: False, Attack: False
Product &304 securely transferred from Manufacturer to Retailer

Add Product

Transfer Product

Audit Blockchain

Compare All Metrics

Figure 4.3 Product Transfer Output

Figure 4.3 shows the interface after the transfer of the same product from the manufacturer
to the retailer. The log box appends a new line confirming the secure transfer, based on smart
contract verification. This event represents a successful execution of ownership validation,
where the product, initially added and verified through smart contracts, undergoes a
blockchain-validated transition to its next lifecycle stage. It demonstrates transparency in

both Al decision-making and distributed ledger immutability.
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f Supply Chain Management Metrics — O

Product €304 added with IoT Data: {'temperature': 48.67408€663754406, 'vibration': 0.6271825172102815
, '"status': "OK'}, AI Score: 0.40, Threshold: 0.50, Alert: False, Attack: False

Product €304 securely transferred from Manufacturer to Retailer

Blockchain Audit:

Block 0 | Transactions: Genesis Block | Hash: 2d1194dab830280c311e7886311fbdl12b1498644cf8dd596ef96a

eb2Zc8bfb00

Block 1 | Transactions: [{'product_id': '6304', 'mame': 'Item-€304', 'origin': 'Factory A', ‘'current
_owner': 'Retailer', 'encryption key': "13f£57e063deb303f6€0ac8263ab22384d', 'timestamp': 1750066063.9
218252, 'iot_data': {'temperature': 48.67408663754406, ‘vibration': 0.6271825172102815, ‘'status': 'O
K'}, 'prediction score': 0.4, 'threshold': 0.5, 'alert': False, 'attacked': False}] | Hash: 1c%3a83d
628b5%460193d864407d0ea4c405a437dab3fd36a81190d8964a64646

Block 2 | Transactions: [{'product_id': '6€304', 'from': 'Manufacturer', 'to': 'Retailer', 'timestamp

': 17500€6063.9218252}] | Hash: €828a7b7215e18987f9824d%ae=4a34924662d423£3c7714228fc62eb830ce46af

Add Product
Transfer Product
Audit Blockchain

Compare All Metrics

Figure 4.4 Blockchain Audit Output

Figure 4.4 displays the audit log after invoking the "Audit Blockchain" button. Each block's
index, transactions, and SHA-256 hash are printed to the interface. Block O corresponds to
the genesis block, followed by blocks containing product creation and transfer records. The
output confirms the tamper-proof chaining of transactions and their traceability. This audit
capability validates the correctness of transaction sequencing and highlights the core benefit

of blockchain’s immutable ledger in SCM.
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Figure 4.5 Transparency Metric Comparison

Figure 4.5 presents the comparative bar chart for transparency across traditional SCM,
blockchain SCM, and the proposed hybrid method. Traditional SCM achieves a lower
transparency score due to fragmented, centralised data storage. Blockchain improves this
with distributed logging, and the proposed algorithm further enhances visibility using Al-
triggered event analysis and alert logging. The chart effectively captures the superiority of

the integrated approach in sustaining consistent visibility across all product states.
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Figure 4.6 Error Rate Metric Comparison

Figure 4.6 illustrates the error rate performance across the three models. The traditional SCM
model exhibits the highest error rate due to manual processing, unverified transfers, and lack
of secure data trails. Blockchain SCM shows improvement with reduced fault incidence
through hash-verification. The proposed system, integrating Al to block failure-prone
operations, achieves the lowest error rate, approaching near-zero levels in real-time

performance, thus validating its predictive and preventive capabilities.
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Figure 4.7 Cost Reduction Metric Comparison

Figure 4.7 compares the cost reduction achieved by each method. Traditional SCM vyields
negligible cost savings due to manual interventions and audit overheads. Blockchain SCM
automates transactional validation, offering a moderate cost benefit. The proposed model
leverages predictive intelligence and smart contracts to reduce operational delays and pre-
empt failure events, resulting in the highest cost savings, a reflection of both technical

efficiency and economic impact in simulated environments.
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Figure 4.8 Traceability Metric Comparison

Figure 4.8 visualises the traceability performance metric, reflecting the capability to track
product flow from origin to delivery. The traditional SCM model’s low score stems from
disconnected data sources. Blockchain introduces secure transactional records, increasing
traceability significantly. The proposed model, with its integration of 10T data and Al
decision-making, maintains comprehensive real-time trace logs, achieving near-complete

traceability by validating each movement through adaptive smart contracts and predictive
checks.
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CHAPTER 5
CONCLUSION AND FUTURE SCOPE

5.1 Conclusion

The integration of blockchain technology into the supply chain management framework
introduces an unprecedented level of immutability and decentralisation to transactional
operations. Each event—whether a product addition or a handover—is recorded as a
cryptographically hashed block, which ensures that the historical integrity of data cannot be
altered retroactively. This integrity guarantees that all stakeholders within the chain operate
based on a single version of verifiable truth, removing disputes and operational opacity,
which are inherent limitations in traditional SCM systems.

Beyond decentralised validation, the proposed system extends its functional capability
through embedded smart contracts. These programmable contracts enforce predefined
conditions during product transitions. The contract validation mechanism actively checks
product metadata against encoded conditions, ensuring that ownership and origin verification
are enforced automatically. This greatly reduces the reliance on human audits and third-party
verification, making the system highly autonomous and suitable for large-scale deployments

across manufacturing, retail, and logistics ecosystems.

loT integration further enhances the richness of data associated with each supply chain
transaction. By collecting real-time environmental parameters such as temperature, vibration,
and equipment status, the framework ensures that product quality is tracked throughout its
lifecycle. These sensor inputs are not stored passively but actively feed into an Al-based
prediction engine, which evaluates the likelihood of equipment or product failure. This
transition from static data recording to dynamic failure forecasting marks a fundamental shift

in how supply chain security and reliability are approached.

The Al component embedded in the system is designed to simulate real-time reasoning by
applying heuristics to sensor data and assigning a failure risk score to each product entry.
This score is compared against a dynamic threshold that evolves over time using historical

data trends. This adaptive threshold mechanism prevents both over-sensitivity and blindspots

53

Z"—.I turnltln Page 72 of 81 - Integrity Submission Submission ID trn:oid:::3618:101172141



z'l-.l turnitin Page 73 of 81 - Integrity Submission Submission ID trn:oid::3618:101172141

in failure detection, optimising the responsiveness of the system. By aligning prediction logic
with operational variability, the model mimics a self-correcting cyber-physical system that
adapts with scale and complexity.

Attack simulation within the system highlights its resilience under adversarial conditions.
Each attack scenario—randomly generated during transactions—tests the blockchain’s
ability to maintain data continuity and the Al's ability to respond contextually. The
transparency metric, penalised proportionally for each attack, offers insights into the
robustness of the system’s visibility function. The fact that transparency remains within the
upper 90% range under increasing attack load reflects the strength of the combined
blockchain-Al approach in resisting data manipulation and validating provenance.

Cost efficiency emerges as a consequential benefit of the system’s design. In traditional
systems, cost inefficiencies arise from repetitive inspections, error corrections, and logistics
backtracking due to poor traceability. By automating verification, predicting disruptions, and
blocking error-prone operations in advance, the proposed model reduces operational
overhead significantly. The economic implications are critical for industries where marginal
gains in efficiency translate to large-scale fiscal savings, such as perishable goods, electronics

manufacturing, and pharmaceutical supply chains.

The real-time GUI implementation developed in Python serves not just as an interface but as
a complete testing platform. The user interacts with the system through intuitive controls,
witnessing the evolution of performance metrics as each event is executed. Each transaction's
result is displayed along with its associated Al score, threshold, and attack detection result,
fostering a transparent and explainable operational environment. This feature transforms the
system from a backend algorithm into a visual analytics tool for real-time monitoring and

management.

Graphical analysis of the results further reinforces the validity of the design. Independent
graphs for transparency, error rate, traceability, and cost reduction allow stakeholders to
focus on individual performance areas, thereby avoiding cluttered visualisation. These bar
graphs clearly show how the proposed algorithm outperforms both traditional and standalone
blockchain models in all critical dimensions. The real-time calculation of metrics ensures

that no hard-coded values are introduced, preserving the integrity of outcome evaluation.
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The scalability of the system lies in its modularity. Each component—from the blockchain
ledger to the Al prediction module and smart contracts—operates independently but in
synchrony. This decoupled architecture allows for easy upgrading or replacement of
individual components without disrupting the entire workflow. For instance, future versions
of the system could integrate more advanced neural networks for prediction or employ zero-
knowledge proofs for privacy-preserving smart contracts without altering the core blockchain

logic.

The fusion of blockchain, Al, and 10T technologies within a unified supply chain simulation
results in a highly adaptive, secure, and intelligent ecosystem. Each layer reinforces the
others: blockchain ensures integrity, 10T ensures visibility, and Al ensures foresight. This
convergence not only improves key supply chain parameters but also redefines what it means
to achieve traceability, transparency, and cost-effectiveness in a decentralised operational
model. The result is a forward-compatible framework capable of adapting to the dynamic,
high-stakes environment of modern global supply networks.

5.2 Future Scope

The modular architecture of the implemented supply chain framework allows for immediate
expansion into multi-node environments. Future enhancements can introduce peer-to-peer
distributed mining operations across geographically separated logistics nodes, such as
warehouses, ports, or transportation hubs. By enabling decentralised ledger maintenance on
edge devices or regional servers, this system could be extended to a truly distributed
environment that mirrors actual supply chain topologies in large-scale manufacturing or

distribution networks.

Integration with cloud-based data lakes and decentralised storage solutions such as IPFS can
further reinforce the trust and availability of supply chain data. Currently, data entries are
embedded within localised Python objects and memory-resident blockchain chains.
Extending this architecture to include persistent storage through decentralised file systems
will allow for large-scale historical data analytics and inter-organisational record sharing

without compromising on immutability or ownership.
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The current Al prediction engine, while effective in its decision heuristics, can be enhanced
by incorporating deep learning models such as LSTM networks for time-series anomaly
detection on 10T data. These models can be trained on historical sensor streams to learn latent
patterns of mechanical degradation or transport-induced stress. Integration of such temporal
modelling would significantly increase prediction accuracy, especially in high-risk

applications such as pharmaceutical cold chains or precision electronics delivery.

An additional avenue for expansion lies in the introduction of federated learning. This would
allow Al models to be trained across multiple supply chain participants without requiring
them to share raw operational data. By exchanging only encrypted model gradients between
nodes, the system could preserve data privacy while still improving global prediction
accuracy. This technique is particularly relevant for industries where data sensitivity prevents

open collaboration between vendors, suppliers, and distributors.

Smart contract logic in the current system could also evolve toward self-adaptive contract
chains. These chains would dynamically adjust contractual conditions based on feedback
from past performance, trust scores, or vendor reliability. Contracts could even inherit
conditional trees, allowing for recursive penalties or rewards in scenarios where products
consistently pass or fail inspection thresholds. Such a rule engine embedded within the

blockchain layer would result in self-regulating supply ecosystems.

To extend monitoring depth, integration with Digital Twin models can be considered. Each
physical asset in the supply chain could have a virtual replica continuously updated via 10T
telemetry. The digital twin would store not just static metadata but dynamic states like
environmental stress history, operational efficiency, and failure risk profiles. Coupling
blockchain records with real-time twin updates would result in hyper-contextual tracking and

enhance situational awareness at every node.

The visualisation layer of the system, currently implemented using Matplotlib and Tkinter,
can be redesigned using web-based front-end frameworks. This would enable remote, real-
time interaction through dashboards accessible on mobile and desktop browsers.
Enhancements could include dynamic KPI tracking, blockchain explorer views for
transaction chains, and interactive anomaly alerts generated through Al explainability

modules.
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From a cybersecurity perspective, the model can be fortified with lightweight cryptographic
enhancements such as homomorphic encryption for sensor data and Merkle-tree-based zero-
knowledge proofs for transaction validation. These upgrades would allow the system to
perform secure computations on encrypted data, ensuring compliance with privacy mandates

such as GDPR and HIPAA when deployed in cross-border supply networks.

Interoperability with existing ERP and WMS (Warehouse Management System) platforms
remains an important future objective. APIs can be developed to synchronise blockchain-
based product states with traditional databases, ensuring backward compatibility for
enterprises transitioning incrementally to decentralised systems. Middleware connectors
could automate data conversion, schema mapping, and trust assurance between disparate data

silos.

Finally, the scalability of the attack detection model can be enhanced through integration
with blockchain forensics. Event correlation engines can be deployed to analyse blockchain
transaction anomalies, geolocation shifts in 10T data, and irregular Al scoring patterns to
detect complex coordinated attacks. This would convert the proposed framework from a
passive monitoring tool into a proactive threat intelligence platform capable of autonomous

risk remediation in real-time.
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